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AHHOTAIUA

JlaHHBI JOKYMEHT TIPEACTaBIseT COOOW PYKOBOJCTBO IO YCTAaHOBKE 3alllMIICHHON

CHCTEMBI ynpaBiieHus 0a3aMu 1aHHBIX «Jatobay (manee no Texcty — CYBJl, CYB/] «Jatobay).
PyKOBOZCTBO 110 YCTaHOBKE COICPKHT CICIYIOIINE Pa3Ielibl:

- Paznen 1, B kortopom mnpuBeneHsl HaszHadeHue, ¢yHkuuu CYB]J[ «Jatobay u

TpeboBanus k cpene pynknuonupoBanus CYB/I.
— Paznen 2, B koropom npusezaeH coctaB CYBJ] «Jatobay.

— Paznen 3, B koTopom npuBenena unctpykuus no ycraHobke CYBJI «Jatoba» na OC
GNU/Linux.

- Pasnen 3, B koTopom npuBeacHa HHCTpyKuus mo ycranoBke CYB]] «Jatoba» na OC

cemeiictBa Windows.

- Paznen 5, B koTopoM npuBepeHa HHCTPYKIHUSA 110 ycTaHOBKe 00HOBiIeHu CYB/I.
— Pasznen 6, B KoTOpOM ommMcaHa yCTaHOBKa KOMITOHEHTa «Jatoba Data Safey.

— Paznen 7, B KOTOpOM npUBEACHBI BO3MOKHBIE OITMOKH U CIIOCOOBI UX YCTPAHECHHUS.

— B Ilpunoxenun 1 onucana:
e Crpykrypa Katanora qucTpuoyTuBa i Beex nmopuepkuBaembix OC GNU/Linux;
e CootBerctBus OC u peno3uTopusi.

- B I[punoxxennu 2 onucana:
e VYcranoBka CYBJ] «Jatoba» u3 nokanbHoro penosutopusi B OC Ubuntu,
e VYnaneane CYBJ] «Jatoba» u3 mokanpHOTO peno3utopust B OC Ubuntu.

— B I[punoxxennu 3 onucana:
e VYcranoBka CYBJ/I «Jatoba» u3 nokanbHoro penosutopusi B PEJl OC 7.3 Mypow;
e VYnaneane CYB]] «Jatoba» u3 nokansuoro penosuropus B PEJl OC 7.3 Mypowm.

— B Ilpunoxxenuu 4 onucana:

e VYcranoBka CYBJ] «Jatoba» u3 nokanbHOro peno3utopusi B AnbT 9 Server;

Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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o Vnaneaune CYB]] «Jatoba» u3 nokanbHOro peno3uropus B Anbt 9 Server.
- B Ilpunoxenuu 5 onucana:
e VYcranoka OC Astra Linux 1.6 Special Edition Cmonenck (x86-64);

e VYcranoBka CYBJl «Jatoba» u3 mokanpHOro penosutopuss B OC Astra Linux 1.6

Special Edition Cmouenck (x86-64);
o Vnanenue CYB]] «Jatobay u3 nokansHOro peno3utopus B OC.

— B Ilpunoxennn 6 npusenen npumep ycranoBku CYBJ[ «Jatoba» u3 mokanpHOTO

penozutopusi B OC OCHOBA 2.0.

— B IIpunoxennn 7 npuseneH npumep yctaHoBku BeO-ceprepa (II1S) na OC Windows
10.

— B Ilpunoxxenuu 8 onucana ycranoBka ciy>k0b1 JDS.PasDoctor.
@ Bce npumepst B nanHom nokymente npuenensl s CYB]] «Jatoba» Bepcun simpa

4.X, A ApyTux BCpCI/Iﬁ BCC IIarv BBIMMOJIHATOTCA aHAJIOTMYHO, pasHUIla COCTOHUT B

UMEHaX TUPEKTOPHUH.

Hampumep, CYBJl «Jatoba» Bepcum 5.X MO yMOJYaHHWIO YCTAHABIIMBACTCS B

JTUPEKTOPHIO:

- OC Windows — «C:\Program Files\GIS\Jatoba\5\biny;
— OC Linux — «/usr/jatoba-5/biny.

CrerieHu BaXKHOCTH HpHMeanHﬁ, IMPUMCHACMEBIC B TOKYMCHTC!

o Basknas undopmanus — ykazanusi, TpeOyromme ocoooro BHUMaHUS

@ JonmoHuTeIbHAsA UH(OPMAIUA — YKa3aHUs, O3BOJISIIOIINE YIIPOCTUTH paboTy ¢

U3JIeNIEM
o Baxnas undgopmanus

Jns cepruduupoantoii Bepcun CYB/] «Jatoba» moanepsxuBaercs paborta TONIBKO

Ha OC, ykazaHHbIX B (OpMyJIipe Ha MOCTaBKY!

Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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1. OBIIUE CBEAEHUSA O CYBJA «JATOBA»

1.1. Haznauenne CYB/] «Jatoba»

CVYB/]] «Jatoba» siBiseTcss MpOrpaMMHBIM CPEJCTBOM, MPEIHA3HAYECHHBIM JIJIs CO3JIaHUs U

yIpaBIICHUs PESIIMOHHBIMU Oa3amu JaHHBIX Ha 0aze DBM mon ympaBieHHeM OmNepalruOHHBIX

cucteM (OC), mpencraBieHHbIX B Tabmuie 1.1.

Tabmuna 1.1 — [Mepedens mognepxkuBaeMbix OC

CepBepnasn | Kamentckas Docker Cepruguiar ®CTIK

Ne HaumenoBanune OC
4acThb 4acThb (ver.) Ne cepr. Mara
BbIJa4M
1 | Windows 10 X X — — —
2 | Windows 11 X X — — —
3 | Windows Server 2016 X X — — —
4 | Windows Server 2019 X X — — —
5 | Windows Server 2022 X X — — —
Astra Linux 1.7 Special Edition
6 | i (X86_62) X X 25.0.5 2557 | 30.01.2012
7 | Astra Linux 1.8 (x86-64) X X 25.0.5 — —
8 As'_[rfa Linux 2.12 Common x x . o o
Edition Open (x86-64)

9 | Debian 10 X X 24.0.2 — —
10 | Debian 11 X X 24.0.2 — —
11 | Debian 12 X X 24.0.2 — —
12 | At 8 CIT X X 27.1.1 3866 10.08.2018
13 | Aner 10 CIT X X 27.1.1 3866 10.08.2018
14 | Anet 9.1 Server X X — — —
15 | AmeT 10 Server X X 23.0.1 — —
16 | Ubuntu 20.04 X X 24.0.2 — —
17 | Ubuntu 22.04 X X 24.0.2 — —
18 | Ubuntu 24.04 X X 24.0.2 — —
19 | OCHOBA2 X X 20.10.5 4381 31.03.2021
20 | PEJ OC 7.3 Mypom X X 25.0.7 4060 12.01.2019
21 | PEXOC 8 X X — — —
22 | POCA 7.9 X X — — —
23 | POCA 124 X X — — —
24 | RedHat Enterprise Linux 8 X X — — —
25 | Oracle Linux 8.4 X X — — —

Ne uzmenenus:

Iloamuce oTB. JIMNA:

’ Jlata BHECEHHUS U3M:
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1.2. ®yukuun CYB/] «Jatobay»

CVYB/]] «Jatoba» peanusyert cieayromue QyHKIIUOHATBLHBIE BOZMOKHOCTH:
- yIpaBlieHHUE JaHHBIMU BO BHEIIHEH MaMsITH;

- yTpaBJieHUE JAHHBIMH B OTIEPATHBHON MaMSITH;

- BeInosTHeHUE 3arnpocos (DDL/DML);

- yIpaBIICHUE TPAH3AKIIUIMH,

- KypHaAJIM3alusi W3MEHEHUH, pe3epBHOE KOIMPOBAHWE W BOCCTAHOBJICHHE Oa3bl

JAHHBIX MMOCTe COOEB, peTUTUKAITHSI.

CYBJ «Jatoba» B pomonHeHHEe K CTaHAAPTHBIM BO3MOXKHOCTSIM YIpaBJICHUS Oa3zaMu

JAHHBIX, peaTu3yeT ClAeAyone QyHKIINH:

- XPaHCHHUC IIPOCTPAHCTBCHHBLIX, FCOFpa(i)I/ILIeCKI/IX U TCOMCTPHUYCCKUX HAaHHBIX,

MO AeprKKa 3alpOCOB K HUM U YIIPaBJICHUE UMY,
- CUHTaKCHUYECKasi COBMECTUMOCTH ¢ pacnpocTpaneHHbiMu PL/SQL Oracle;
- paciMpeHHble BO3MOXKHOCTH CEKIIMOHUPOBAHUS OOIBIINX TAOIHUIL;

— IMPOTOKOJIMPOBAHUC, aHAJIN3 W KOHTPOJIb BBLIMMOJIHCHHA KOMAHJ MAaHUITYJIMPOBAHUA

nanasiMu (DDL/DML);
- cOop KypHaJIOB ayAHuTa BCEX onepaluii u 3arpyska konpurypauuii B CYBJI;

- paboTa B cOCTaBe OTKa30yCTOWYMBOIO KJIACTEpa C MEXAHH3MOM IEPEKIIOYCHHUS

Harpy3Ky Ha OCHOBHOM y3€ll KJIacTepa;
- 3alUTa OT HECAaHKIIMOHUPOBAHHOTO U3MEHEHHUSI KOH(PUTYPaLMOHHBIX (hailyioB;

- €IWHBIA TONB30BATENLCKANA HMHTEpQEc aius ynpaBieHUS KOH(QUTYpanusMu

KOMIIOHEHTOB U IpocMoTpa ux coctosinus CYB/I.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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CYBJ «Jatoba» ycranaBiauBaercss Ha DBM c mpoueccopamu, UMEIOIKUMUA apXUTEKTYpPY

x86, X86-64 1 AMD64, y1oBIeTBOPSIONIUE CIETYIONINM allapaTHbIM TPeOOBaHUSAM, YKa3aHHBIM

B Ta0OimIe 1.2.

Tabmuua 1.2 — Ilporpammubie u anmapaTHeie TpeOoBanus K OBM, Ha KOTOpBIX

(GYHKIIMOHUPYIOT KIMEHTCKast B cepBepHas yactb CYB/]

IHapamerp

XapakTepucTuKa

CepruduumupoBaHnas
ocC

TpeOoBaHus k annapatHomy odoecneuyeHunio cepsepa CYB/]

o3y

He menee 2 10

CBOOOIHBII 00BEM KECTKOIO
JIUCKA

MuuaumanbHbii 006eM ot 40 I'0
Pexomenyembrii 06bemM ot 100 I'6

VYerponcTsa BUAECO BBIBOJA

Monutop u®  BHAeoadanTep ¢
nognepxkod VGA u paspelnieHueM
800x600 nnu BbIIIE

Tun npoueccopa 1 MUHUMAaJIbHAS
TAaKTOBAs 4YacCTOTa Mpoueccopa

64-pazpsinablii iporieccop Intel nmm
AMD 3 I'T'q i Ooublie

MuHuManpHOE KOJIMYECTBO siaep | 4

MaxkcumanbHoe KOJIMYEeCTBO | 256

aaep

VYerpoicTsa BBOIa-BbIBOIA CranpapTHbIe 105-knaBuiHas

KJIaBUATypa ¥ MAHUITYJIATOP «MBIIIH)
c USB, 1160 PS/2-untepdeiicamu

Ananrep Ethernet

100 Mowut/c

Tpe6oBanus k annapatHomy odecnieueHuro APM ynpapiienust

o3y He menee 4 I'6

CBoOomupii  00beM kectkoro | Or 310

JIUCKaA

YcrpolicTBa BUAECO BBIBOJA MonuTOp W BHAEOAmANTEp C

nognepxkoi VGA u paspenieHueM
800x600 miu BbIIIE

Tun npoueccopa ¥ MUHUMAaJIbHAS
TaKTOBAs 4acCTOTAa MpoLeccopa

64-pazpsanbiii npoueccop Intel wnm
AMD

Pexomenayemas wyacrora: 2.4 ITn
WK OOJIbIIE

YcrpolicTBa BBOAa-BBIBOJIA

CrannapTHbie 105-xknaBunHas
KJIaBHATypa U MAHUITYJIITOP «MBIIIIb)
¢ USB-unrepdeiicamu, nmu6o PS/2
uHTepdeiicamu

Anantep Ethernet

100 Mowut/c

TpeGoBanusi K nporpaMMHOMY 00ecIie4eHHIO cepBepa

Ne uzmenenus:

‘ Iloamuce oTB. JIMNA:

’ Jlata BHECEHHUS U3M:
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IHapamerp

Xapakrepucruka

CepruduumupoBaHnas
ocC

OmnepanmonHas cucrema

TpeboBanus mpuBEACHBI B TaOIHIE
1.1

TpedoBanusi k nporpammHomy odecnieueHuro APM ynpasiienust

OnepanmonHas cucrema

TpeboBanus mpuBEACHBI B TaOIHIE
1.1

TpeOoBanus k anmap

aTHOMY o0ecneyeHn1o cepBepa Jatoba data safe

o3y

He menee 2 10

CBOOOIHBII O00BEM KECTKOIO
JIUCKA

MuuaumanbHbiii 006eM ot 40 10
Pexomennyemsiii 06beM oT 100 I'6

YcrpoiicTBa BUIEO BBIBOJA

Monutop u®  BuAeoadanTep ¢
nognepxkod VGA u paspelnieHrueM
800x600 nnu BbIIIE

Tumn npoueccopa 1 MUHMMAaJbHAs
TaKTOBAas 4acCTOTa Ipolueccopa

64-pa3psinablii iporieccop Intel wumm
AMD 3 I'T'q niu GoJtbliie

MUHUMAIIBHOE KOJIUYECTBO SIAEP

4

YcrpolicTBa BBOAa-BbIBO/IA

CrangapTHbie 105-knaBuigas
KJIaBUATYpa U MAHUITYJISITOP «MBbIIIb)
c USB, 1160 PS/2 untepdeiicamu

Anantep Ethernet

100 Mowut/c

TpeboBanusi K mporpa

MMHOMY ofecneueHuIo cepsepa Jatoba data safe

[TognepxuBaembie IATHOPMBI e Win-x86; —
e Win-x64; —
o linux-x64 X
CYBI 3aluIeHHas CUCTEMA YIPaBICHUS
0a3zamMu TaHHBIX «Jatobay
Be6-cepsep 1S 10 —
Nginx X
KommnoneHTsI ASP.NET Core 6.0 Runtime (v6.0.1) -
— Windows Hosting Bundle Installer
Internet 6pay3ep o Sunexc.bpaysep X
e Chromium X
e Mozilla Firefox X

Opera

Microsoft Edge

Google Chrome

Ne uzmenenus:

Iloamuce oTB. JIMNA:

’ Jlata BHECEHHUS U3M:
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2. COCTAB CYBJ «JATOBA»

Ta6mmma 2.1 — Cocras komnonent CYB]] «Jatobay

B coctraB CYB/] «Jatoba» BXOAsST KOMIIOHEHTHI, yKa3aHHbIE B Ta0mwmie 2.1.

J4 J5 J6
Ne HaunmeHnoBanue Onucanue = £ & £ & 2
2 &2 |28
| o SO ) N | ©
1 | sppo CYBJ X X X X X X
pwgen TeHEPATop NnapoJiel — | — | X X X X
— MAaCKUpOBaHHE Maposen — | — | X X X X
KNN IOUCK OJIMKANIINX cocenen — | — X X X X
xid64 KOMIIOHEHT Xid64 — | — | X X X X
ja_Compression C)KaTHe JaHHBIX Ha YPOBHE CTPAHUI] — | — | — ]| — | X X
WAL Recovery BOCCTAHOBJICHHE MOBPEHKICHHbIX WAL ] x x x x
3amucei
2 | jaDog KOMITOHEHT YITPaBJICHHS PEKUMOM X X X X X X
paboThI Y3JIOB KJIacTepa
JDV KOMITOHEHT KOHTPOJISI CyOBEKTOB
3 (Jatoba data vault) JOCTyIa X x ] x ) x ) XX
KOMITOHEHT ()OPMHUPOBAHMS OTYETOB I10
4 | pgBadger scypHanam CYB]L X | X | X | X | X | X
5 | pg_ProBackup KOMITOHEHT PaCIIUPEHHOTO PE3EPBHOIO X X X X X X
KOITUPOBAHUS
KOMITOHEHT IJITAHUPOBAHUS 33 JaHHH
6 | pg_Task CYBI X | X | X | X X X
. KOMIIOHEHT ()OPMHUPOBAHUS OTYETOB
7| pg_Profile npousBoauTeabHOCTH CYB/] X X X X X X
8 JDS KOMITOHEHT IT0JTb30BaTEIbCKOT0 BeO- x| x| -] x
(Jatoba data safe) uHTepdelica Uil aIMUHUCTPATOPOB -
9 |ja_sync_Ldap KOMIIOHEHT CHHXPOHHU3ALIHH YHCTHBIX x x x x x x
3anucel co ciry)x0amMu KaTajaoros
KOMITOHEHT 00(ycKaluu Kojia
10 | PIsPgSQL PL/pgSQL X | — | X | —| X | —
11 | ja_Hipe_Cluster KOMIIOHEHT BBICOKOTIPOH3BOJIMTENLHOTO | x x x x x
KJacrepa
. KOMITOHEHT LIEHTPAIM30BaHHOI0 cOopa
12} )a_Log 3anuceit coobitnii CYBJ] X|— | X | — | X |—
13 | 1c support KOMITOHEHT noaepkkn miatdopmel 1C | X X X X X X
14 | fasttrun KOMITOHEHT coBMecTuMocTH ¢ 1C X X X X X X
15 | fulleq KOMITOHEHT coBMecTUMOCTH ¢ 1C X | X X X X X
16 | mchar KOMITOHEHT coBMecTUMOcCTH ¢ 1C X | X | X | X | XX
17 | online_analyze KOMITIOHEHT coBMecTUMOCTH ¢ 1C X | X [ X | X | X | X
18 | plantuner KOMIIOHEHT coBMecTUMOCTH ¢ 1C X X X X X X
19 | ja_CSum KOMITOHEHT KOHTPOJIA LIETOCTHOCTH X X X X X X
20 | jaPooler KOMITOHEHT 6ilﬂchnpOBKH § x| x| x|_
MOIKIIOYEeHUH noJib3oBaTenei K CYB]I

Ne uzmenenus:

Iloamuce oTB. JIMNA:

’ Jlata BHECEHHUS U3M:
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J4 J5 J6
No HaumenoBanue Onucanue Hs = _.5 < Hg *
= | S| 2| & | &
Hlo | "] o | | O
Oracle_FDW
21 | (Foreign data I(()(:l;-/[(l:'lleeHT noctyna kK jaaaseiM CYB /1 X X X X X X
wrapper for oracle)
OraFCE  (Oracle
99 function KoMnoHeHT coBmecTumoctH ¢ CYB]] x x| x| x| x| x
compatibility Oracle
extension)
Variables KOMITOHEHT COBMECTUMOCTH C CUCTEMOM
23 | PO rmobansHbIX mepeMenHsIx CYBJT Oracle X X X X X X
KOMITOHEHT BBISIBIICHUS U
24 | SQL_Firewall IPEIOTBPAIIEHHUS MCIIOTHEHHS X | X | X | X | X | X
HeTUNHYHBIX SQL-3ampocos
o5 JCS (Jatoba crypto KOMITOHEHT COKPBITHSI HH(OPMAIIHH B x I x| x| x| x| x
access storage) ¢aitnax naaaex CYB]]
KOMITOHEHT (bopMupoBaHHS
SQL-HTTP
26 | PgSQ HTTP/HTTPS 3anpocos u3 CYB/l X X X X X X
TDS EDW KOMIIOHEHT MOJIEPKKH I1aThOPMBI o
27 - Microsoft SQL Server X X X X
Audit KOMITOHEHT PacIIMPEHHOTO
28 | P9 xypHamupoBauus coobiTiii CYB/] X X X X X X
29 | pgauditlogtofile XpaHeHue coOBITHI OE30MIaCHOCTH B ] x X X
OTAETHHOM XpaHHJIHIIE
30 | PostGIS KOMITOHEHT paboThI ¢ reorpaduuecKuMHu X X X X X X
JIAHHBIMU
31 | PTrack KOMITOHEHT PacIIMpEHHOTO PE3ePBHOTO X X X X X
KOIIMPOBAHHUSI
32 | SecurityProfile KOMITOHEHT YIPABJICHUS [1apOJIbHBIMH X X X X X X
moauTHKamMu nonb3oBareneid CYB]]
_ KOMITOHECHT CO3aHUsl MJIAHOB 3a1pOCOB
33 | ja_Plan_Manager B 6azax fgaunbix (BJI), ux ontummzarm | X | X | X | X | X | X
u dkcnopta B b/
34 | pg_store_plans KOHTPOJIb BHITTOJTHEHHBIX TIAHOB | x X X
- - 3aIpocoB
35 | pg-hint-plan KOMITOHEHT KOPPEKTHPOBKH 3aIIPOCOB — | —
36 | ja_Container CVYB/]1 «Jatoba» B koHTeliHEPE — | X | — — | X
KOMITOHEHT cOOpa anmapaTHbIX U
37 | node_exporter MPOrpaMMHBIX MTOKa3aTeseld paboTh — | — | X | =] X | —
GNU/Linux
38 | postgres_exporter koMrmoHeHT coopa metpuk CYB]] — | — | X | =] X | —
SQL skcmoptép. Kommonent coopa
sql_exporter — | — — —
39 | sal_exp pacmupenHblx MeTpuk CYB/] X X
KOMITOHEHT MOHUTOPHHTA Pa3JIMIHBIX
40 | prometheus HPOTPaMMHBIX CHCTEM H CEPBHCOB — | — | X | —| X | —
Prometheus

Ne uzmenenus:

Iloamuce oTB. JIMNA:

’ Jlata BHECEHHUS U3M:
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J4 J5 J6
Ne HanMeHoBaHue Onucanue = £ | g £ | g 2
=S| & E| & E| &
Hlo | R|o || O
KOMITOHEHT YIIpaBJIeHUSI U 00pabOoTKH
41 | Alertmanager OIOBENIEHUH B CHCTEME MOHMTOPHHIA — | — | X | —| X | —
Prometheus
Paborta CYB/] «Jatoba» B pexume 3I1C
42 | — . — — _
B OC Astra Linux X X X
43 | gis-cryptoplatform 6ubmmorexa «'UC» X|—| X | —| X |—
44 | pg_ulid KOMITOHEHT IO IICPIKKU ] x x x x
JiekcorpamaecKkoro HaeHTU(GHUKATOPA
45 | ja_Seceventlog KOMIIOHEHT 3aIlHCH COOBITHI |l x X X X
WHPOPMAIIMOHHOH 0€30MaCHOCTH
KOMITOHEHT MOIICP KUBAIOIINN
46 | rum oOpaTHbIi HHJICKC C XpaHEHHEM ] x X x | x
MO3UIMOHHON UH(pOPMAIIUU U
MOJTHOTEKCTOBBIH MOKCK
47 | pg_repack KOMITOHEHT PEOPraHu3aIliy TAOIHIIbI C ] x x x x
MHUHHUMAaJIbHBIMH OJIOKUPOBKAMHU
i abora CYB/] Jatoba B pexxume 3I1C B
48 | osnova-digsig-ke p X | —| x| —| x| —
PITEY | oc ocHOBA
49 | tsvector2 KOMIIOHEHT MOJIHOTEKCTOBOIO MOMCKA B | | | x x x
b/l
KOMITOHEHT JIJIS TIOJITHOTEKCTOBOTO
50 | ja_Similar MOUCKA U OMPEICICHUS TOXOXKUX — | — | X X X X
TEKCTOB
51 | ja_Inventory KoMIoHeHT uHBeHTapuzanuu CYB/] X | — | X | —| X | —
52 | ja_tune I'eneparop koHpurypanmonsoro gaima | — | — | — | — | X | —
CBoOoHast OMONIHOTEKA TSI IPOBEPKHU
53 | hunspell opdorpapuu u MOPHOIOrHIECKOro — | — | X | X | X | X
ananm3a. KommoneHT «hunspell»
54 | ja_anonymizer MaCKHpOBang JIHHBIX. o x %
KoMmoHeHT «ja_anonymizery
55 | wal-g ApXMBaLys ¥ BOCCTAHOBJICHHME JaHHBIX. | | | | x x
KommnoneHT «wal-g»
[Ipumeuanue:
e JluctpuOyTuB.

O0pa3 KoHTelHEepa.

Ne uzmenenus:

Iloamuce oTB. JIMNA:

’ Jlata BHECEHHUS U3M:
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3. YCTAHOBKA CYBJI «JATOBA» HA OC CEMEMCTBA GNU/LINUX
YcranoBky CYB/I «Jatoba» BO3MOKHO TPOBECTH TpEeMs CITIOCOOAMH:
1) YcTaHOBKA U3 JIOKATBHOTO PEMO3UTOPHUS HHCTALIATOpOM (cM. 11. 3.1).

2) YcranoBka u3 sokanbHoro pernosutopus (CDROM) — npousBogutes u3 (aityios,

3allMCAHHBIX HAa KOMIIAKT-AHUCK WJIN CKOIIMPOBAHHBIX C HEI'O II. (33)

3) YcranoBka HernocpeacTBeHHO u3 deb/rpm-daiiioB — MPOU3BOAMTCS OMIIMOHAIBHO,

10 YCMOTPEHUIO mojp3oBaTens (m.i. 3.4, 3.5).

@ [Tonmp30BaTennlb MOXKET HAWTH Bech HeEoOXomuMmelid Habop deb/rpm-daiinoB Ha

KOMITIaKT-IHCKE.

YcranoBka CYB/] «Jatoba» va OC GNU/LINUX mporcXoauT B HECKOJIBKO JTAIOB:
— HacTporika penozutopust CYB/I;

— YCTaHOBKAa OCHOBHBIX ITAKETOB;

— MHULMANU3anus qupekropuu Aauaeix CYB/I;

— koHpurypupoanue CYB/I;

- 3anyck cepBuca CYB/I.

[Tpumep yctanoBku u ynanenuss CYB/] «Jatoba» U3 1okaJbHOTO peno3uTOpus JJIs:
- OC Ubuntu 18.04 npusenen B [Ipunoxenuu 2;

- PEJ] OC 7.3 Mypowm npuBeneH B [Ipunoxenuu 3;

- Anbt 9 Server npuseneH B [Ipunoxenun 4.

[Tpumep ycranoBku CYB/] «Jatobay u3 nokansHOTO peno3utopus B Astra Linux 1.6 Special
Edition CmoneHck B 3aMKHYTOM MporpaMMHON cpejie mpuBeaeH B [IpuiiokeHnn S5 HACTOSIIETO

JIOKYMEHTA.

KOHI_IGHTyaJII)HaH cXeMa IOCJIEA0BaTSIbHOCTH JICHCTBUM IpCaACTaBJICHA HAa PUCYHKC 3.1.

Bbonee nogpobHOE oncaHne yCTaHOBKU TPUBEACHO HUXKE.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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C Hauvano YCTaHOBKMU )

v

(- )
Moarotoeka OCk ycTaHOBKE

cysp | T T T = -
L J

v

- )
YctaHoBka penosutopusa CYB[
\ J

I
I
I
J I
[ JlokanbHbIN peno3nTopu i ] |

(CDROM) |

v v

(- )

YcTaHOBKa OCHOBHbIX NakeToOB {DEB/RPM-d)aPIJ'IbI (onunoHan bHOﬂ
L ¢ y, I
4 A

MHuumnanunsauuna katanora (— — — — _]
AaHHbIX
L J
Y
( N\
LononHuTenbHoOe
KOHurypuposaHue CYb[
7
\ 4
~
3anyck (aBTosanyck) u
nposepka pabotel CYB[
J

Y

C 3aBepLueHme YyCTaHOBKM )

Pucynok 3.1 — ITocnenoBatenbHOCTh AeticTBuit mpu yctanoBke CYBJ] na OC GNU/Linux

@

@

Toabko aias OC Astra Linux 1.6 CMoJieHCK

OOHOBIIEGHUSI CHCTEMBbl M  TMOCIEAYIOUIEH  YCTaHOBKH

Jns  KOppekTHOro
CYBJ «Jatobay» pekoMeHyeTCsl MOAKIIOUUTh U TPUMOHTUPOBaTh Bce [SO-(daiine
ycTaHOBKH M oOHOBIeHHsT OC OJHOBPEMEHHO, IMPOIMUCAB PETMO3UTOPUU B BUJIE
JIOKaJNbHBIX JAUPEKTOPUIM TOueKk MOHTUpoBaHUA. [Ipy MCHONIB30BaHUMM MCTOYHUKOB

YCTaHOBKH «cdromy» BO3MOXHBI OIIHOKH HaxXOoXJICHHUA 3aBHCHMBIX IIAKCTOB Ha

pasnbix [SO-o0pa3zax.

[Tepen navanom ycranoBku CYBJl «Jatoba» B OC HeoOXOIUMO MOCTaBUTH BCE

nocieaaue 0OOHOBIIEHUS.

Ne uzmenenus:

’ IToanuce OTB. aHIIA: ‘ Jlata BHECEHHUS U3M:
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o Toabko ajast OC CentOS Linux 8.2 u BbIlIe

BBuny npekpamenus npousBogureieM nopaepxxkun OC CentOS Linux 8-it Bepcun
HEOOXOIMMO B Ka4eCTBE UCTOYHUKA JISI YCTAHOBKH MTAKETOB 1 OOHOBJICHUI CUCTEMBI

WCIIOJIb30BaTh apXUBHBINA peno3utropui https://vault.centos.org

0 VYcranoBka u 3anyck CYB/[ B OC npou3BoauTcs OT MMEHU MOJIb30BaTENs «r00h»
(cynepmonb3oBatens). Ilopsnok mnomyuyenust root-mpusuieruii B pasnuuabix OC
GNU/Linux moxet oriuyaThesi. OOBIYHO ISl 3TOTO MCIIOJIB3YETCS CBSI3KA KOMaH]T

sudo su.

B cityuae eciin ucnonb3yeTcs AJ1s IOIy4YEHUs root-IIPUBUIIETUH KOMAH/1a SU OTAEIBHO

ot sudo, To su clieayeT 00s3aTeNIbHO MCIIOJIB30BATh C MapaMeTpom —l.

B cnyuae orcyrcTBus makera sudo B cuUcCTeMe, €ro0 HEOOXOAMMO YCTaHOBUTH. [list
MOJTyY€HHUSI COOTBETCTBYIOIIMX MMAKETOB MOJB30BATEII0 HEOOXOIUMO OOpaTUTHCA K

COOTBCTCTBYIOLICMY PYKOBOACTBY aJIMUHHUCTPATOPA OHepaHHOHHOﬁ CHUCTCMBEI.

3.1. Hucramastop CYB/l «Jatoba» nasi OC cemeiictBa GNU/Linux

Wucramsatop BeimoiHseT 6a3oByto ycranoBky CYB/] «Jatobay, nacTanmupys makers:
- jatoba<ver>-client — kmuentckast wactb CYB/];
- jatoba<ver>-contrib — BcmomorarenbHbIit Ha00p Moyel (pacmpennii) CYB/I;

— jatoba<ver>-libs — ocHoBHBIE OMOMHMOTEKM A KIMEHTCKOM W CEPBEPHOM YacTh

CYB/;
— jatoba<ver>-server — cepsepnas yactb CYB/I.

YcraHoBka IMaKCTOB, PACHIMPAIOIINUX BO3MOKXHOCTHU CYB]_—[, BBIITOJIHACTCA OTACIIBHO B

COOTBETCTBUHU C MyHKTOM 3.3.3 HACTOSIIETO JTOKYMEHTA.
Paboty uHCcTaIIIATOpa BO3MOXKHO YCIIOBHO Pa3/ICIUTh HA CIACAYIONINE dTAIbI:
— II0JITOTOBUTEJIbHEIE IEHCTBU;
— HAYaJI0 YCTAaHOBKU;

3.1.1. IloaroToBUTEJIbHBbIE 1€l CTBUSA AJI 3aNyCKA HHCTAJLIATOPA

‘ Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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o [epen ycranoBkoit komnoneHta CYBJ] B OC GNU/Linux Ha 6a3e Debian 10
HEO00X0AMMO T00aBUTh APXUBHBIN PEMO3UTOPUI B CIIMCOK AOCTYITHBIX

penozutopueB OC npu MOMOIITY KOMaH/IbI:

echo "deb http://archive.debian.org/debian buster
main" > /etc/apt/sources.list

Ha stane noaroroBuTeNbHbIX JEUCTBUN BBITIOJHAIOTCS CICIYOIIUE IAru:

1) B TepmuHane BOWTH B peKHM CYIIEPIIOIb30BATENISA, BHIIIOJIHUB KOMaHAY:

sudo su

2) BbINOIHUTH OOHOBJICHUE CHCTEMBI:
apt-get update -y && apt-get upgrade -y && apt dist-upgrade -y

root@ubuntu: /home fadmin1
File Edit View Search Terminal Help
adminl@ubuntu:~5 sudo su
[sudo] password for admini:
root@ubuntu: fhomefadminl# apt-get update -y && apt-get upgrade -y && apt dist-up
-y
file: flocalrepo stable InRelease [2,125 B]

file: /localrepo stable InRelease [2,125 B]
file:/localrepo stable/non-free amd64 Packages [7,231 B]
http://ppa.launchpad.net/serge-rider/dbeaver-ce/ubuntu bionic InRelease
http://security.ubuntu.com/ubuntu bionic-security InRelease [88.7 kB]
http://us.archive.ubuntu.com/ubuntu bionic InRelease
:6 http://security.ubuntu.com/ubuntu bionic-security/main amd64 DEP-11 Metada
ta [76.7 kB]

Pucynok 3.2 — OGHOBIIEHHE CUCTEMBI

3) Co3nath manky localrepo B KOpHEBOM KaTasiore:

mkdir /localrepo

4) B co3maHHYIO MarKy CKOIMHPOBATh:

e xarTajor <pool>
e xarajior <dist>
e damn <DEB-GPG-KEY-Jatoba>

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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<— [localrepo
.n Name

f-

Jdists
/pool
* D E EI - '::I F:' '::I - II'|'II - _] a 't (8] tl a

Pucynok 3.3 — CtpykTtypa katanora «localrepo»
5) PacronoxuTh ycTaHOBOUYHBIN CKpUNT jatoba.sh B KOpHEBOM AUPEKTOPUH TEKYIIETO

TIOJIB30BATCIIA .

<— fhome
.Nn MName

/..

Jadminl

Pucynok 3.4 — PacnionoxxeHne ycTaHOBOYHOTO cKpunTa jatoba.sh

6) JlaTh pa3penieHre Ha 3amycK:

# cd /home
# chmod +x jatoba.sh

root@ubuntu: /fhome

File Edit View Search Terminal Help

root@ubuntu:~# cd /home/
root@ubuntu: fhome# chmod +x jatoba.sh
root@ubuntu: /home# I

Pucynok 3.5 — KomaHa ycTaHOBKHM TIpaB Ha 3aIlyCK CKPHUITA

3.1.2. YeranoBka CYB/I uncranasitopom
o [Mepen ycranoskoit komnoneHta CYBJ] B OC GNU/Linux Ha 6a3e Debian 10

HE00X0IUMO 100aBUTh APXUBHBIN PETIO3ZUTOPHUMA B CIIUCOK JOCTYITHBIX

penozutopueB OC mpu NOMOIIHU KOMaH/bI:

echo "deb http://archive.debian.org/debian buster
main" > /etc/apt/sources.list

Dral Havajla yCTAaHOBKH BKJIIOYAET B ce0s CIIeAYIOIUE IIaru:

1) 3amycTUTh CKPHIIT:

./jatoba.sh install

‘ Ne uzmenenus: Iloamuce oTB. JIMNA: ‘,HaTaBHeceHMﬁM3M:
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root@ubuntu: fhome

File Edit View Search Terminal Help
root@ubuntu: fhome# ./jatoba.sh inﬁtalll

Pucynok 3.6 — Komana 3amycka yCTaHOBOYHOT'O CKpPHUIITA

2) Vkasarb Bepcuio ycranasiauBaemoit CYBJl v moaTBepanuTh BHIOOP /ISl yCTAHOBKH:

[+ root@ubuntu: fhome

root@ubuntu: fhome# ./jatoba.sh install
R B R R B R R A AR AR AR R Y
HHHHHAHHHHEHE R RS AR JATOBA BESAARHHHAHHHHHHHHHHERHERY
HUHARHHH R A R A R A R R R R

YKaxuTe OCHOBHYW Bepcuw Jatoba [4-6]7

Pucynok 3.7 — Beibop Bepcun CYBJ]

[Tocne yero HauHETCs MPOLIECC YCTAHOBKHU U ITOCTPOUTCS IEPEBO 3aBUCUMOCTEM.
ABTOMaTHYECKU JOOABUTCS OMMCAHUE JTOKATLHOTO PEMO3UTOPHSL.
3amycTUTCs Tpoleaypa uHuInanu3zanuu b/1.

root@ubuntu: /home

File Edit View Search Terminal Help
Initializing database ... 0K

Pucynok 3.8 — Mnunmanu3sanus bJ]

[Tocnie npouenypsl nHunManu3anuu b/l B aBToMaTH4eCKOM pEKUME:
- BHECYTCS H3MEHCHHS B KOH(UTYpalMOHHBIN (aitn «postgresgl.conf;

- IIO6aBI/ITC5I CCPBUC B CIITMCOK aBTO3aITyCKa.

[+1 root@ubuntu: fhome

Initializing database ... OK

Created symlink /jetc/systemd/system/multi-user.target.wants/jatoba-5.service —/
lib/systemd/system/jatoba-5.service.
jatoba-5.service - Jatoba 5 database server
Loaded: loaded (/lib/systemd/system/jatoba-5.service; enabled; vendor prese
t: enabled)
Active:

since Sat 2024-09-14 05:10:09 PDT; 263ms ago
Docs: https://www.gaz-is.ru/fJatoba/doc
Main PID: 50160 (postmaster)

Pucynok 3.9 — Jlo6GaBieHue ciryk0bl B aBTO3arpy3Ky

3) Bsectu napois nosk3oBareins CYB/] postgres v moATBEpAUTH €rO.

‘ Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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[+ root@ubuntu: /home

Docs: https://www.gaz-is.ru/Jatoba/doc
Main PID: 5648 (postmaster)

Tasks: 7 (1limit: 8739)

Memory: 19.2M

CGroup: [system.slice/fjatoba-5.service
5648 fusr/jatoba-5/bin/postmaster -D fvar/lib/jatoba/5/dataf
5649 postgres: logger
5650 postgres: checkpointer
5651 postgres: background writer
5653 postgres: walwriter
5654 postgres: autovacuum launcher
5655 postgres: logical replication launcher

Mar 22 06:25:19 ubuntu systemd[1]: Starting Jatoba 5 database server...
Mar 22 06:25:19 ubuntu postmaster[5648]: 2024-03-22 06:25:19.724 PDT [5648] LOG: redire
cting log output to logging collector process
Mar 22 06:25:19 ubuntu postmaster[5648]: 2024-83-22 06:25:19.724 PDT [5648] HINT: Futur
e log output will appear in directory "log".
Mar 22 06:25:20 ubuntu systemd[1]: Started Jatoba 5 database server.
MeHAeM pexXuMM ayTeHTu¢MKauum B postgres Ha md5.
YcTaHaBNMBaeM Naponb cynepnonb3osBaTena B BJ] Jatoba.
BeeguTe naponb SUPERUSER_PWD?
Napont (default sgl):

Pucynok 3.10 — BBoa 1 moaATBepIKACHHUE ITAPOJIS JUTS TTOIB30BaTENS «POStgresy

4) Oxonyanue yctaHoBku (puc. 3.11).

root@ubuntu: /home

sudo apt-get install -y jatoba5-docs jatobaS5-contrib ...

¥3HaTb CNWCOK MNakKeToB MOXHO 4yepe3 kKomaHjay: apt list | grep "jatoba*" or
pt-cache search jatoba
root@ubuntu: fhome# I

Pucynok 3.11 — OKHO OKOHYaHHUsI yCTaHOBKHU

5) YcTaHOBUTH MapoiIh IS cHcTeMHOTo nojib3oBaTelss OC «postgresy:

sudo passwd postgres

[+1 root@ubuntu: fhome

root@ubuntu: fhome# sudo passwd postgres

Mew password:

Retype new password:

passwd: password updated successfully
root@ubuntu: /home#

Pucynok 3.12 - YcranoBka naposist jisi cicTeMHOro mnosib3oBatenss OC «postgres»

6) ABTOpH30BaTHCA B psql, A1 3TOTO HAXKATh COUCTAHNE KIIABHIIL:

‘N§H3MeHeHMﬂ: ‘ﬁHonHHCLOTB.HMua: ’,HaTaBHeceHMﬁM3M:
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CTRL + D

3arem BoMTH B psql:

sSu postgres
psql

7) YcraHoBuTh MapoJb s nmonb3oBaresnss CYB/J] «postgresy:

\password

[+1 admin1@ubuntu: ~

:~% su postgres
Password:
postgres@ubuntu: fhomefadminls psql
Password for user postgres:
psql (15.8)
Type "help” for help.

postgres=# \password

Enter new password for user "postgres":
Enter it again:

postgres=# I

Pucynoxk 3.13 — YcranoBka mapodst st monb3oBarenst CYBJ]

Ha nannom mare ycranoBka CYb/] 3akoHueHa.

3.2. YcranoBka CYB/] «Jatobay» ¢ reHepaTopom KoHdurypamuonHoro gaiina ja_tune
KommnoneHnT «ja_tune» mnpeanasHaueH s Anmunuctpatopa CYBJl u  sBasercs
TEHEPaTOPOM PEKOMEHIyeMOro KoH(UryparmonHoro daiina «postgresql.conf» Ha ocHoBe TaHHBIX
00 ammapaTHO# miatgopme, Ha KOTOPOH mpesrnonaraercs 3anyckars sxk3eMiuisip CYB/I, nanHbIx
OMEpallMOHHONW CcHCTeMbl, TmpeanonaraeMoM mnpoduie Harpy3ku CVYBJl u HekoTopbix

JAOIMOJTHUTCIIBHBIX IMapaMeTpax.

KommoHeHT «ja_tune» mpeacraBisieT coOOil CaMOCTOSTEIbHBIN HMCIIOMHSACMBIH (aii,
3aIyck KoToporo He 3aBucut ot 3amycka CYB/l. B npouecce GpyHKIIMOHUPOBAaHUS KOMIIOHEHT HE
TpeOyeT Hanuuud 3anyiieHHoro 3k3eMiuisipa CYB/l u He TpeOyeT NoAKI0YeHUs! K KaKOMY-T100

sxzeMiusipy CYB/I.

KoMnoHEHT BBIIOJIHEH B (l)opMe KOHCOJIBHOTO TPWIIOKCHUA W MOXKCET 3aIllyCKaTbCA

AnmunuctparopoM CYB/I B 1ByX pexumax:

Ne uzmenenus: ‘ﬁHonHHCLOTB.HMua: ’,HaTaBHeceHMﬁM3M:
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1) 13 KOHCOJTU OTICPAIIHOHHON CUCTEMBI,
2) TIPY 3aITyCKe YTHIINTHI «jatoba-setupy npu mHUIMam3anmuy kartaiora ganasii CYB/I.

JI71st paboThI KOHCOJIBHOTO MPHIIOKEHUsI ja_tune TpeOyroTes NpUBIICTUH A IMHHUCTPATOPA
OMEpallMOHHONW CHCTEMbI JUIsl TOJydYeHHUs HeoO0Xoaumoll uHpopMauuu 00 anmaparHblX |

CHUCTEMHBIX XapakTtepuctukax cepsepa CYB/I.

KoncompHoe mpunoxenune ja_tune ©He wHTerpupoBaHo B wuHctawstop CYB/L.
Hcnonp3oBanue yTUIUTHI TeHEpaluu pekoMeHayemoro koHdurypamuonHoro ¢aiina CYBJ]
JIOCTYTTHO MPHU BBIOJHEHUH pyuHOU ycTaHOBKU CYB/I, B COOTBETCTBUU C MOJIOKEHUSIMU Pa3/IeI0B

B 1.11. 3.4, 3.5 HacTOAIIEro JOKYMEHTA.

KonconbHOe npuitoskeHue ja_tune ycraHaBIMBaeTCs B COCTaBe Mmakera jatoba<ver>-server

— cepBepHas yactb CYDB/I.

3.2.1. 3anyck yruauThl U3 koucoau OC

KoHconpHBIH 3amyCcK YTUIIUTHI 11€JIECO00pa3eH IS

—  ONpeleNieHHus PEKOMEHJOBAaHHBIX mapameTpoB g ycraHoBieHHoW CYBJ[ u
MOCJIEAYIONIEH KOPPEKTUPOBKOU TAKOBBIX;

—  OIpeneneHUsl peKOMEHI0BaHHBIX TapaMeTpoB nepel ycranoBkoid CYB/I.

@ [TapameTpbl KOMaHAHOW CTPOKH ja_tune MOXHO BBOJIWTH KaK BEPXHEM, Tak M B
HIDKHEM peructpe (Hampumep, SSD u ssd — paBHO3Ha4HEIe). [Ipy ommoOKke B 3HAUCHUN

napameTpa BbIBOJAUTCA HH(DOPMAIIMOHHOE COOOIIEHNE.

Ta6mmna 3.1 - [Tapamerpsl KOMaHAHOM CTPOKH ja_tune

IHapamerp Onucanne
--0S HasBanue cemelicTBa onepanuoHHOM CUCTEMBI, JJIsi KOTOPOH COCTaBIISIETCSl KOH(HUTYPALOHHBIN (aii.
Jlonyctumblit Habop 3HaYEHHH:
e linux — OC GNUY/Linux (debian, redhat u T.1.);
e unix — OC cemeiictea UNIX (freebsd, solaris u T.11.);
e windows — OC cemetictBa Windows;
e darwin — OC macOS ot Apple.
3HaveHue 10 ymMordanuro: linux
3HaueHHs aBTOMATHUYECKH He ONpeeisiioTCsl.
--arch HasBanue apxuTeKTyphl cepBepa, AJsi KOTOPOI'0 COCTABIISETCSl KOH(PHUTYPAIMOHHBIN (aii.
Jomyctumslit HAO0p 3HAYCHHUIA:
e X86-64 — 64-6utHble cuctemsl ot Intel u AMD;
e amd64 — cunonum x86-64;
e  arm64 — 64-6utHsle cucteMbl Ha 6asze npoueccopoB ARM.
3HaveHMe 110 yMoI4aHuio: X86-64
3HaueHNs aBTOMAaTHYECKH He OMpeNeJIsIioTCs.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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ITapameTp Onucanue
--strgtype Tun noacucTeMsl XpaHEHMsI, KOTOpask UCIIOJIb3YETCs Ha LIETIEBOM CEPBEpE.
Jlonycrumblii Habop 3HaYEHHH:
e hdd — KCIOIB3YIOTCSA HAKOMUTEIH Ha KECTKMX MATHUTHBIX JHCKAX;
e 550 — HCTIOMB3YIOTCSI TBEPOTENBHBIC HAKOTUTEIH;
®  5aNn—HCIHOJIB3YIOTCS CETEBbIE CHCTEMBI XPAaHEHHS TAHHBIX, TOCTPOESHHbIE HAa BBICOKOCKOPOCTHBIX
U CBEPXBBICOKOCKOPOCTHBIX KaHallaX CBS3H.
3HaveHue 1o ymomrdanuio: SSD
3HaveHNs aBTOMATHUYECKH He ONpee IsIioTCsl.
--workload Tun Harpy3ku (TpoduIIs), Mo KOTOPBIH mIanupyercs skciuryaranus CYB/I.
Joryctumbii HabOp 3HAYCHHUIA:
e web — CYB]] mnanupyercs skcrutyatuposats B cpene Web-cepsrcos,;
e oltp — CVYB]/l mmanupyercs SKCIUTyaTHpOBaThb B CHCTEMax C BBICOKOM TPaH3aKIIHOHHOMN
Harpy3Kou;
e dwh — CYB/] mmanupyertcsi 3KCILTyaTHPOBaTh B CHCTEMAaX C BBICOKOI aHATUTHYECKON HATPY3KOH
(OLAP / Data Warehouse)
e mixed — CYB/I miaHupyeTcs 9KCIUTyaTHPOBATH C CHCTEMAX CO CMEIIAHHOW Harpy3Koii;
e desktop — CYB/I miaHupyeTcs 3KCIUTyaTHPOBaTh B HACTOJBHBIX CHCTEMAax (B TOM YHCIE IS
MIEPCOHAILHOTO UCTIOIB30BAHMS);
e 1c - CYB/] mnanupyercs 3Kkciuryatuposath B cuctemax 1C:ITnatdopma.
3HaueHHe 110 yMOTYaHH0: mixed
3HaveHNs aBTOMATHUYECKH He ONpee IsIioTCsl.
--Cpu KonmuecTBo sizep (He TMIIEpIIOTOYHOCTE) Ha CepBepe, e manupyercs axciuryaranus CYB/I.
Jlonyctumblii HaOOp 3HaYeHHId: 11e10e Yrcio; B npenenax 1< CPU <256
3HayeHne I0 YMOTYaHUIO: 32
3HaueHNs aBTOMAaTHUYECKH He ONpee IsIioTCsl.
--ram O0beM ornepaTHBHO MaMsATH, yCTAHOBJICHHOW Ha cepBepe.
JlonycTumblii HaOop 3HaYEHUIA: 11eJ10 YKcio; B npeaenax 1 < ram < 1536
3HadeHue 1o yMoa4anuio: 128
3nauycHue 3a1aeTcs B ruradaiTax (MHoXkuUTEb 1024 [ruro0aiTe]).
3HaveHHs aBTOMAaTHYECKH He OMpeNeJIsIioTCs.
--maxconn MakcumanbHOEe KOJIWYECTBO OJHOBPEMEHHBIX COCAMHEHUI IOJb30BaTeliei, KOTOpOe IUIaHHpYeTCs
obpabatsiBathk cepsepoM CYB/I.
Jormyctumeiit Habop 3HaYSHHH: Tienoe Yrcio; B mpenenax 20 < maxconn < 262143
3naueHue no ymondanuto: 100
3HaveHNs aBTOMATHUYECKH He ONpeeJIsIioTCs.
--dbversion Bepcus CYB/] Jatoba/PostgreSQL
3HaueHue, KoTopoe HaunHaercs ¢ «PGy», obo3nauaer CYB/] PostgreSQL u ee Bepcuto.
3HaueHne, KOTOpoe HaUMHAETCs ¢ «J», obo3navaer CYB]] Jatoba u ee Bepcwro.
Jonycrumsiii Habop 3nadenuii: PG10-PG16, J4-J6.
3uaueHue 1o: J6
IMpumep. Ecit CYB/] Jatoba umeer Bepcuto 6.4.1, 3Hauut napametp --dbversion gomkeH UMeTh 3HAYCHHE
«J6».
--replication Byner nu ncnonb3oBarbes pusnyueckas / lorudeckas periMkanys B nponecce sxcruryatauu CYB/I.

ﬂOHyCTI/IMLIG 3HAYECHUS.

e yes/no;

e on/off;

e 1/0;

e true/false.

3HayeHne TI0 YMOITYaHUIO: YES
3HaueHUs aBTOMaTHYECKU He ONpeae/IsiioTesl.

Ne uzmenenus:
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IMapamerp Onucanue

--synreplication | Byzer ju HCIOIB30BATHCS CHHXPOHHBINA PEXUM (DUKCAIIMH TPAH3aKIIHH.

OOBIYHO CHHXPOHHBIM pEXUM (HKCAMU TpaH3akuui noapasymenaeT, yto CYBJ] Oyzer moxuparbes
¢axra puznUecKol 3amrcu Ha JAUCK Pe3yJIbTaTOB BHINOMHEHUs Tpan3akuuu (00sryHo 310 WAL). Takoe
OXHJIaHWE XOThb M JAeT MOBBIIICHHBIH YPOBEHb HAJEKHOCTH W COXPAHHOCTH JAHHBIX, HO HECKOIBKO
CHI)KACT MPOHU3BOJUTENIBLHOCTD 32 CUET JTOMONIHUTEILHOIO OKHIaHHs ONepalii BBO1a/BbIBOIA.
JomycTuMble 3HAYCHHS:

e yes/no;
e on/off;
° 1/ 0;

e true/false.
3HayeHne 0 YMOYAaHUIO: YES
3HaueHUs aBTOMaTHYECKU He OMpee/IsiioTesl.
--help BsIBOI KpaTKO#t CIipaBOYHON HH(POPMAIIMH O BCEX MapaMeTpax.
Ecnu mapamerp ykaszaH B KOMaHIHOW CTpOKe (aXke eciiv yKas3aHbl M JAPYTHE mapaMerpsl), TO ja_tune
BBIBOJIUT KPATKYIO CIIPABOYHYIO HH(OPMAIIHIO 00 HCIIOIB30BaHUH ja_tUNE U BBIXOAUT C KOJOM BO3Bpara
0.
--version BsiBoj1 nHbOpManmu o Bepcui ja_tune.

BerpoenHnas cripaBka K yTuimTe ja_tune BBI3bIBACTCS TP MOMOIIH KOMAH/IbI:
./ja_tune --help

I+l root@node1: fusr/jatoba-6/bin

root@nodel: fusrfjatoba-6/bin# ./ja_tune --help
ja_tune - utility for preparing the recommended postgresql.conf configuration file

Usage:
ja_tune [--version] [--0s] [--arch] [--strgtype] [--workload] [--cpu] [--ram] [--maxconn] [--dbversion]
[--replication] [--synreplication]

Options:

--version - output version information, then exit

--05 {windows|linux|unix|darwin} - operating system

--arch {amd64|x86-64|arm64} - processor architecture

--strgtype {ssd|san|hdd} - drive type

--workload {web|oltp|dwh|mixed|desktop|ic} - application profile

--cpu - number of CPUs

--ram - total amount of memory in GB

--maxconn - maximum allowed number of connections

--dbversion {PG1©, ..., PG16, J4, ..., J6} - PostgreSQL/Jatoba version
--replication - replication mode {true|false|1|®|on|off|yes|no}
--synreplication - synchronous replication {true|false|1|@|on|off]|yes|no}
root@nodel: fusr/jatoba-6/bin#

Pucynok 3.14 — BcTpoeHHas cripaBka K yTwinte ja_tune

3.2.2. 3anyck yTHJAMTHI NPU UHULOMAIM3anuu kartagora aaHubix CYBJl (jatoba-
setup)

YTunuty ja_tune Bo3MOXKHO MCIOIL30BaTh P MHULIMANIM3AIMK KaTajora JaHHbIX CYB/]

B yTuiuTe jatoba-setup, ¢ mapamerpamMu IpuBeICHHBIME B TabwmIe 3.2.

@ [TapameTpbl KOMaHIHOW CTPOKH jatoba-setup mpu MCIOIb30BaHUU YTHIIMTHI ja_tune

MOYKHO BBOJHMTH KaK BEPXHEM, TaK M B HIKHEeM peructpe (Hampumep, SSD u ssd —

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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paBHO3HauHbIe). [Ipy omOke B 3HAUEHUH MapaMeTpa BBIBOAUTCS WH(OPMAITMOHHOE

COOOIIIEHHE.

Tabmauma 3.2 — [NapameTpsl KOMaHIHOM cTpokH jatoba-setup mpu Mcnoab30BaHUM YTHIIATHI
ja_tune

ITapameTp Onucanne
--tune [Mapametp, mpyu MOMOIIM KOTOPOrO 3allyCKaeTCs yTWIMTA ja_tune MpU HHUIMANIM3AIMKA KaTajaora
JAHHBIX C ITIOMOIIEIO jatoba-Setup.

ITapamertp --tune nmeeT ONIMOHATIBHBIN apryMEHT — a0COMIOTHOE WIIM OTHOCHTENIbHOE UM (aiina, Kyna
Oyzmer 3ammcaHa pekoMeHAyemasi KoHpurypauus. Eciam 3amaHo oTHOcHTenbHOE UM, TO (aiia
coxpanseTcs oTHocuTebHO mupekTopunl PGDATA, 3aanHoii B jatoba-setup. Ecin aprymeHT He 3aaH,
T.€. TIOJIb30BATEIIb SIBHO HE yKa3al uMsl baiisia, TO MCIONIB3YeTCsl UMs [0 YMOJIUaHHMIO «ja_tune.confy.
--tune-strgtype ITapameTtp ananoruuHslii --strgtype
Tun noacucTeMbl XpaHEeHHs, KOTOPasi HCIOJIb3YETCs Ha IIEIEBOM CEpBeEpe.
JHonyctumblit Habop 3HaueHui mapamerpa --tune-strgtype:
e hdd — ucnon3yr0TCs HAKOMUTEN Ha KECTKUX MATHUTHBIX THCKAX;
e  5Sd — HCTONB3YIOTCS TBEPAOTEIEHBIC HAKOITHTEIH;
e San — WCHNONB3YIOTCA CETEeBbIE CHCTEMBl XpaHEHWS MJaHHBIX, IIOCTPOCHHBIC Ha
BBICOKOCKOPOCTHBIX M CBEPXBBICOKOCKOPOCTHBIX KaHalaX CBA3H.
3HaveHue 1o ymordanuio: SSD
3Ha4eHNsI aBTOMAaTHUECKH He ONpeeIsIIoTCsl.
--tune-workload IMapamerp anamornysbIii --workload
Tun Harpy3ku (Ipodub), Mo KOTOPbIH Manupyercst skciutyaranus CYB/I.
JomycTumblit Habop 3HaUeHHU# TapameTpa --tune-workload:
o web — CYB]] mnanupyercs skcryatuposats B cpene Web-cepsucos;
e oltp — CYB]l nmanupyercsi 3KCILUIyaTHPOBATh B CHUCTEMAax C BBICOKOH TpaH3aKIHOHHOM
Harpys3Koi;
e dwh — CVYB]/l mmaHupyeTcs OSKCIUTyaTHPOBAaTh B CHUCTEMaX C BBICOKOH aHATUTHYECKOM
Harpy3skoii (OLAP / Data Warehouse)
o mixed — CYB/] miaHupyeTcst 9KCIUTyaTHPOBATh C CUCTEMAX CO CMEIAHHOH HAarpy3Kou;
e desktop — CYB/I mianupyercs SKCIUTyaTHPOBATh B HACTOJBHBIX CHCTEMax (B TOM YHCIE IS
TIEPCOHAIBHOTO UCTIOIB30BAHMSA);
e 1c - CYB/ mmanupyercs sKkcruryaTipoBath B cuctemax 1C:Ilmardopma.
3nauenue 1o ymondanuio: Mixed
3HaueHHs aBTOMATHYECKH He ONpPeaeIsIioTCsl.
--tune-maxconn [TapameTp aHaJIOrMUHBIN --Maxconn
MakcumanbHOe KOJIMYECTBO OJIHOBPEMEHHBIX COCIMHEHHH MOJIb30Barelsieil, KOTopoe IUIaHUPYeTCs
oOpabarsiBath cepBepom CYB/I.
Jomyctumblii HabOp 3HaUCHHI MapameTpa --tune-maxconn: renoe yucio; B npeaenax 20 < maxconn <
262143
3nauenue no ymondanuto: 100
3HavyeHNs aBTOMATHYECKH He ONpeeIsIIoTCsl.
--tune-replication | ITapamerp ananoru4uHslii --replication
Byzner mu ncrions3oBaThes pu3mdeckas / IOTHIeckast perummkaris B mporecce sxcruryatarma CYB/L,
JomycTrmble 3HaYeHus TapameTpa --tune-replication:

e yes/no;
e on/off;
e 1/0;

e true/false.
3HaueHHe M0 YMOJIYAHUIO: YES
3HaueHHs aBTOMATHYECKH He Onpe/e/IsiioTCsl.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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ITapamerp Onncanue
--tune- rapameTp aHaJoruuHbIi --synreplication
synreplication Byner 11 ucnonp30BaThesi CHHXPOHHBIN PEXUM (PUKCAIIMK TPAH3aKLIUH.

OOBIYHO CHHXPOHHBIH peXuM (UKCALMK TpaH3aKLuii nmoxpasymesaetr, yto CYB/] Oyner noxunarscs
(axTa pU3MYECKOI 3aIMCH HA JIUCK Pe3yIbTaTOB BBITOJIIHEHUS TpaH3akimu (o0sraHo 370 WAL ). Takoe
OKUJIaHHWE XOTh U JIaeT TOBBIIMICHHBIH ypOBEHb HA/IC)KHOCTH W COXPAHHOCTU AAHHBIX, HO HECKOJIBKO
CHIDKAET NMPOU3BOAUTENLHOCTD 3a CUET JIOIOIHUTEIEHOTO 0KUAaHHs OTlepaliiii BBOIA/BBIBOIA.
JHonyctumble 3HaUeHHs TapameTpa --tune-synreplication:

e yes/no;
e on/off;
e 1/0;

e true/false.
3HaueHHEe TI0 YMOIYaHHUIO: YES
3HaueHNs aBTOMATHYECKH He ONpeaeIsIioTCsl.

Berpoennas crnipaBka B jatoba-setup x mapamerpam yTuimuThl ja_tUne BEI3BIBAaETCS IMPH

IIOMOIIIA KOMAaH/IbI:

./jatoba-setup --help

1 root@node1: fusr/jatoba-6/bin

Tune configuration options for initdb (optional):

--tune If the parameter is set in the jatoba-setup command line, then ja_tune will be started.
The parameter has an optional argument the absolute or relative name of the file
where the recommended configuration will be written.

If a relative name is specified, the file is saved relative
to the PGDATA directory specified in jatoba-setup.
Default value: ja_tune.conf

--tune-strgtype The type of storage subsystem that is used on the target server.
Default value: D
[ HDD | SSD| SAN ]

--tune-workload The type of load (profile) for which the DBMS is planned to be operated.
Default value: Mixed
[ Web | OLTP| DWH | Mixed | Desktop| 1C]

- -tune-maxconn The maximum number of simultaneous user connections
that is planned to be processed by the DBMS server.

Default value: 100
[1 == MAXCONN <= 262143]

--tune-replication Whether physical/logical replication will be

used during DBMS operation.
Default value: yes
[ yves f no | on f off | 1 f ® | true / false]

--tune-syncommit Whether the synchronous transaction commit mode will be used.
Usually, the synchronous transaction commit mode means
that the DBMS will wait for the results of the transaction to be
physically written to disk (usually WAL).

Although this expectation provides an increased

level of reliability and data security,

it somewhat reduces performance due to additional waiting for I/0 operations.
Default value: yes

[ ves / no | on / off | 1 / @ | true / false]

Pucynoxk 3.15 — Berpoennas crnipaBka B jatoba-setup k mapameTpaM yTHIMTHI ja_tune

3.2.3. BbIBOJ pe3yJbTATOB

VYTunura He BBIBOJUT pe3yibTaT cBoell paboThl B Kakoi-mubo ¢ain. [ng 3amucu
pe3yabpTaToB B (hailsl NCHOIB3YHTE COOTBETCTBYIOIINE KOMAH bl IEPEHANIPABICHUS B KOMAaHIHOM

CTPOKE OINEPALUOHHON CUCTEMBI:

— > wumMms Qaiina - nepeHarpaBieHue B Qailll ¢ mepe3anuchio coaepKIUMoro Qaiina;

—  >>uwms (aitna - no6aBiieHre B KoHell (paitina (BO3MOXKHO yKe CYIIECTBYIOIIETO).
Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M: ‘
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ITpumep Ne 1

BriBog pe3ynbTaToB B KoHCOIH OC

./ja_tune --workload web --os Linux --ram 2 --cpu 2 --maxconn
20 --dbversion J6 --strgtype ssd --replication true --
synreplication true

[Tpumep Ne 2

BoiBog pe3yibTaToB B (paiisl ¢ jo06aBieHreM pe3yIbTaToB B KOHel (haiiia

./ja_tune --workload web --os Linux --ram 2 --cpu 2 --maxconn
20 —--dbversion PGl4 --strgtype ssd —--replication true --
synreplication true >> jatoba tune.conf

3.3. Iaketnb! yeTranoBku CYB/I «Jatoba»
3.3.1. ba3oBasi ycTaHOBKa
[Makersr jatoba<ver>-client, jatoba<ver>-contrib, jatoba<ver>-libs, jatoba<ver>-server

SIBJISIIOTCSI 00s13aTeNbHBIMU 171 ycTaHOBkU CYB/I:
- jatoba<ver>-client — kimuentckast wactb CYB/I;
- jatoba<ver>-contrib — BcmomorarensHbIit Hab0p Moyel (pacmupenuii CYB/I);

- jatoba<ver>-libs — ocHoBHBIC OHONMMOTEKM IS KIMEHTCKOH W CEPBEPHOM 4YacTH

CYB/;
— jatoba<ver>-server — cepsepnas yacte CYB/I.

YcTraHOBKA JJAHHBIX MAKETOB Pa3HbIMHU crocodaMu (SaBI/ICI/IT OT BHJA IIOJIYUYCHHOI'O

IUCTpUOYTHBA W/WiH (pailyioB TUCTpUOYTHBA) MOAPOOHO onKcaHa B noapasaenax 3.1, 3.5 u 3.7.

B mynkte 3.3.3 omumcaHa yCTaHOBKa JOMOJIHUTEIBHBIX TAKETOB, PAaCIIUPSIOIINX

Bo3MokHOCTH CYB/I.

3.3.2. YcranoBka kJaueHtckoil 4yactu CYBJ «Jatoba» na OC cemeiicTBa
GNU/Linux

[Taxetsr jatoba<ver>-client, jatoba<ver>-libs sBistiroTcst 00s13aTENIBHBIMK ISl YCTAHOBKH

knueHTckoi yactu CYB/I:

Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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- jatoba<ver>-client — kiauenrckas yactb CYB/I;

- jatoba<ver>-libs — ocHoBHBIC OHONMOTEKM TS KIMEHTCKOH W CEPBEPHOM YacTH

CYB/L.

VYcranoBka JAaHHBIX TIAKCTOB PA3HBIMHU crocodaMu (SaBI/ICI/IT OT BHJA IIOJIYUYCHHOI'O

TUCTPUOYTHUBA W/Wu (HailyioB JUCTPUOYTHBA) MOAPOOHO omucaHa B nmoapaszaenax 3.1, 3.5 u 3.7.

Hanpumep, ycraHoBKka uepes makeTHbI MeHemkep st Debian cucrem «dpkgy. Cunrakcuc

KOMaH/Ibl OyI€T CIETyIONIIM:

dpkg -1 jatoba<ver>-client X.X.X-X amd64.deb jatoba<ver>-
libs X.X.X-X amd64.deb

Ucnonb3oBanne mnakeTHoro wmeHemkepa «dpkg» TpeOyer BBOJa TMOJHOTO HWMEHU

YCTaHAaBJIMBACMBIX ITAKCTOB, KaK IMPCACTABICHO HUKC!

dpkg -1 jatoba4d-client 4.5.3-1061 amd64.deb jatobad-libs 4.5.3-
1061 amdo64.deb

root@ubuntu: finstall

File Edit View Search Terminal Help

root@ubuntu: /install# dpkg -1 jatobad4-client 4.5.3-1061 amd64.deb jatoba4-1ibs 4
.5.3-1061 amd64.deb

(Reading database ... 152157 files and directories currently installed.)
Preparing to unpack jatobad4-client 4.5.3-1061 amd64.deb ...

Pucynok 3.16 — YcranoBka kimentckoi yactu CYB/] uepes maketHbiit MmeHekep «dpkgy
B Tom uncne Bo3MOkHa ycraHoBKa KiHMeHTCKOM uvactu CYBJl depe3 MHCTpyMeHT

komanHo# crpoku APT (Advanced Package Tool).

Komanpga Oyzaet ciemyromeii:
apt-get install jatoba<ver>-client jatoba<ver>-1ibs

root@ubuntu: finstall

File Edit View Search Terminal Help

root@ubuntu: /install# apt-get install jatobad4-client jatoba4-1libs
Reading package lists... Done

Building dependency tree

Reading state information... Done

Pucynok 3.17 — Ycranoska kinentckoit yactu CYB/] uepes APT

Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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Ilocie yero B Karanore:

/usr/jatoba-<ver>/bin

OyAyT yCTaHOBJICHBI UCIIOJHSIEMbIE (hailyibl B TOM Yncie U «PSAl», koTopslii Tpedyercs s

MoJIKt04YeHus nojib3oBatens K CYB/I.

[IpuBenennass ycranoBka kiueHtcko yactu CYBJl He Tpebyer ¢dopmupoBaHus

JIOKAQJIBHOI'O PCTIO3UTOPUA.

3.3.3. YcTaHOBKA NAKeTOB, pacliupsoux Bo3Moxuoctu CYBJ]

VYcranoBka  pacmmpenudt  CYBJl  mpeamonaraer  yCTaHOBKY — OINpPEAENIEHHBIX
JIOTIOJIHUTEINIbHBIX MAKEeTOB, BXOAAIMX B coctaB auctpuOytuBa CYBJl «Jatobay. OtnenbHble
naketbl U3 cocraBa CYBJ] «Jatobay» TpeOylOT yCTaHOBKH JTUOO BCIIOMOTATEIbHBIX TAKETOB W3
coctaBa OC, nub0 BCIOMOraTeNbHbIX MAKETOB, pa3pa00TaAHHBIX TPETHUMHU JUIAMU (CTOPOHHUMU

KOMITaHUSIMH).

OnucaHue yCTaHOBKHM paclIMpEeHUl M aonojdHeHud u3 coctaBa CYDBJIl, nmpuBeneHHoe B

. 3.3.3.1 — 3.3.3.22, naercs B CileAyIOIEM TOPSIKE:

— YKa3bIBa€TCS CIHUCOK MakeToB u3 coctaBa nuctpubytuBa CYB]] «Jatobay, koTopbie
BKJIIOYAIOT 3TO PACIIUPEHUE, U CIUCOK CTOPOHHUX 3aBUCHUMOCTEH, HEOOXOIMMBIX JUIS 3TOTO

paciMpeHus;
- IPU HAJTMYUKU CTOPOHHUX 3aBUCUMOCTEH yKa3bIBaeTCsl KOMaH/1a UX YCTaHOBKU;

- OIIMCBIBACTCA KOMaH/Ia YCTAHOBKH ITAKCTOB PACIIUPCHUA.

CymiecTByIOT OCOOCHHOCTH TIO TOJJICPKKE KOMIIOHEHT, TNPEJCTaBICHHBIC B

tabmure 3.3

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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Tabmuna 3.3 — [Mognepkka komnonent CYBJl B OC
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ispatcher»
IIpumeuanue:

«4» — CYBJI «Jatoba» c Bepcueii simpa «4»;
«5» — CYB/I «Jatoba» c Bepcueit simpa «5»;
«—» — He noanepxkuBaeTcs KoMmrnoHeHt B OC;
«X» — mogaepxkuBaercs KoMmoHeHT B OC;
«cep™» — cepruduipoBanHas Bepcus CYB/I;

® «kom» — He cepTudupoBanHas, komMmepueckas Bepcusi CYB/I.

Ne n3meHneHus:

‘ HO}IHI/ICL OTB. JIMLa: ‘ I[aTa BHCCCHMUA U3M!




34
643.72410666.00067-07 97 01

KomaH/a yCcTaHOBKH MaKETOB B Pa3HBIX AUCTPHOYTHBAaX LINUX MOXKET OTIUYATHCS, TAaKKE
MOTYT OTJIUYAThCSI HEKOTOPBIC IIarW YCTAaHOBKH, CBS3aHHBIC C OTICIBHBIMH OCOOCHHOCTSMU
aucTpuOyTHBOB LINUX M crocob6aMu pachpocTpaHeHHs MPOAYKTOB TpeThbux Jjwuil. OnucaHue
KOMaH/Ibl YCTQHOBKHM JIaHO B BHUJC TPYNNbl KOMAHJ JUIS YETHIPEX OTIMYMTEIBHBIX BHJIOB

AUCTpUOYTHBOB Linux:

1) kiaccudeckuit Debian LinuxX u Bce AUCTpUOYTHBEI OT HETO MPOU3BO/IHBIE:

apt-get install <cnomcok MMEH INaKeTOB>

2) kinaccuueckuii Red Hat u Bce qucTpuOyTHBBI OT HETO MPOU3BOIHBIC:

yum install <cnomMcox MMeH [IaKeTOB>

3) ALTLinux — jguctpuOyTHB, TOCTpOCHHBI Ha 0a3ze RPM-maketoB, HO
ucnonb3ytomuiit APT B KauecTBe BBICOKOYPOBHEBOI'O MEHEKepa MakToB (KOMaHJa YCTaHOBKU

BBITISIAT aHaJIoruaHo Debian):

apt-get install <cnmcok MMEH [NaKeTOB>

Bce HeoOxomumble OTIWYHS, CBSI3aHHBIE C YCTAHOBKOW B Pa3sHBIX BUAAX AUCTPHUOYTHBOB

Linux, Taxxe maHbl ¢ moMeTKoM cooTBeTcTByomieii OC.

Psn KOMIOHEHTOB Ui KOPPEKTHOW YCTaHOBKH TPeOyIOT 3aBUCHUMBIC MAKEThI, YacTh U3
KOTOPBIX OTCYTCTBYET B CUCTEMHBIX Pero3UTOpusixX onepanuoHHbix cucteM (CentOS 7, RHEL 7,
Oracle 8, RHEL 8), mostomMy mnepea yCTaHOBKOM MaKETOB, pPACIIUPAIOMUX Oa30BbIe
¢ynkumonanbubie  Bo3MoxkHocTH  CYBJI, pexomenayerca nob6aButh B cuctemy EPEL

PEno3UTOpUH.
[Topsinox ycranoBku EPEL penosutopues:
— s CentOS 7/RHEL 7/Oracle 8:

1) BBIIONHUTH YCTAHOBKY PENIO3UTOPHEB:

yum install epel-release

2) OOHOBHUTH COCTOSIHUE PEIIO3UTOPHEB:

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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yum makecache

3) BrINOIHUTE OOHOBJICHUE:

yum update -y

— Jlna RHEL 8:

1) B subscription-manager BKJIFOYUTh BCIIOMOTATEIIbHBINA PEO3UTOPHIA

subscription-manager repos —--enable codeready-builder-
for-rhel-8-S$ (arch) -rpms

2) BBINOTHUTE YCTAHOBKY PEIIO3UTOPHS:

dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

3) OOHOBHTBH COCTOSTHHE PEIIO3UTOPHUER:

yum makecache

4) BbINOJHUTH OOHOBJICHHUE:

yum update -y

3.3.3.1 HabGop pa3pabéoTunka

CIIMCOK ITaKETOB:

- jatoba<ver>-dev — 6MOIMOTEKH U 3aroI0BOYHBIE (DaiiIbl 171 CO3MaHUS COOCTBEHHBIX

pacmupenui s Jatoba/PostgreSQL,;

- jatoba<ver>-docs — aHrIOsM3bIUHAS JOKYMEHTAIUS JUISL  aJMHHHCTPATOpOB,

MoJIb30BaTeNel U pa3paboTUYUKOB;

- jatoba<ver>-test — HaGop yTHIUT U OMOIHOTEK LTSI MPOBEACHUS (DYHKIIHOHATHHOTO

tectupoBanust CYB/l u ee pacumpeHui.

@ Buenrnue 3aBUCUMOCTH: HE TpeOyeT

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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Y cTaHoBKa MTAKETOB:

- OC GNU/Linux Debian u npousBoHbie OT Hee:

apt-get install jatoba<ver>-dev jatoba<ver>-docs jatoba<ver>-
test

— OC GNU/Linux Red Hat u npou3sBoatbie OT Hee:

yum install jatoba<ver>-devel jatoba<ver>-docs jatoba<ver>-test

- OC ALTLinux:

apt-get install jatoba<ver>-devel jatoba<ver>-docs jatoba<ver>-
test

- OC openSUSE:

zypper install jatoba<ver>-devel jatoba<ver>-docs jatoba<ver>-
test

root@ubuntu: Jusrfjatoba-4/bin

File Edit View Search Terminal Help

root@ubuntu: fusr/jatoba-4/bin# apt-get install jatoba4-dev jatobad-docs jatobad-
test
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following package was automatically installed and is no longer required:
1ibllvm7
Use 'sudo apt autoremove' to remove it.
The following MEW packages will be installed:
jatoba4-dev jatobad4-docs jatobad-test
® upgraded, 3 newly installed, @ to remove and @ not upgraded.
Meed to get @ B/3,436 kB of archives.
After this operation, 29.9 MB of additional disk space will be used.
Get:1 file:/localrepo stable/non-free amd64 jatoba4-dev amd64 4.5.1-999 [1,478 k
B]
Get:2 file:/localrepo stable/non-free amd64 jatoba4-docs amd64 4.5.1-999 [1,912
kB]
Cet:3 file:/localrepo stable/non-free amd64 jatoba4-test amd64 4.5.1-999 [46.9 k
B]
Selecting previously unselected package jatobad-dev.
(Reading database ... 151606 files and directories currently installed.)
Preparing to unpack ... /jatoba4-dev 4.5.1-999 amd64.deb ...

Pucynok 3.18 — YcranoBka Habopa paspabdoruunka Ha npumepe OC GNU/Linux Debian

Ne uzmenenus: ‘ﬁHonHHCLOTB.HMua: ’,HaTaBHeceHMﬁM3M:
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3.3.3.2 Ilaker nomaep:xkku 1C

Croucok makera:

- jatoba<ver>-1csupport — B cocraBe maTh CHENUATBHBIX MOAIYJEH (pacIIupeHwHii),

HeoOxoaumeble 11 paboTsl 1C.
@ Bremnue 3aBucumocTu: He TpeOyeT

VY cTaHoBKa ITAKETOB:

- OC GNU/Linux Debian 1 mpou3BOAHbBIE OT HEE:

apt-get install jatoba<ver>-I1csupport

— OC GNU/Linux Red Hat u npousBoatbie OT Hee:

yum install jatoba<ver>-lcsupport

- OC ALTLinux:

apt—-get install jatoba<ver>-lcsupport

— OC openSUSE:

zypper install jatoba<ver>-lcsupport

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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root@ubuntu: fusrfjatoba-4/bin
File Edit View Search Terminal Help
root@ubuntu: fusr/jatoba-4/bin# apt-get install jatoba4-1lcsupport
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following package was automatically installed and is no longer required:
Libllvm7
Use 'sudo apt autoremove' to remove it.
The following NEW packages will be installed:
jatoba4-1csupport
0 upgraded, 1 newly installed, @ to remove and @ not upgraded.
Meed to get @ B/39.4 kB of archives.
After this operation, 242 kB of additional disk space will be used.
Get:1 file:/localrepo stable/non-free amd64 jatoba4-lcsupport amd64 4.5.1-999 [3
9.4 kB]
Selecting previously unselected package jatoba4d-icsupport.
(Reading database ... 151520 files and directories currently installed.)
Preparing to unpack ... /jatoba4-1csupport 4.5.1-999 amd64.deb ...
Unpacking jatoba4-icsupport (4.5.1-999)
Setting up jatoba4d4-1csupport (4.5.1-999)
jatoba-4/bin#

Pucynok 3.19 — Ycranoska nmoguepxxku 1C Ha nmpumepe OC GNU/Linux Debian

3.3.3.3 Moanep:kka murpanuu u3 Oracle Database®

CIIMCOK ITaKETOB:

- jatoba<ver>-oracle-fdw — pacmmpenne, KOTOpoe MpeaocTaBIsIeT 00EPTKY TOCTYIIA K

BHEemHUM naHHbM, Haxoasmmmes B CYBJ] Oracle Database®;

- jatoba<ver>-orafce — pacmpenne, KOTOpoe MPeaOCTaBiIsIeT HaOOp GYHKIUH |

oreparopoB, coBMectuMbix ¢ CYBJ] Oracle Database®.

@ Buemnue 3aBucumMocth: TpeOyeTcsi ycraHoBKa kiueHTckux ouonuorexk CYBJ] Oracle
Database® (makets! Oracle Instance Client Bepcuu 12.2, mocrasnsger Oracle Inc.;
3aWHTEPECOBAHHBIN  TMOJB30BATENlb  JIOJDKEH CKa4aTb M YCTAHOBHTH  HX

CaMOCTOSTEJIBHO C caliTa oracle . com 10 ycTaHoBKH KommoHeHT «Oracle_ FDWy)

YcraHoBka CTOPOHHHX IIaKCTOB!:

JleTalbHO OmMHCaHa B JIOKYMEHTAIlMU KOMIIAHWU pa3paboT4mKa, JOCTYIMHOW MO CCHLIKE:

Installing Oracle Instant Client Packages (peKOMEHIyeM O0OpaTUTh BHUMAHUE

Ha BEPCHIO YCTaHABIMBAEMOW OMOIMOTEKH).

Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:



https://www.oracle.com/ru/index.html
https://docs.oracle.com/en/database/oracle/oracle-database/21/lacli/instant-client-install-linux.html#GUID-CD3C72C6-110E-453A-8B69-2961D37EB70B

®

39
643.72410666.00067-07 97 01

Toabko nas OC Astra Linux Bepcuii 1.7, 1.8; OC OcHoBa

VcTaHOBKa BHEITHMX 3aBUCUMOCTEH, B BHAC KiIMeHTCKHX Omoamorek CYB/] Oracle
Database® (maketsl Oracle Instance Client Bepcuu 12.2), B pexxume «3aMKHyTas
nporpammHas cpeza (311C)» HeBO3MOKHA, TaK KakK JaHHbIE KIIMEHTCKUE OMOIMOTEKN
He noxnucanbl DIII, cOOTBETCTBEHHO, HE SIBISIOTCS JOBEPUTEIHHBIMH B PEXHUME

3IIC.

[Takets! jatobad-oracle-fdw u jatoba4-orafce MoxHO ycTaHaBIMBaTh U KCIIOJIB30BATh

OTJENIbHO JAPYT OT apyra

VY cTaHoBKa ITAKETOB:

- OC GNU/Linux Debian u mpou3BOAHEBIE OT HEE:

apt-get install jatoba<ver>-oracle-fdw jatoba<ver>-orafce

- OC GNU/Linux Red Hat u mpousBoaHbIe OT Hee:

yum install jatoba<ver>-oracle fdw jatoba<ver>-orafce

— OC ALTLinux:

apt-get install jatoba<ver>-oracle fdw jatoba<ver>-orafce

- OC openSUSE:

zypper install jatoba<ver>-oracle fdw jatoba<ver>-orafce

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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File Edit View Search Terminal Help

root@ubuntu: fusr/jatoba-4/bin# apt-get install jatobad4-oracle-fdw jatobad-orafce
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following package was automatically installed and is no longer required:
1Libllvm7
Use 'sudo apt autoremove' to remove it.
The following NEW packages will be installed:
jatobad4-oracle-fdw jatoba4-orafce
® upgraded, 2 newly installed, @ to remove and @ not upgraded.
Need to get @ B/175 kB of archives.
After this operation, 844 kB of additional disk space will be used.
Get:1 file:/localrepo stable/non-free amd64 jatoba4-oracle-fdw amd64 4.5.1-999 [
70.8 kB]
Get:2 file:/localrepo stable/non-free amd64 jatobad-orafce amd64 4.5.1-999 [104
kB ]
Selecting previously unselected package jatoba4-oracle-fdw.
(Reading database ... 151531 files and directories currently installed.)
Preparing to unpack .../jatoba4-oracle-fdw 4.5.1-999 amd64.deb ...

Pucynok 3.20 — YcranoBka koMmmoneHT murpanun Ha mpumepe OC GNU/Linux Debian

3.3.3.1 «jaDog» — ynpaBJjieHHe pe;KHMOM PadoThI Y3JI0B KJacTepa
KommonenT «jaDog» Bxoaut B coctaB CYBJl «Jatoba», mpegHazHadeH sl KOHTPOJIS
COCTOSIHUSI cepBepoB (nanee — y3noB) kinactepa CYB]] u oOecrneunBaeT BBITIOTHEHUE (PYHKIIUMA

O6pa6OTKI/I OTKa3a 1 BOCCTAHOBJICHUS Y3JIOB KJIACTEPa B aBTOMATUYCCKOM PCIKUME.

CIIMCOK IMTaKETOB:

jatoba<ver>-client
jatoba<ver>-contrib
Jjatoba<ver>-1libs
jatoba<ver>-server

T.€. yCTaHaBIUBaeTCs pu 0a3zoBoii yeranoske CYB/I (mynkT 3.3.1).

@ BHeniaue 3aBUCUMOCTH: HE Tpe6yeT

YcranoBka kommnonenta mnox OC cemeiictBa Windows u GNU/LinuxX npuBeneHa B
nokymeHte 643.72410666.00067-07 98 01-01 «PykoBoacTBo 1o HacTpoiike. YHacts 1. YpasneHue
pexxuMoM paboThl y370B Kiactepa. KommonenTt «jaDogy. Ilpumep ycTaHOBKHM MpHBENEH B

[Tpunoxennn 3 1OKyMeEHTA.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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3.3.3.2 «jaPooler» — banancupoBka noakawuenuii noyan3oBareieii kK CYB/]
Kommonent «jaPoolery mnpenHasHaueH ais yhnpaBieHHS COCAWHCHUSMH, TO3BOJIACT
noakmountbest kK CYBJ[ OombliomMy 4YuCIy KIMEHTOB 0€3 CYHIECTBEHHOTO CHUKCHHS

IMPOU3BOAUTCIIBHOCTH.

CIIHNCOK ITaKETOB:

Jjatoba<ver>-japooler
jatoba<ver>-server
jatoba<ver>-client
jatoba<ver>-1ibs

@ Buenrnue 3aBUcUMOCTH: HE TpeOyeT

YcranoBka  kommoneHTa mox  OC  GNU/Linux mpuBeneHa B JOKYMEHTE
643.72410666.00067-07 98 01-15 «PykoBoactBo mo Hactpoiike. Yacth 15. bamancupoBka

noakroueHnit mons3oBateneit K CYB/]. KomnoneHt «jaPooler.

3.3.3.3 «ja_CSumy — KOHTPOJIb EJOCTHOCTH
Komnonent «ja CSumy» mnpenHasHayeH Uisl BBITIOJHEHHUS TEPUOJAMYECKUX (HOHOBBIX

MPOBEPOK (haiiiIoB, pacmooKEHHBIX B KiItoueBbIX aupektopusix CYB/I.

CIIMCOK ITaKETOB:

jatoba<ver>-ja csum

@ Buenraue 3aBUcUMOCTH: HE TpeOyeT

YcranoBka kommnonerTa o OC cemeiicrea Windows u GNU/Linux omnucana B JOKYMEHTE
643.72410666.00067-07 98 01-14 «PykoBomctBo mo Hactpoiike. Yacte 14. Kontpons

nenoctHoctu. KommoneHT «ja_CSumy.

3.3.3.4 «ja_Log» — nenTpau3oBaHHbIii coop 3anuceii coobiTnii CYB/]

KomnoneHnt «ja_LoOg» mnpenHasHaueH i cOopa COOBITHI 0€30MacHOCTH C IICJICBBIX

CYB/] «Jatoba» B ciyxebnyto CYB/] «Jatoba data safey.

CHHCOK IMaKkeToB:

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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jatoba<ver>-ja-log

@ BHeniaue 3aBUCUMOCTH: HE Tpe6yeT

YcranoBka kommnonenta mnox OC cemeiictBa Windows u GNU/LIinUX npuBeneHa B
nokymenre 643.72410666.00067-07 98 01-12 «PykoBomctBo 1o Hactpoiike. Yacts 12.
HenTpanuzoBannslii coop 3anuceit coobituii B CYBJl. Komnonent «ja_Log». [Ipumep ycTtaHOBKH
npuBeneH B [[punokeHnn JOKyMeHTa.

3.3.3.5 «JCS (Jatoba crypto access storage)» — cokpbiTHe mHpopmanuu B daiijax

nanubix CYB/{

Kommonent «JCSy» npenHa3sHaveH IS BBITIOTHEHUS! COKPBITUS TaHHBIX B 00bekTax CYB/]

" IpeaoTBpaIacT BO3MOKHOCTb O3HAKOMJICHUS C Hp€06p330BaHHBIMI/I JaHHBIMU IIPpU UX YTparte.

CIINCOK ITaKETOB:

jatoba<ver>-client
jatoba<ver>-contrib
Jjatoba<ver>-1libs
Jjatoba<ver>-server
jatoba<ver>-jcs

@ Buenraue 3aBucuMOCTH: HE TpeOyeT

YcranoBka kommonenta mnojg OC cemeiictBa Windows u GNU/Linux mpusencHa B
nokymenTte 643.72410666.00067-07 98 01-18 «PyxoBozactBo no HacTpoiike. YacTts 18. CokpoiTe
uHpopmarmu B (aitnax manueix CYBJl. Komnonent «Jatoba crypto access storagex». Ilpumep
yCTaHOBKH npuBezeH B [Ipunoxennu 1 nokymenra.

3.3.3.6 «SQL_Firewall» — BpisiBJieHHe U IpegoTBpaleHHe MCITOJTHEHHS HETHITHYHBIX
SQL-3anpocoB

KomnonenT «SQL_Firewall» npennasnaden i 3amuTel 0a3bl 1aHHBIX OT SQL-UHBEKITHIHA

WA HCOXKXKUJAHHBIX 3aIIPpOCOB.

CIIHCOK ITaKETOB:

jatoba<ver>-client
jatoba<ver>-contrib
jatoba<ver>-1libs

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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jatoba<ver>-server
jatoba<ver>-sgl-firewall

@ Bremnue 3aBucumocTu: He TpeOyeT

YcranoBka komnonenta mox OC cemeiictBa Windows u GNU/LIinuX npuBeneHa B
nokymente 643.72410666.00067-07 98 01-17 «PykoBoactBo o HacTporike. Yacts 17. BeisiBnenue

U TpefoTBpalieHne ucrnoaHeHust HetunuaHeix SQL-3ampocoB. Kommonent «SQL_Firewally.

3.3.3.7 «pg_Cryogen» — komnpeccusi 1aHHbIX CYB/[

KomnonenT «pg_Cryogen» npeanasHaueH ais komnpeccun AaHHbIX B CYB/I.

CIIUCOK ITaKETOB:

jatoba<ver>-client
Jjatoba<ver>-contrib
jatoba<ver>-1libs
jatoba<ver>-server

jatoba<ver>-pg-cryogen

@ BHeniaue 3aBUCUMOCTH: HE Tpe6yeT

YcranoBka kommoneHta mnojg OC cemeiictBa Windows u GNU/Linux mpuseacHa B
nokymenre 643.72410666.00067-07 98 01-10 «PykoBojmctBo 1o Hactpoiike. Yacts 10.
Kommnpeccus panabix CYB/[. Komnonentr «pg Cryogen». IlpuMep yCTaHOBKM IpPUBEIEH B

[Tpunoxxenun 1 toxkymMeHra.

3.3.3.8 «JDV (Jatoba data vault)» — koHTPoJIb Cy0OBEKTOB 10CTYMA
Komnonent «JDV» mpegHasHaueH ajisi orpaHuveHust joctymna mnojb3oBateneit CYB] k

3anuiaeMbIM o0bekTaMm b/I.

CIIHNCOK TTaKETOB:

jatoba<ver>-client
jatoba<ver>-contrib
jatoba<ver>-1libs
jatoba<ver>-server
jatoba<ver>-jdv
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@ Buemnue 3aBucumoctu: He TpeOyeT

YcranoBka kommnonenta mnox OC cemeiictBa Windows u GNU/LinuxX npuBeneHa B
nokymeHnte 643.72410666.00067-07 98 01-02 PykoBoacTtBo mo Hactpoiike. Yacts 2. KoHTpons

cyobekToB noctymna. KommoneHt «Jatoba data vaulty.

3.3.3.9 «Jatoba data safe (JDS)» — KOMIOHEHT MOJIb30BaTEILCKOI0 BeO-uHTEpP(Peiica
s agmuHucTpaTopos CYB/]

YcraHoBKa KOMIIOHEHTa TpuBEIeHa B JokyMeHTe 643.72410666.00067-07 98 01-07
«PykoBonctBo 1o  Hactpoiike. Yacte 7. [Ilomp3oBarenbckuit  BeO-mHTEepdenc i

agMmuHucTpatopoB. Kommonent «Jatoba data safe.

3.3.3.10 «ja_Sync_LDAP» — kOMNOHEHT CHHXPOHW3AlHH YYeTHbIX 3amuceii ¢ MS
Active Directory

KommnonenT obecneunBaer aaMHHHCTpaTOopa HHCTpymMeHTOM Ha ypoBHe CYB/I,
BBIMOJIHAIOIMM ~ CUHXPOHHM3AI[MI0 CIHCKA IMOJb30BaTeNIed MEXKIy BHEIIHEH Clry:KOoi

ayrertudukammu (cayx0sr katatoros LDAP/Active Directory) u CYB/I.

CHHCOK MaKeTOoB:
jatoba<ver>-ja-sync-1ldap

@ BHeniaue 3aBUCUMOCTH: HE Tpe6yeT

YcranoBka kommnonenta mnox OC cemeiictBa Windows u GNU/Linux npuseneHa B
nokymenre 643.72410666.00067-07 98 01-08 «PykoBoactBo 1o Hactpoiike. Yacth 8.

CunxpoHM3alMs y4eTHBIX 3anucei ciyx0 katanoroB 1 CYBJI. Komnonent «ja_Sync LDAP».

3.3.3.11 «pgAudity — ayauT aeiicTBH MOJIb30BATES

CIINCOK TTaKETOB:

— jatoba<ver>-pgaudit — pacmmpenne k CYB/I, BctpanBaeMoe B KOHBelep 00paboTKH
3aIlIPOCOB U PETHUCTPUPYIOIIEE TOCTYII Mojib3oBaTelneii k 00bekTaM CYB/] (B OCHOBHOM K TabuIiaM

1 QYHKLHSM).
@ BHemnue 3aBucuMocTu: He TpedyeT

Y cTaHoBKa MTAKETOB:
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— OC GNU/Linux Debian u mpou3BOHbBIE OT HEE:

apt-get install jatoba<ver>-pgaudit

- OC GNU/Linux Red Hat u mpousBoaHbie OT Hee:

yum install jatoba<ver>-pgaudit

— OC ALTLinux:

apt-get install jatoba<ver>-pgaudit

— OC openSUSE:

zypper install jatoba<ver>-pgaudit

[+ root@ubuntu: /localrepo

root@ubuntu: flocalrepo# apt-get install jatobaS5-pgaudit

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following package was automatically installed and is no longer required:
girl.2-goa-1.0

Use 'sudo apt autoremove' to remove it.

The following MEW packages will be installed:
jatoba5-pgaudit

® upgraded, 1 newly installed, @ to remove and 3 not upgraded.

Meed to get © B/14.5 kB of archives.

After this operation, 52.2 kB of additional disk space will be used.

Get:1 file:/localrepo stable/non-free amd64 jatoba5-pgaudit amd64 1.7.6-89 [14.

5 kB]

Selecting previously unselected package jatoba5-pgaudit.

(Reading database ... 160574 files and directories currently installed.)

Preparing to unpack .../jatoba5-pgaudit 1.7.8-89 amd64.deb ...

Unpacking jatoba5-pgaudit (1.7.8-89)

Setting up jatoba5-pgaudit (1.7.0-89)

root@ubuntu: flocalrepo#

Pucynok 3.21 — YcranoBka pacumpenus ayaura Ha npumepe OC GNU/Linux Debian
3.3.3.12 «pgauditlogtofile» — nonmoTHUTEILHBI KOMIIOHEHT K KoMmoHeHTy PgAudit

CIINCOK TTaKETOB:

— jatoba<ver>-pgauditlogtofile — pacmupenne « CVYBJ/l, nomnomansomee
(YHKIIMOHAJIbHBIC BO3MOXKHOCTH pacimupenus «PgAudity, mepeHampaBiisis CTPOKH KypHalia

aynuta CYB/Il B He3aBUCUMBIH (haiii.
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@ Buemnue 3aBucumoctu: He TpeOyeT

Y cTaHoBKa ITAKETOB:

- OC GNU/Linux Debian u mpou3BOAHEBIE OT HEE:

apt—-get install jatoba<ver>-pgauditlogtofile

- OC GNU/Linux Red Hat u mpousBoaHbIe OT Hee:

yum install jatoba<ver>-pgauditlogtofile

- OC ALTLinux:

apt—-get install jatoba<ver>-pgauditlogtofile

— OC openSUSE:

zypper install jatoba<ver>-pgauditlogtofile

[+ root@ubuntu: flocalrepo

root@ubuntu: /localrepo# apt-get install jatoba5-pgauditlogtofile

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following package was automatically installed and is no longer required:
girl.2-goa-1.0

Use 'sudo apt autoremove' to remove it.

The following MEW packages will be installed:
jatoba5-pgauditlogtofile

® upgraded, 1 newly installed, ©® to remove and 3 not upgraded.

Need to get @ B/10.4 kB of archives.

After this operation, 45.1 kB of additional disk space will be used.

Get:1 file:/localrepo stable/non-free amd64 jatoba5-pgauditlogtofile amd64 1.5.

12-52 [10.4 kB]

Selecting previously unselected package jatoba5-pgauditlogtofile.

(Reading database ... 160564 files and directories currently installed.)

Preparing to unpack ... /jatoba5-pgauditlogtofile_1.5.12-52_amd64.deb ...

Unpacking jatoba5-pgauditlogtofile (1.5.12-52) ...

Setting up jatoba5-pgauditlogtofile (1.5.12-52)

root@ubuntu: /localrepo#

Pucynok 3.22 — YcranoBka pacumpenns ayaura Ha npumepe OC GNU/Linux Debian
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3.3.3.13 «pgBadger» — anaau3aTop ;KypHAJIOB COOBITHI

CIIUCOK ITaKETOB:

- jatobad-pgbadger — oraenpHBI HcTONHSIEMbIH (aiin Ha s3bike Perl, xoTopbIi

paboraet otaenbHO oT CYB/I, Ho Tpebyet noctyna K ¢aitnam coosrtuii CYB/I.

@ BHelnme 3aBUCUMOCTH:

1)  perl u Heckonbko perl-momyneii mist renepanuu daitio B popmare CSV u

JSON;

2) OTIIMOHAJIFHO MOXET MCIIONBh30BaTh SSH 11st yjaleHHOTO A0CTyTA.

YcraHoBKa JaHHOTO paclIupeHus MpuBeaeHa B fokyMeHTe 643.72410666.00067-07 98 01-
03 «PyxoBojcTBO 0 HacTporike. Yacth 3. Hactpoiika Mmomysst st aHaim3a GaiyioB perucTpanuu

coowituiit CYB/I. Moayins «pgBadger.

3.3.3.14 «pg_ProBackup» — pacmupenHoe cpecTBO pe3epBHOI0 KOMMPOBAHUS

CIIMCOK ITaKETOB;

- jatoba<ver>-pg_probackup — otaenpHBIN HcTONHAEMBIN (aiii, KOTOPBIH padoTaer
otnenbHo oT CYBJI, HO Tpebyer nmoctyna k CYB/] ans BemonHenus GpyHKuui pesepBupoBanus /

KOHTPOJIA / BOCCTaHOBJICHUS JaHHBIX;

- jatoba<ver>-ptrack — pacmmpernne xk CYBJl, KOTOpbIM MOXET IOJb30BATHCS
«pg_ProBackup» st BBIMONHEHHS HHKPEMEHTAIBHOTO PE3EPBHOTO KOMMPOBAaHUS (OJUH W3

pexxuMoB paboThl «pg_ ProBackupy).

@ BHemHre 3aBHCHMOCTH: ONMIIMOHAIBFHO MOXKET HCITOJIB30BaTh SSH A ympaneHHoro

AO0CTYyIIa K CCPBCPY AJIA BBIIIOJHCHUA PC3CPBUPOBAHUSA / BOCCTaHOBJICHUS

YcTaHOBKa JaHHOTO KOMITOHEHTA TpUBeieHa B okyMmeHTe 643.72410666.00067-07 98 01-
04. «PykoBoacTBO 1o HacTpoiike. YacTs 4. PaciiupenHoe pe3epBHOE KOMHpoBaHue. KOMIIOHEHT

«pg_ProBackupy.

3.3.3.15 «pg_Profile» — ananu3 npousBoaurenbuoctu CYB/]

CIINCOK TTaKETOB:

‘ Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:




48
643.72410666.00067-07 97 01

- jatoba<ver>-pg_profile — pacmmpenne xk CYBJl, mo3Bossiomee cooupaTh u
MpOCMATPUBATh MapaMeTpbl U METPUKU (YHKUMOHUPOBAaHUSA pa3nuuHbiX 0a3 naHHbIX (BJl) B
pa3IMyHOE BpeMsl, a TAK)KE CTPOUTh OTUETHI IO ATUM JaHHBIM U CPABHUBATH UX MEX]Ly COOOM JIs

BBISIBJICHUSA HpO6HCMHBIX MCCT.
@ BHelHue 3aBUCUMOCTH: HE Tpe6yeT

YcTaHOBKA JAaHHOTO pacIIMPEHUs MpUBeieHa B JokyMeHTe 643.72410666.00067-07 98 01-
06 «PykoBoacTBO no HacTpoiike. Yacte 6. Hactpolika MOyist [U1sl aHaiIr3a MPOU3BOAUTEIbHOCTH

CYBJ. Moayis «pg_Profiley.

3.3.3.16 «pgSQL-HTTP» — noctyn K caiitam mo HTTP/S nporokoay u3 CYB/I

CIIHCOK ITaKETOB:

— Jatoba<ver>-pgsql-http — pacmmpenune k CYB/I, m03BoJIsitOIIE€E BBIMOIHATD 3aIIPOCHI

K BHelrHuM BeO-cepepam (http/https-3zampocsr).

@ Brenrnue 3aBucumoctu: Tpedyer oubdanoreky curl. bubmmoreka curl o6sr4H0 BXOAMT
B CTAaHJAPTHYIO YCTAHOBKY OoubIMHCTBA LINUX-muctpuOyTrBoB. Ecin o kakiuM-To
NpUYMHAM OHAa HE YCTAHOBJICHA, TO Jaliee NPUBEIACHBI KOMAaHJbBI, C MOMOIIBIO

KOTOPEBIX €€ MOKHO YCTaHOBHUTDL HA PA3JIMYHBIX BHUIAX )II/ICTpI/I6YTI/IBOB

YcTaHoBKa 3aBUCUMOCTEMN

— OC GNU/Linux Debian u mpou3BoHbIC OT HEE:

apt-get install libcurl-gnutls
- OC GNU/Linux Red Hat u nmpou3BoHbIC OT Hee:
yum install libcurl

— OC ALTLinux:

apt-get install libcurl

— OC openSUSE:
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zypper install libcurl

YcraHoBKa ITaKeTOB:

— OC GNU/Linux Debian 1 mpou3BOHbIE OT HEE:

apt—-get install jatoba<ver>-pgsgl-http

- OC GNU/Linux Red Hat u mpousBoaHbIe OT Hee:

yum install jatoba<ver>-pgsgl-http

— OC ALT Linux:

apt-get install jatoba<ver>-pgsgl-http

— OC openSUSE:

zypper install jatoba<ver>-pgsgl-http

root@ubuntu: fusrfjatoba-4/bin
File Edit View Search Terminal Help
root@ubuntu: fusr/jatoba-4/bin# apt-get install jatoba4-pgsql-http
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following package was automatically installed and is no longer required:
1ibllvm7
Use 'sudo apt autoremove' to remove it.
The following NEW packages will be installed:
jatoba4-pgsql-http
® upgraded, 1 newly installed, ® to remove and ® not upgraded.
Need to get ©® B/12.6 kB of archives.
After this operation, 94.2 kB of additional disk space will be used.
Get:1 file:/localrepo stable/non-free amdé4 jatobad4-pgsql-http amdé64 4.5.1-999 [
12.6 kB]
Selecting previously unselected package jatoba4-pgsql-http.
(Reading database ... 151591 files and directories currently installed.)
Preparing to unpack .../jatobad4-pgsql-http 4.5.1-999 amdé64.deb ...
Unpacking jatoba4-pgsql-http (4.5.1-999)
Setting up jatoba4d-pgsql-http (4.5.1-999)
root@ubuntu: fusr/jatoba-4/bin# I

Pucynok 3.23 — YcranoBka pacumpenns Ha npumepe OC GNU/Linux Debian
3.3.3.17 «pg_Variables» — co3nanue nepeMeHHbBIX B CeCCHU MOJIb30BATEJIsI

CIIHCOK TTaKETOB:
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— Jatoba<ver>-pg-variables — pacimpenue k CYB/I.
@ Bnenrnue 3aBucuMocTu: He TpeOyeT

Y cTaHOBKa ITAKETOB:

— OC GNU/Linux Debian 1 mpou3BOHbIE OT HEE:

apt-get install jatoba<ver>-pg-variables

- OC GNU/Linux Red Hat u npou3BoHbIe OT Hee:

yum install jatoba<ver>-pg variables

- OC ALTLinux:
apt-get install jatoba<ver>-pg variables

— OC openSUSE:

zypper install jatoba<ver>-pg variables

root@ubuntu: fusrfjatoba-4/bin

File Edit View Search Terminal Help

root@ubuntu: fusr/jatoba-4/bin# apt-get install jatoba4-pg-variables

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following package was automatically installed and is no longer required:
1ibllvm7

Use 'sudo apt autoremove' to remove it.

The following MEW packages will be installed:
jatoba4-pg-variables

® upgraded, 1 newly installed, ® to remove and ® not upgraded.

Need to get @ B/18.3 kB of archives.

After this operation, 115 kB of additional disk space will be used.

Get:1 file:/localrepo stable/non-free amd64 jatobad-pg-variables amdé4 4.5.1-999
[18.3 kB]

Selecting previously unselected package jatobad4-pg-variables.

(Reading database ... 151568 files and directories currently installed.)

Preparing to unpack ... /jatobad4-pg-variables 4.5.1-999 amdé64.deb ...

Unpacking jatoba4-pg-variables (4.5.1-999)

Setting up jatoba4-pg-variables (4.5.1-999)

root@ubuntu: fusr/jatoba-4/bin# I

Pucynok 3.24 — YcranoBka pacummpenus Ha npumepe OC GNU/Linux Debian
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3.3.3.18 [lonoHuTEIbHBIE A3BIKH XPAHUMBIX NPOLETYP

CIIHUCOK ITaKETOB:

- jatoba<ver>-plperl — no6asnenne B CYBJ] momaepkku HamucaHHs XPaHUMBIX

mporeayp Ha si3bike perl;

- jatoba<ver>-plpython — no6asnerne 8 CYB/] moaiepKkd HaruCaHUs XPaHUMBIX

npoIeayp Ha si3bike Python Bepcum 2;

— jatoba<ver>-plpython3 — no6asnenue B CYB]] moaaepKkyu HamMCaHHUS XPaHUMBIX

nporeayp Ha si3pike Python sepcuu 3.

@ Buemnue 3aBucumoctu: TpeOyeTcsl B CUCTeEMe Hallnure OMOIMOTEK JUIsl SI3bIKOB perl,
python2 u python3. DTu 131K OOBIYHO BXOJIAT B CTAHJAPTHBIN KOMIUIEKT ITOCTaBKU

OosbrHCTBA LINUX-IUCTPUOYTHBOB M yCTAaHABIMBAIOTCS ABTOMATHYECKH

[epeunciieHHbIC MAKEThl HE 3aBUCAT APYr OT Opyra W MOTYT ObITh MOCTABJICHBI IO
OTACTHHOCTH B JIFOOOM mopsiake. KoMaH/Ibl YCTaHOBKM IOKa3aHbI Ha MpuMmepe nakera jatobad-

plpython3.
Y cTaHoOBKa ITAKETOB:

— OC GNU/Linux Debian u mpou3BOgHbBIE OT HEE:

apt-get install jatoba<ver>-plpython3

- OC GNU/Linux Red Hat u npou3sBoaHbIe OT Hee:

yum install jatoba<ver>-plpython3

— OC ALTLinux:

apt—-get install jatoba<ver>-plpython3

— OC openSUSE:

zypper install jatoba<ver>-plpython3
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root@ubuntu: fusrfjatoba-4/bin
File Edit View Search Terminal Help
root@ubuntu: fusr/jatoba-4/bin# apt-get install jatoba4-plpython3
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following package was automatically installed and is no longer required:
1ibllvm7
Use 'sudo apt autoremove' to remove it.
The following MEW packages will be installed:
jatoba4-plpython3
® upgraded, 1 newly installed, & to remove and ® not upgraded.
Need to get @ B/46.6 kB of archives.
After this operation, 258 kB of additional disk space will be used.
Get:1 file:/localrepo stable/non-free amd64 jatoba4-plpython3 amd64 4.5.1-999 [4
6.6 kB]
Selecting previously unselected package jatoba4d-plpython3.
(Reading database ... 151574 files and directories currently installed.)
Preparing to unpack ... /jatoba4-plpython3 4.5.1-999 amd64.deb ...
Unpacking jatoba4-plpython3 (4.5.1-999)
Setting up jatoba4-plpython3 (4.5.1-999)
root@ubuntu: fusr/jatoba-4/bin# I

Pucynok 3.25 — YcranoBka pacimpenus Ha mpumepe OC GNU/Linux Debian

3.3.3.19 «PIsPgSQL» — 00¢yckanusi HCXOAHBIX TEKCTOB XPAHUMBIX NMPOIETYP

CIIMCOK ITaKETOB:

— Jatoba<ver>-plspgsql — pacmmpenune k CYB/I, a Taxke yTUINTA 3aKPBITHS UCXOTHBIX

TEKCTOB XPaHUMBIX NPOLIEAYP.

@ BHemHne 3aBUCUMOCTH: Tpe6yeTc51 YCTAaHOBKaA CICAYIOMNX BHCIIHUX IIPOAYKTOB!:

1) Isb-cprocsp — xpunrompoBaiinep «Kpunrollpo CSP» s pa3nudHbIx
oneparoHHbIx cucteM pazpadotanHeiii OO0 «KPUIITO-ITPO» (He BXOIUT B

COCTaB IUCTPUOYTUBA);

2) gis-cryptoplatform1l7 —  oOuOmmoreka  «Kpunrtollmatrpopma»  mis
IEHTPATM30BaHHON PaboThI ¢ KpunTomnpasainepamu B OC, MPOIYKT MOCTABISACT

000 «I"a3unrdopmcepBuUCH.

Toawbko pasa OC Astra Linux Bepcuii 1.7, 1.8; OC OcHoBa

o VYcTaHoBKa BHEIIHEN 3aBUCUMOCTEN, B BUie Kpuntonpoaiinepa «Kpunrollpo CSPy,

B pexuMe «3amkHyTas nporpammuas cpena (3I1C)» HeBO3MOKHA, TaK KaK JaHHBIC
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KIIMeHTCKHe Onbiamorexkn He mnoamucansl DI(II, cOOTBETCTBEHHO, HE SBIISIOTCS

noBeputenbHbIMU B pexxkume 311C.

Crmcok CTOPOHHHX ITaKCTOB!:

1) Isb-cprocsp — xpunronposaiinep «Kpunrollpo CSP» Bepcun 5.0. JlaHHBIH makeTt
pacrpocTpansieTcss B Buae camocrtositenbHoro DEB/RPM  muctpubytuBa. [lns ycTaHOBKH
HE00X0IMMO 00paTUTHCS K JOKYMEHTAIMHA Ha opUIMaibHOM caiite pazpadorurnka Kpumrollpo —
JUisi  Agoctyna TpeOyeTcss 3aperuCTpUpOBaHHBIM  TOJB30BaTENb IO [paBWjaM  caiTa

https://cryptopro.ru/user);

2) gis-cryptoplatform17 — 6ubmmoteka «Kpunrollnardpopmar» Bepcus 1.7.3-4. JlaHHbIid
maker pacmnpoctpaHsercs B cocrtaBe auctpuOyrmBa CYBJ] «Jatoba» u ycranaBmuBaeTcs

aBTOMATUYECKH 110 3aBUCHMMOCTSIM TIPH YCTaHOBKe makeTa jatoba<ver>-plspgsql.
YcTaHOBKa IAKETOB:
- OC GNU/Linux Debian u npou3BoiHbIE OT HEE:

apt—-get install jatoba<ver>-plspgsqgl

— OC GNU/Linux Red Hat u mpou3BoHbIE OT Hee:

yum install jatoba<ver>-plspgsqgl

— OC ALTLinux:

apt-get install jatoba<ver>-plspgsqgl

- OC openSUSE:

zypper install jatoba<ver>-plspgsqgl

3.3.3.20 «PostG1Sy» — opranuzanusi padoThl ¢ Te0IaHHBIMHU

CIINCOK TTaKETOB:

- jatoba<ver>-postgis — pacmupenne k CYBJl, a Takke yTWIMTa IMOJYYCHHS |
npeobpa3zoBaHusl AaHHBIX, onpeaensiemMor popmar mexay CYBJl u BHEIHUMH TPUIOKECHUSIMH

KapTorpadumu.

‘ Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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@ Buemnue 3asucumoctu: GDAL, PROJ, GEOS - crienimanu3upoBanabie OMOITHOTEKH
00pabOTKHU NTaHHBIX, IPUMEHSIEMbIE B 00JacTH reOMH(POPMATUKH U KapTorpaduu.
VYKa3aHHbIE MMaKeThl MOCTABJISIFOTCS B COCTaBE HEKOTOPBIX JUCTpUOYTHBOB Linux u

OyJlyT YCTaHOBJICHBI aBTOMATHYECKH TI0 3aBUCUMOCTSIM

YcTraHOBKA MAKETOB:

- OC GNU/Linux Debian u npou3BoHbIE OT HEe:

apt—-get install jatoba<ver>-postgis

- OC GNU/Linux Red Hat u mpou3BoHbIE OT HEe:

yum install jatoba<ver>-postgis

— OC ALTLinux:

apt—-get install jatoba<ver>-postgis

- OC openSUSE:

zypper install jatoba<ver>-postgis

3.3.3.21 «SecurityProfile» — napoJibHbIe NOTUTHKH

CHMcoK MakeToB:

— Jatoba<ver>-securityprofile — pacimpenune k CYBJ/I, mo3Bonsroiee GopMupoBaTh

MMapOJIbHBIC ITOJIUTHUKH.
@ BHeniaue 3aBUCUMOCTH: HE Tpe6yeT

YcraHoBKa Imakera.

— OC GNU/Linux Debian u nmpou3BoJIHbIE OT HEE:

apt—-get install jatoba<ver>-securityprofile

— OC GNU/Linux Red Hat u mpou3BoHbIE OT HEe:
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yum install jatoba<ver>-securityprofile

- OC ALTLinux:

apt-get install jatoba<ver>-securityprofile

— OC openSUSE:
zypper install jatoba<ver>-securityprofile

root@ubuntu: /usrfjatoba-4/bin
File Edit View Search Terminal Help
root@ubuntu: fusr/jatoba-4/bin# apt-get install jatobad4-securityprofile
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following package was automatically installed and is no longer required:
1ibllvm7
Use 'sudo apt autoremove' to remove it.
The following NEW packages will be installed:
jatobad4-securityprofile
® upgraded, 1 newly installed, @ to remove and @ not upgraded.
Need to get © B/24.2 kB of archives.
After this operation, 139 kB of additional disk space will be used.
Get:1 file:/localrepo stablefnon-free amd64 jatobad-securityprofile amdé4 4.5.1-
999 [24.2 kB]

Pucynok 3.26 — YcranoBka pacumpenus Ha mpumepe OC GNU/Linux Debian

3.3.3.22 «pg_Task» — ni1aHMpoOBIIHK ACHHXPOHHBIX 32124

CHHCOK MaKkeToB:

- jatoba<ver>-pg_task — pacmmpenne x CYB/I, mo3Bosstomiee 3a1aBaTh 3aJ1a4d Ha
s3pike SQL U1 MX BBIMONHEHMS B 3aJaHHOE BpeMs B 3aJaHHOM 0a3e NaHHBIX OT 3aJaHHOTO

MOJIb30BATEIIS.
@ BHenHue 3aBUCUMOCTH: HE TpeOyeT

YcTaHOBKa JaHHOTO paclIMpeHus MprBeieHa B JokyMeHTe 643.72410666.00067-07 98 01-
05 «PykoBomctBo mo Hactpoiike. Yacte 5. IlnanupoBanue 3amanuit CYBJ]. KommoneHt

«pg_Tasky.

3.3.3.23 «ja_Plan_Manager» — KOMIOHeHT cO3aHus IJIAHOB 3anpocoB B b/]

CIIUCOK ITaKETOB:

‘ Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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— jatoba<ver>-ja-plan-manager — pacmmpenue k CYB]l, npenHasHaueHHOE s

CO3/IaHus1, ONTUMH3AIMH, SKCIIOPTa/MMITOPTa U MOAMEHBI IJIaHOB 3arpocoB B B/I.
@ Bremnue 3aBucumocTu: He TpeOyeT

YcTaHOBKaA JAaHHOTO pacIIMPEHUs MpUBeieHa B JokyMeHTe 643.72410666.00067-07 98 01-
21 «PykoBonactBo 1o Hactpoiike. Yacte 21. YnpaneHue miaHamu 3anpocoB. KommoHeHT

«ja_Plan_Manager».

3.3.3.24 «pg_hint_plan» — KOMIOHeHT KOPPEKTHPOBKH 3aMPOCOB

CIIHCOK ITaKETOB:

— jatoba<ver>-pg-hint-plan — pacmupenne x CYB/l, npenHasHaueHHOe s
KOPPEKTHPOBKH TJIAHOB BBIMOJIHEHHUS, TPUMEHSIS TaK HA3bIBAEMbIE «yKa3aHUs», 3alIMChIBACMbIE B

BHUJIE TIPOCTHIX onrcannii B SQL-koMMeHTapusx 0co00ro BUaA.

@ Bnenrnue 3aBucuMOoCTH: HE TpeOyeT

Y cTaHOBKa ITAKETOB:

— OC GNU/Linux Debian u npou3Bo/iHbIE OT HEE:

apt-get install jatoba<ver>-pg-hint-plan

— OC GNU/Linux Red Hat u mpou3BoHbIE OT Hee:

yum install jatoba<ver>-pg-hint-plan

— OC ALTLinux:

apt-get install jatoba<ver>-pg-hint-plan

— OC openSUSE:

zypper install jatoba<ver>-pg-hint-plan
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[+ root@ubuntu: flocalrepo

root@ubuntu: flocalrepo# apt-get install jatobaS5-pg-hint-plan

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following package was automatically installed and is no longer required:
girl.2-goa-1.0

Use 'sudo apt autoremove' to remove it.

The following MEW packages will be installed:
jatoba5-pg-hint-plan

8 upgraded, 1 newly installed, & to remove and ® not upgraded.

Need to get ® B/36.5 kB of archives.

After this operation, 114 kB of additional disk space will be used.

Get:1 file:/localrepo stable/non-free amd64 jatoba5-pg-hint-plan amd64 1.5.1-724
[36.5 kB]

Selecting previously unselected package jatoba5-pg-hint-plan.

(Reading database ... 160549 files and directories currently installed.)

Preparing to unpack .../jatobaS-pg-hint-plan 1.5.1-724 amdé4.deb ...

Unpacking jatobas-pg-hint-plan (1.5.1-724)

Setting up jatoba5-pg-hint-plan (1.5.1-724) ...

root@ubuntu: /localrepo#

Pucynok 3.27 — YcraHoBKka nakera jatoba<ver>-pg-hint-plan 8 OC Ubuntu
3.3.3.25 «pg_store_plans» — KOMIOHEHT KOHTPOJIsI BBLINOJTHEHHBIX IJIAHOB 3alIPOCOB

CIIHCOK TTaKETOB:

— jatoba<ver>-pg-store-plans — pacmmpenne k CYBJl, npeaHasHaueHHoe s

KOHTPOJISI BBINOJIHEHHBIX IUIAHOB 3aIIPOCOB.
@ BHenHue 3aBUCHMOCTH: HE TpeOyeT

YcTraHOBKA MAKETOB:

- OC GNU/Linux Debian u npou3BoHbIE OT HEe:
apt-get install jatoba<ver>-pg-store-plans

- OC GNU/Linux Red Hat u npou3BoHbIE OT Hee:
yum install jatoba<ver>-pg-store-plans

— OC ALTLinux:

apt—-get install jatoba<ver>-pg-store-plans

— OC openSUSE:
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zypper install jatoba<ver>-pg-store-plans

[+1 root@ubuntu: /localrepo

root@ubuntu: flocalrepo# apt-get install jatobaS-pg-store-plans
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following package was automatically installed and is no longer required:
girl.2-goa-1.0
Use 'sudo apt autoremove' to remove it.
The following MEW packages will be installed:
jatoba5-pg-store-plans
& upgraded, 1 newly installed, & to remove and @ not upgraded.
Need to get © B/39.4 kB of archives.
After this operation, 124 kB of additional disk space will be used.
Get:1 file:/localrepo stable/non-free amdé4 jatobaS5-pg-store-plans amd64 1.7.0-9
9 [39.4 kB]
Selecting previously unselected package jatoba5-pg-store-plans.
(Reading database ... 160543 files and directories currently installed.)
Preparing to unpack .../jatoba5-pg-store-plans_1.7.0-99_amd64.deb ...
Unpacking jatoba5-pg-store-plans (1.7.0-99)
Setting up jatoba5-pg-store-plans (1.7.0-99)
root@ubuntu: flocalrepo#

Pucynoxk 3.28 — YcraHoBka nakera jatoba<ver>-pg-store-plans 8 OC Ubuntu
3.3.3.26 «pg_ulid» — koMmoHeHT MOAEPKKH JeKcorpaduueckoro uaeHTupukaTopa

CIIMCOK ITaKETOB:

- jatoba<ver>-pg-ulid — pacmmupenune x CYB/Il, nmpenHa3Ha4eHHOE IS TOICPKKU

nojaepxkka tuna ganasix ULID.
@ Brenraue 3aBUCUMOCTH: HE TpeOyeT

Y cTaHoOBKa ITAKETOB:

— OC GNU/Linux Debian u npou3BoiHbIE OT HEE:
apt-get install jatoba<ver>-pg-ulid
— OC GNU/Linux Red Hat u mpou3BoHbIE OT Hee:

yum install jatoba<ver>-pg ulid

— OC ALTLinux:
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apt-get install jatoba<ver>-pg ulid

— OC openSUSE:

zypper install jatoba<ver>-pg ulid

[+ root@ubuntu: flocalrepo

root@ubuntu: flocalrepo# apt-get install jatoba5-pg-ulid

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following package was automatically installed and is no longer required:
girl.2-goa-1.0

Use 'sudo apt autoremove' to remove it.

The following NEW packages will be installed:
jatoba5-pg-ulid

@8 upgraded, 1 newly installed, & to remove and @ not upgraded.

Meed to get 6 B/8,702 B of archives.

After this operation, 44.8 kB of additional disk space will be used.

Get:1 file:/localrepo stablef/non-free amdé64 jatoba5-pg-ulid amd64 0.0.1-14.devel
[8,702 B]

Selecting previously unselected package jatoba5-pg-ulid.

Pucynok 3.29 — YcranoBka nakera jatoba<ver>-pg-ulid 8 OC Ubuntu

3.3.3.27 «ja_seceventlog» — KOMIOHEHT 3amUcH COObITHH WH(pOPMANMOHHOI
0e30macHOCTH

CIIHCOK ITaKETOB:

— Jatoba<ver>-ja_seceventlog — pacmmmpenne k CYB/I, npeanasHaueHHOE I 3aHCH

coObITHil nHPopmarnmonHon 6ezonacHoctu CYB/I.
@ Buenrnue 3aBucuMocTu: He TpeOyeT

YcTraHOBKA MAKETOB:

- OC GNU/Linux Debian 1 npou3BOAHbIE OT HEE:
apt-get install jatoba<ver>-ja-seceventlog
- OC GNU/Linux Red Hat u mpousBoiHbIE OT HEe:

yum install jatoba<ver>-ja seceventlog

— OC ALTLinux:
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apt-get install jatoba<ver>-ja seceventlog

— OC openSUSE:

zypper install jatoba<ver>-ja seceventlog

3.3.3.28 «rum» — KOMIOHEHT Mo/ aep:kku nHaAekca RUM

CIIHCOK ITaKETOB:

— Jatoba<ver>-rum — pacuupenune k CYB/], npenHazHadeHHOE I TOCTYIIA K HHACKCY

RUM CVYB/I.
@ Buenrnue 3aBucuMOCTH: HE TpeOyeT

YcTraHOBKA MAKETOB:

- OC GNU/Linux Debian u npou3BoHbIE OT HEe:

apt—-get install jatoba<ver>-rum

- OC GNU/Linux Red Hat u npou3sBoiHbIE OT HEee:
yum install jatoba<ver>-rum

— OC ALTLinux:
apt-get install jatoba<ver>-rum

- OC openSUSE:

zypper install jatoba<ver>-rum

3.3.3.29 «ja_Similar» — koMnoHeHT MOJHOTEKCTOBOI0 MOUCKA

CIIHCOK TTaKETOB:

— jatoba<ver>-ja-similar — pacmmpenne k CYBJ/l, mnpenHasHaueHHOE IS

IMMOJIHOTCKCTOBOI'O TIONCKA U OIIPCACIICHUS MMOXO0KNX TCKCTOB.

@ Breninue 3aBUCMMOCTH: HE TpeOyeT
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Y cTaHoOBKa MTAKETOB:

— OC GNU/Linux Debian u npou3BoiHbIE OT HEE:
apt—-get install jatoba<ver>-ja-similar

— OC GNU/Linux Red Hat u mpou3BoiHbIE OT HEe:
yum install jatoba<ver>-ja-similar

— OC ALTLinux:
apt-get install jatoba<ver>-ja-similar

- OC openSUSE:

zypper install jatoba<ver>-ja-similar

3.3.3.30 «ja_Inventory» — komnonenT unBentapuzanun CYB/{

CHMCcOoK MakeToB:

— Jatoba<ver>-ja-inventory — yrunura npeanasHadeHnas s naBentapusanuu CYB/I.
@ BHennue 3aBHCHMOCTH: He TpeOyeT

YcTraHOBKA MAKETOB:

- OC GNU/Linux Debian u npou3Bo HbIE OT HEe:
apt-get install jatoba<ver>-ja-inventory

- OC GNU/Linux Red Hat u mpon3BoiHEIE OT Hee:
yum install jatoba<ver>-ja-inventory

— OC ALTLinux:

apt-get install jatoba<ver>-ja-inventory

— OC openSUSE:
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zypper 1install jatoba<ver>-ja-inventory

3.3.3.31 «pg_repack» — KOMIIOHEHT peopraHu3auu TAOHIL

YcraHoBKa KOMITOHEHTa omnucaHa B jJokymeHte 643.72410666.00067-07 98 01-24
«PyxoBojicTBO Mo HacTpoiike. Yacts 24. Peopranuzanus tabnui. KommnoHeHT «pg_repack.

3.3.3.32 tsvector2 — KOMNOHEHT pacIIMPEHHOr0 THIA JaHHBIX tsvector

CHMCcOK MakeToB:

— Jatoba<ver>-tsvector2 — yrunura npeaHasHaueHHas s maBeHTapu3anuu CYB/I.
@ BHemnue 3aBuCHMOCTH: He TpeOyeT

Y cTaHOBKa ITAKETOB:

— OC GNU/Linux Debian u npou3BoiHbIE OT HEE:

apt-get install jatoba<ver>-tsvector?

- OC GNU/Linux Red Hat u mpou3BoiHEIE OT Hee:

yum install jatoba<ver>-tsvector?2

— OC ALTLinux:

apt-get install jatoba<ver>-tsvector?

— OC openSUSE:

zypper install jatoba<ver>-tsvector?2

3.3.3.33 Komnonentsl noaaepxku monutopura CYB/]

YcTaHOBKa KOMIIOHEHTOB:

- jatoba* _node_exporter;

jatoba*_postgres_exporter;
— jatoba*_sql_exporter;
- cucteMbl «Prometheusy;

— yTUINTa «alertmanagery;
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ommcana B gokymeHte 643.72410666.00067-07 98 01-28 «PykoBoaCTBO 1O HACTpOUKE.
Yacts 28. [logaepxkka monutopunra CYB/I.

3.4. Mopsapok ycranoBku CYBJl «Jatoba» ma OC GNU/Linux, ocHOBaHHO#i Ha
Debian u3 J10kaJbHOr0 peno3uTopust

Hns  ycranoBku CYB]J]  «Jatobay  HEOOXOIMMO  BBITIOJHUTH  CJIEAYIOIIYIO
MOCIeA0BaTEIbHOCTD JICHCTBUM:

1)  Cospnars katanor /localrepo, BeimoHUB KOMaHTy:

mkdir /localrepo

2) B xaramor /localrepo ckonmpoBath HeoOXoaMMbIe (aiiabl JUIS  YCTAaHOBKH

CVYB]l «Jatobay.

0 TpebyeTcst ckomupoBaTh MONTHYIO CTPYKTYPY (aillioB v KaTajaoroB U3 AUCTPUOYTHBA.
Taxxe momyckaercst ycranoBka ¢ CD/DVD Hocutens namnpsmyro. B aTom ciaydae,
M0JIL30BATEIT0 HEe TpeOyeTcs KomupoBath ¢aiiibl, a BMecto /localrepo Bo Beex mrarax
Jajiee yKa3blBaTh COOTBETCTBYIOIIUH ITyTh 10 HOCUTENS U TUPEKTOPHIO PETIO3UTOPHS

CVYB/] na Hocurene st coorBeTcTBYomend OC.

CrpykTypa KaTajmora TucTpuOyThBa Jjs Bcex moamaepxkuBaecMbix OC GNU/LinuXx,

ocHoBaHHBIX Ha Debian, onncana B Tabmure I1 1 [Mpunoxenus 1.

3) [IpoBepuTh pe3ysabTaT KOMUPOBaHUsA Beex (aiiaoB, mepeitns B karajor /localrepo u

BBIMOHKUB Komauay (cMm. puc. 3.30):

ls -1

root@ubuntu: flocalrepo

File Edit View Search Terminal Help

root@ubuntu: /localrepo# 1s -1

total 12

-rwxrwxrwx 1 root root 2444 Oct 2 20:27 DEB-GPG-KEY-Jatoba
drwxrwxrwx 3 root root 4096 Oct 4 @7:21

drwxrwxrwx 3 root root 4096 Oct 4 @7:21

root@ubuntu: /localrepo# [

Pucynok 3.30 — [IpocmoTp karasora /localrepo

4) Y CTaHOBUTH OTKPBITBIN KITHOY PEIO3UTOPHUS IIPH MOMOIIK KoMaH bl (cM. puc. 3.31):
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apt-key add /localrepo/DEB-GPG-KEY-Jatoba

root@ubuntu: flocalrepo

File Edit View Search Terminal Help

root@ubuntu: /localrepo# apt-key add flocalrepo/DEB-GPG-KEY-Jatoba
OK
root@ubuntu: /localrepo# [

Pucynoxk 3.31 — YcraHoBKa OTKPBITOTO KITFOYa

0 Jlns 6onee HoBbIx Bepeuit OC GNU/Linux, ocHoBanHbIX Ha Debian (Astra Linux 1.8,
Debian 12, Ubuntu 24.04 u nqpyrux), peKOMEHIyeTCs JOOABIAThH KITI0Y PETIO3UTOPHS

CJIEAYIOIIUM 00pa3oM.

CxonupoBaTh KIIt0U PENO3UTOPUSL:

cp /localrepo/DEB-GPG-KEY-Jatoba /etc/apt/keyrings/

JloGaBUTH OMHMCaHNE HOBOTO PETIO3UTOPHS B CIIHCOK:

echo "deb [signed-by=/etc/apt/keyrings/DEB-GPG-KEY-
Jatoba] file:///localrepo stable non-free" >
/etc/apt/sources.list.d/jatoba-<ver>.1list

3nech jatoba-<ver> - Bepcus ycranaBnuBaemoit CYB]] «Jatobay.
3areM BBIMOJIHUTE 6) M3 TaHHOTO MOIpa3eia.

5) Coznate (haiin ¢ onucaHueM JIOKaJIbHOTO PENO3UTOpHUsl B cucTeMe, ums (aiina

peno3uTopusi U ero cojepkumoe s coorercTytomeit OC ykazano B Tabmuie I1 2 [Tpunoxxenus

1:
nano /etc/apt/sources.list.d/jatoba-4.list
root@ubuntu: fusrfjatoba-4/bin

File Edit View Search Terminal Help
GNU nano 2.9.3 etc/apt/sources.list.d/jatoba-4.1list

ﬂ file:///localrepo

Pucynok 3.32 — Onucanue JOKaJIbHOTO PETO3UTOPHUS

6) OOHOBHTH OITUCAHUS ITAKETOB MTPH IOMOIIM KOMaH bl (cM. puc. 3.33):
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apt—-get update

root@ubuntu: flocalrepo

File Edit View Search Terminal Help

root@ubuntu: /localrepo# apt-get update
Get:1 file: flocalrepo stable InRelease [2,125 B]
Get:1 file:/localrepo stable InRelease [2,125 B]

Get:2 file:/localrepo stable/non-free amd64 Packages [7,989 B]

Hit:3 http://us.archive.ubuntu.com/ubuntu bionic InRelease

Get:4 http://security.ubuntu.com/ubuntu bionic-security InRelease [88.7 kB]

Get: :f/security.ubuntu.comfubuntu bionic-security/main amd64 DEP-11 Metada
ta [55.3 kB]

Get:6 http:f/security.ubuntu.comfubuntu bionic-security/universe amd64 DEP-11 Me
tadata [61.0 kB]

Pucynok 3.33 — OGHOBJICHUE OMMCAHUS ITAKETOB

7) YcranoButh ocHOoBHBIE TakeTl CYBJl «Jatoba» mpu momorm koMaHAbl (CM. pHC.

3.34);

apt-get install jatoba<ver>-client jatoba<ver>-contrib
Jjatoba<ver>-libs jatoba<ver>-server

0 ITaketsl jatoba<ver>-client, jatoba<ver>-contrib, jatoba<ver>-libs, jatoba<ver>-

server sBisroTCs 00s13aTenbHbIMU TS yeTaHoBku CYB/I.

[Tpr He0OXOMMOCTH YCTAaHOBKH JIOTIOJIHUTENIBHBIX TAKETOB CM. pazzen 3.3.3

root@ubuntu: flocalrepo
File Edit View Search Terminal Help
root@ubuntu: /localrepo# apt-get install jatoba4d4-client jatobad-contrib jatoba4-1
ibs jatobad-server
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following package was automatically installed and is no longer required:
1Libllvm7
Use 'sudo apt autoremove' to remove it.
The following additional packages will be installed:
gis-activator1l libevent-core-2.1-6 libevent-pthreads-2.1-6
The following MEW packages will be installed:
gis-activatorll jatoba4-client jatoba4d4-contrib jatoba4-libs jatobad-server
libevent-core-2.1-6 libevent-pthreads-2.1-6
® upgraded, 7 newly installed, ® to remove and ® not upgraded.
Meed to get 91.1 kB/18.5 MB of archives.
After this operation, 50.0 MB of additional disk space will be used.
Do you want to continue? [Y/n]
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Pucynoxk 3.34 — YcTaHOBKa OCHOBHBIX TTAKETOB
8) [lepeiiTu B gupexTopuio pacrosiokenus ucnonHseMbix ¢ainoB CYB]] «Jatobay,

BBIITOJIHUB KOMaHy (cM. puc. 3.35):

cd /usr/jatoba-<ver>/bin/

rookt@ubuntu: fusrfjatoba-4/bin

File Edit View Search Terminal Help

root@ubuntu: /localrepo# cd fUSrijataba-dfbinj
root@ubuntu: fusr/jatoba-4/bin#

Pucynok 3.35 — [lepexon B AMPEKTOPHUIO yCTAHOBKU

9) NuunnmanuzupoBate katanor gaHHbix CYBJ[ «Jatoba» mpu momomm KOMaHIbI

(cm. puc. 3.36):
./Jjatoba-setup initdb jatoba-<ver>

root@ubuntu: /usrfjatoba-4/bin
File Edit View Search Terminal Help

root@ubuntu: fusr/jatoba-4/bin# ./jatoba-setup initdb jatoba-4
Initializing database ... OK

root@ubuntu: fusr/jatoba-4/bin# [

Pucynok 3.36 — Ununumanuzanus karanora CYBJ]

@ HpI/I HHUIHAIN3AIMNU KaTajlora JaHHbIX MOYXHO SIBHO YKa3aTh A3BIK U KOAUPOBKY, JJIA

3TOTO CJEAYET J00aBUTh MEPEMEHHYIO OKPYKEHUS:

PGSETUP_INITDB_OPTIONSZ"——localezru_RU.utf8
--encoding=UTF-8" ./jatoba-setup initdb jatoba-4

@ [Tpu ommobkax «Data directory is not empty!» unm «Initializing database... mkdir:
HEBO3MOJKHO c03J1aTh Katajor «var/lib/jatoba/4/data/logy: daiin cymectsyer failed,
see /var/lib/jatoba/4/initdb.logy Hy»)HO BBeCTH KOMaH/y MPUHYIUTEIHLHOTO YIAICHUS

KaTaJiora 1 €ro CoACp>KumMoro.

o [lepen ynanenueMm HEOOXOIUMO YOCAUTHCS, UYTO BCE HYXKHBIE TAHHBIE COXPAHECHBI.
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rm -rf /var/lib/jatoba/<ver>/data/*

10)  Anmunancrpatopy CVYBJ/l pekoMeHayeTcs HW3MEHHUTbh Jpyrue mapamMerpbl B
KoHurypannoHHoM (aiine postgresql.conf, B 3aBucumoctu ot ycnosuii sxcruryatannu CYBJ]
(momonmHuTenbHAs HMH(GOpPMANMS OMNKMCaHA B JOKYMEHTE «3allWIIeHHas CHCTeMa YIpPaBICHUS

0azamu naHHbIX «Jatobay. PykoBoacTBO agMuHECTpaTopay).

11) Ilpu HeoOXxomammocTH 100aBUTH CiayxkO0y Jatoba B aBTO3amyCK B COOTBETCTBHH C

MyHKTOM 3.6.
YcranoBka CYB/]] «Jatobay 3aBepiieHa.

3.5. ITopsinok yeranoBku CYB/I «Jatoba» na OC cemeiictea GNU/Linux, ocHoBaHHO#1
Ha RPM u3 JI0KaJIBbHOI0 peno3uropus

JLoist YCTaHOBKHU CYB[ «Jatobay HEO0XO0IUMO BBIIOJIHUTE CIICIYIOLLY O

OCIeA0BaTEeIbHOCTD JICHCTBUM:

1) Cosnatp karajor /localrepo, BeimonHUB KOMaHY:

mkdir /localrepo

root@localhost:/home/user

@awrn Tlpaska Bug [llowck TepmudHan Crnpaexa

[root@localhost user]# mkdir /localrepo
[root@localhost user]# |

Pucynok 3.37 — Co3nanue katanora localrepo
2) B karanor /localrepo cxomupoBath HeoOXoaumbie ¢aitnsl 1 ycraHoBku CYBJI

«Jatobay.

0 TpeOyetcst ckonupoBaTh MOJTHYIO CTPYKTYPY (haiiyioB ¥ KaTaoroB U3 AUCTPUOYTHUBA.
Taxxe momyckaercst ycraHoBka ¢ CD/DVD Hocutens Hampsimyto. B atomy ciydae,
0JIL30BaTEIT0 HEe TpeOyeTcs KonmupoBath ¢aitnel, a BMecto /localrepo Bo Bcex mrarax
Janee yKa3blBaTh COOTBETCTBYIOIIUH ITyTh 10 HOCUTEIS U TUPEKTOPHIO PEMO3UTOPHUS

CVYB]I na Hocutene mis coorBercTByroMEe OC.

CrpykTypa KaTaimora DucTpuOyTuBa mjis Bcex moamepxkuBaecMbix OC GNU/Linux,

ocHoBaHHbIX Ha RPM, onucana B Tabnuue 111 [Ipunoxenus 1.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M: ‘
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3) [IpoBeputsb pe3ynbrar KonmupoBaHus Bcex (haiiios, nmepeiing B karasor /localrepo u

BBIMOJIHUB KOMaH Ty (cM. puc. 3.38):
1s -1

root@localhost:/localrepo

@awrn Tlpaska Bug [llowck TepmudHan Crnpaexa

[root@localhost user]# cd /localrepo
[root@localhost localrepol# 1ls -1

wtoro 12

drwxrwxrwx. 2 root root 4896 okt 25 11:57
drwxrwxrwx. 2 root root 4896 okt 25 11:57 [EllelER#]
-rwxrwxrwx. 1 root root 1774 okt 11 13:14
[root@localhost localrepol#f

Pucynoxk 3.38 — IIpocmotp katanora /localrepo

4) VY CTaHOBHUTH OTKPBITHIH KIFOY PEITO3UTOPHUS TIPH MTOMOIIK KOMaHbI (cM. puc. 3.39):

@ Toabko njsg OC AabT

B yxazannoit OC panHbld mar nponyckaerca. I[IpoBepka LENOCTHOCTH U
JOCTOBEPHOCTH YCTaHABIMBAEMBIX IAKETOB OCYIIECTBIIETCA C HCIOJIb30BaHUEM

KOHTPOJIBHBIX CYMM, YKa3aHHBIX B OpMYJIsipe.

rpm --import /localrepo/RPM-GPG-KEY-Jatoba

root@localhost:/localrepo

@ain Tlpaeka Buwg T(owck TepmuHan Cnpaeka

[root@localhost localrepol]# rpm —-import /localrepo/RPM-GPG-KEY-Jatoba
[root@localhost localrepol#

Pucynok 3.39 — YcraHOBKa OTKPBITOTO KITFOYa
5) Co3nath ¢aii ¢ ONMMCaHUEM JIOKAIBHOTO PETMO3UTOpUsl B cucTeMme, ums (aitna
peno3uTopuss W ero cojaepxkumoe s coorBercTByromeit OC ykazano B Tabmuie [12

[Mpunoxenus 1:

nano /etc/yum.repos.d/jatoba-<ver>.repo

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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root@localhost:/localrepo e ® ®

@awn TlpaBka Bug [(lowck TepmudHan CnpaeBka

[root@localhost localrepol]#f nano /etc/yum.repos.d/jatoba-4.repo

Pucynok 3.40 — Co3ganue aitsia ¢ onrcanueM peno3uTopus
Hampumep, mns PEJI OC 7.2 Mypom HeEoOXOAMMO J00aBUThH CIEAYIOIIEe OIMCaHUE

penosutopus B (paiin /etc/yum.repos.d/jatoba-4.repo:

[Jatoba-4]

name=Jatoba 4 Official Repository
baseurl=file:///localrepo

enabled=1

gpgcheck=1
gpgkey=file:///localerepo/RPM-GPG-KEY-Jatoba

@ Toawbko aas OC Alt Linux (AasTt 8 CII 1 T.11.)

Onucanue peno3uTopus HEOO0XOANMO N00aBIATh B daiin
[etc/apt/sources.list.d/jatoba-4.list, anaornyHO TOMY Kak 3TO JCIACTCS B CUCTEMAX,

ocHoBaHHbIX Ha Debian:

rpm file:///localrepo x86 64 classic

6) OOHOBHTH OITUCAHUS TTAKETOB MPH MOMOIIY KOMaH kI (cM. puc. 3.41):

yum makecache

root@localhost:/localrepo

@ain Tlpaeka Bug T(owck TepmuHan Cnpaeka

[root@localhost localrepol]#f yum makecache
Red0S - Base 45 kB/s

Red0S - Updates 53 kB/s
Jatoba 4 0fficial Repository 34 MB/s
Co3fgaH Kaw MeTafaHHbIX .

[root@localhost localrepo]#

Pucynok 3.41 — OGHOBJICHUE OMMCAHUS TAKETOB

Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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@ Toabko aaa OC Alt Linux (Anbt 8 CII 1 T.11.)

OOHOBHTH OITUCAHUE ITAKETOB MTPH TIOMOIIM KOMaH bl (cM. puc. 3.42):

apt-get update

55 root@vm-alt8spsrv-test1: /localrepo

nony4exo:
nony4yeHo 2
Ha :
H €HOo
HaunaeHo

COTTVTO =

HauaeHo
HavnaeH . . < d
YTeHune CK( aK aBepuweHo

() [ e J Ba 3aBUCUMOCTEW... 3aBepuweHo

[root@vm-alt8spsrv-testl localrepol# B

30

1/classic pkglist
n/classic release

&
S
S
%
S
&
S
S
“
S

Pucynok 3.42 — OGHOBJIEHHE ONTUCAHUS ITAKETOB

7) VYcranoButh ocHoBHble makeThl CYBJl «Jatoba» mipu momomm KOMaHIbI
(cMm. puc. 3.43):

yum install jatoba<ver>-client jatoba<ver>-contrib jatoba<ver>-
libs jatoba<ver>-server

0 [Taxersr jatoba<ver>-client, jatoba<ver>-contrib, jatoba<ver>-libs u jatoba<ver>-

Server sBisroTCs 00s13aTenbHBIMU J1s yeTaHoBku CYB/I.

[Tpr HEOOXOAMMOCTH YCTAHOBKH JOMOIHUTEIFHBIX TTAKETOB CM. ITyHKT 4.5.2

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:




71
643.72410666.00067-07 97 01

root@localhost:/localrepo

@ain lMpaeka Bug Mowck TepmuHan Cnpaeka

[root@localhost localrepol# yum install jatoba4d4-client jatoba4-contrib jatoba4-1
ibs jatoba4-server

MNocnegHAR npoBepkKa OKOHYaHWA cpokKa [elCTBWA MeTapaHHblx: B:84:55 Hazapn, BT 2b oKkT
2822 12:88:58.

3aBUCUMOCTI pa3peleHsl.

YcTaHoeka:
jatobad4-client x86 .5, jatoba-4

jatobad4-contrib Xx86_ .5. jatoba-4
jatobad-libs Xx86_ 5. jatoba-4
jatobad4-server X86 .b. jatoba-4
YcTaHoBKka 3aBUCUMMOCTER:

gis-activatorll Xx86_ 1. jatoba-4

PeayneTaT TpaH3akyun
YcTadHoeka 5 lMakeToe
0BbwwidA pazmep: 12 M

06veM naMeHeHwit: 52 M
MpogonuuTL? [ﬂfH]:|

Pucynok 3.43 — YcTaHOBKa OCHOBHBIX TTAKETOB
@ Toabko ansa OC Alt Linux (Aast 8 CII 1 T.11.)

YcranoBuTh ocHOBHBIC makeThl CYBJ] «Jatobay mpu moMorm KOMaH/IbI:

apt-get install jatoba<ver>-client jatoba<ver>-contrib
Jjatoba<ver>-1libs jatoba<ver>-server

8) [lepeiitTn B AupekTopuio pacnonoxeHus ucnoiHsembix QaitnoB CYB]l «Jatobay,

BBITIOJTHUB KOMaHty (cM. puc. 3.44):

cd /usr/jatoba-<ver>/bin/

root@localhost:/usr/jatoba-4/bin

@ain Tlpaeka Bug Tlouck TepmuHan CnpaBka

[root@localhost localrepol]# cd fusr/jatoba-4/bin/
[root@localhost bin]#

Pucynok 3.44 — [lepexon B AMPEKTOPHIO yCTAHOBKU

Ne uzmenenus: ‘ﬁHOAHHCLOTB.HMua: ‘,HaTaBHECCHHHHBMl
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9) NuunmanmsupoBats katanor nanHeix CYBJl «Jatobay mnpu moMOIIM KOMaHJIbI

(cm. puc. 3.45):

./Jjatoba-setup initdb jatoba-<ver>

root@localhost:/usr/jatoba-4/bin

@awn Tlpaska Bug [(lowck TepmudHan Cnpaexa

[root@localhost localrepol#f cd /usr/jatoba-4/bin/
[root@localhost bin]# ./jatoba-setup initdb jatoba-4
Initializing database ... 0K

[root@localhost bin]#‘

Pucynok 3.45 — Ununmanuzanus karanora CYBJ]

@ ITpu ommbkax «Data directory is not empty!» win «Initalizing database... mkdir:
HEBO3MOXKHO co31aTh Karajior «var/lib/jatoba/4/data//log»: daiin cymectByer failed,
see /var/lib/jatoba/4/initdb.log» HyxHO BBeCTH KOMaH/Ty IPUHYIUTEIBHOTO YIAICHHS

KaTajiora 1 €ro CoacpKumMoro.

0 [Tepen ynanenueM He0OX0IMMO YOEIUTHCS, UTO BCE HYKHBIC JJAaHHBIC COXPAHEHBI.

rm -rf /var/lib/jatoba/<ver>/data/*

10) Anmvunncrparopy CVYBJ] pekomeHIyeTcs W3MEHHTh Jpyrue Iapamerpbl B
KoH(urypannoHHoM ¢aiine postgresql.conf, B 3aBucumoctu ot ycnoBuit skcruryatanuu CYB]]
(momonuuTenbHas uHPOpManMa onucaHa B JAokymeHTe 643.72410666.00067-07 95 01

«3aluIneHHas CucTeMa yrpasiieHus 0a3aMu TaHHbIX «Jatobay. PykoBoacTBO aqMUHHCTpATOPa»).

11) Ilpu HeoOxomumocTH M00aBHUTH CiIykOy Jatoba B aBTO3amyck B COOTBETCTBHHU C

MyHKTOM 3.6.
Ycranoka CYB/] «Jatobay 3aBepieHa.

3.6. /lo6aBienue B aBTo3anmyck cay:kobl Jatoba B OC GNU/Linux
Hns 3arpy3ku CYBJ] «Jatobay Bmecte ¢ OC HEOOXOAMMO BBIMIOJHUTH CIICAYIONINE

NEUCTBUSL:

1) 3aIyCTHTh CEPBHC.

‘ Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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2) Jlo6GaBuTh ero B cmucok aBro3amycka npu crapre OC, BBINOJIHMB KOMAaHIIbI

(cm. puc. 3.46):

systemctl start jatoba-<ver>

systemctl enable jatoba-<ver>

root@localhost:/usr/jatoba-4/bin

@awrn Tlpaska Bug [llowck TepmudHan Cnpaeka

[root@localhost binl# systemctl start jatoba-4

[root@localhost bin]# systemctl enable jatoba-4

Created symlink /etc/systemd/system/multi-user.target.wants/jatoba-4.service - /
usr/lib/systemd/system/jatoba-4.service.

[root@localhost binl# |

Pucynok 3.46 — 3amyck cepBuca u 100aBlIieHHE B aBTO3arpy3Ky
3.7. Hopsinok ycranoBku CYB/I «Jatoba» u3 DEB/RPM-¢aiisio
YcranoBka u3 (HaidyioB SIBISETCS ONIMOHAIBHBIM CIOCOOOM U TpeOyeT Oouiblile pydHOU
paboThI OT IMOJBH30BATENSI 110 YCTAHOBKE 3aBHCHMBIX IAaKeTOB. [loyb30BaTENIsIM PEKOMEHTYETCS

IMPOU3BOANUTL YCTAHOBKY MCTOJaMHU, OITMCAHHBIMU B IIOApa3aciiax 3.1 n/unm 3.5 B 3aBUCUMOCTH OT

OC.

3.7.1. YcranoBka CYB/I «Jatoba» u3 DEB-¢aiinos
YcranoBka u3 (aiiyioB mpenoaaraeT, 4To y mojib30BaTeis nMmeeTcst ocHoBHoM Habop DEB-

¢daiinoB, KOTOPhIE OH MOXKET CKayaTh C OPUIIMATLHOTO KOMITAKT-IUCKa:
_ jatoba<ver>-client;
— jatoba<ver>-contrib;
_ jatoba<ver>-libs;

— jatoba<ver>-server.

0 [Taketsr jatoba<ver>-client, jatoba<ver>-contrib, jatoba<ver>-libs, jatoba<ver>-
Server aBisroTcs o0s3arenbHbIMU 17151 yeTaHoBKkH CYB/I.
[Ipr He0OXOAMMOCTH YCTAHOBKH JIOTIOJIHUTENIBHBIX TAKETOB CM. MyHKT 3.3.3

s ycranoBku CYB/] «Jatoba» n3 DEB-¢aiinoB Heo0X01UMO BBITIOJHUTH CJIEAYIOIIYIO

OCJIEIOBATEILHOCTE NEHCTBHIA:

‘ Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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1) [lepeiitn B TUPEKTOPHIO TUCTPUOYTHBA, I/I€ PACIIONIOKEHBI ycTaHoBouHble DEB-

(aiibl:
cd <nyTb OO IOMPEKTOPUM>
2) BBINOJIHUTE KOMaH/ly YCTaHOBKHA OCHOBHBIX ITakeToB (cM. puc. 3.47):

dpkg -1 jatoba<ver>-client X.X.X-X amd64.deb jatoba<ver>-
contrib X.X.X-X amd64.deb jatoba<ver>-libs X.X.X-X amd64.deb
jatoba<ver>-server X.X.X-X! amd64.deb

root@ubuntu: /packages
File Edit View Search Terminal Help

root@ubuntu: /packages# dpkg -1 jatobad4-client 4.5.1-999 amd64.deb jatobad-contri
b 4.5.1-999 amd64.deb jatoba4-1ibs 4.5.1-999 amd64.deb jatoba4-server 4.5.1-999
amdé64.deb I

Pucynoxk 3.47 — Komania ycTaHOBKM OCHOBHBIX ITAaKETOB

@ ]_—[J'IH YCTaHOBKH 0a30BBIX ITAKETOB Tpe6yeTC}I YCTaHOBKAa MHOKCCTBaA 3aBUCUMOCTEH.

Hepa3pemeHHLIe 3aBUCHUMOCTHU MMPUBOJAT K IOABJIICHUTIO oIMOOK Ha CTaan YCTaHOBKH

(cMm. puc. 3.48):

! Homep Bepcum yTOUHSETCS TIPH MOCTABKE M3/ENTHS

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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rook@ubuntu: /packadges

File Edit View Search Terminal Help
update-alternatives: using fusr/jatoba-4/sharefdoc/man/manl/pg dump.1 to provide
fusr/share/man/mani/pg_dump.1 (jatoba-pg_dumpman) in auto mode
update-alternatives: using fusr/jatoba-4/share/doc/man/manl/pg_dumpall.l to prov
ide Jfusr/fshare/man/manl/pg_dumpall.l (jatoba-pg_dumpallman) in auto mode
update-alternatives: using fusr/jatoba-4/sharefdoc/man/manl/pg restore.1 to prov
ide fusr/share/man/manl/pg restore.1 (jatoba-pg restoreman) in auto mode
update-alternatives: using /fusr/jatoba-4/sharefdoc/man/manl/psql.1 to provide fu
sr/sharef/man/manl/psql.1 (jatoba-psqlman) in auto mode
update-alternatives: using fusr/jatoba-4/share/doc/man/manl/reindexdb.1 to prowvi
de fusr/fshare/man/manl/reindexdb.1 (jatoba-reindexdbman) in auto mode
update-alternatives: using /fusr/jatoba-4/sharefdoc/man/manl/vacuumdb.1 to provid
e fusr/sharef/man/manl/vacuumdb.1 (jatoba-vacuumdbman) in auto mode
dpkg: dependency problems prevent configuration of jatoba4-contrib:
jatobad4-contrib depends on jatoba4-server (= 4.5.3-1048); however:

Package jatoba4-server is not configured yet.

Package jatobad-server which provides jatoba4-server is not configured yet.

dpkg: error processing package jatobad4-contrib (--install):
dependency problems - leaving unconfigured
Processing triggers for libc-bin (2.27-3ubuntul.6)
Errors were encountered while processing:
jatobad4-server
jatoba4-contrib
root@ubuntu: /packadges# I

Pucynok 3.48 — Ommbku Hepa3peIeHHbIX 3aBUCUMOCTEN

3) VYcTaHOBUTHL BCE  OCTaBIIMECS 3aBHCHMOCTH B aBTOMaTHYECKOM PEXKHUME

(cm. puc. 3.49):
apt-get install -f

root@ubuntu: /packadges

File Edit View Search Terminal Help

root@ubuntu: fpackadges# apt-get install -f

Reading package lists... Done

Building dependency tree

Reading state information... Done

Correcting dependencies... Done

The following packages were automatically installed and are no longer required:
1libllvm7 linux-headers-4.18.0-15 linux-headers-4.18.0-15-generic
linux-image-4.18.0-15-generic linux-modules-4.18.0-15-generic
linux-modules-extra-4.18.0-15-generic

Use 'sudo apt autoremove' to remove them.

The following additional packages will be installed:
libevent-core-2.1-6 libevent-pthreads-2.1-6

The following NEW packages will be installed:
libevent-core-2.1-6 libevent-pthreads-2.1-6

6@ upgraded, 2 newly installed, ® to remove and 3 not upgraded.

2 not fully installed or removed.

Need to get 91.1 kB of archives.

After this operation, 283 kB of additional disk space will be used.

Do you want to continue? [Y/n] I

Pucynok 3.49 — YcTaHOBKa OCTaBIIMXCS 3aBUCHMOCTEH

Ne uzmenenus: ‘]IOHHHCBOTB.HHHa: ’,HaTaBHeceHMﬁM3M:
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Hanbueiimas ycranoBka CYB/I «Jatoba» ananorndyna nmopsiiky, ornmucaHHOMY B TIOJIpa3/iesie

3.1, ¢ mara mepexo/ia B AUPEKTOPHUIO PACIIONIOKEHUS UCTIOHAEMBIX (ailyioB.

3.7.2. YcranoBka CYB/I «Jatoba» u3 RPM-paiiios
YcranoBka u3 (aisioB mpernoiaraet, 4To y mojib30BaTess UMeeTcs OCHOBHOM Habop RPM-

¢aitiioB, KOTOpbIE OH MOKET CKayaTh C O(PUIIMATEHOTO KOMIAKT-ANCKA!
- jatoba<ver>-client;
— jatoba<ver>-contrib;
— jatoba<ver>-libs;
- jatoba<ver>-server.
0 [Maketsr jatobad-client, jatobad-contrib, jatoba4-libs, jatoba4-server seisroTcs
oOsi3arenbHbIME JUTst yeTaHoBKU CYB/I.
[Tpr HEOOXOAMMOCTH YCTAHOBKH JIOTIOJIHUTEIIBHBIX TTAKETOB CM. IMMyHKT 3.3.3.
s ycranoBku CYB]] «Jatoba» u3 RPM-daiinioB He0OX0AMMO BBIIOJIHUTH CIEAYIONIYIO
MIOCJIEA0BATENBHOCTD IEUCTBUN:
1) [lepeliTn B TUPEKTOPHUIO AUCTPUOYTHUBA, TJE PACIOIOXKEHBI ycTaHOBOUYHBIE RPM-

¢aitnbr:

cd <O0yTe OO IUPEKTOPUM>

2) BEITOTHUTE KOMaH/ Ty yCTaHOBKH OCHOBHBIX 1akeToB (cm. puc. 3.50):

rpm -1 jatoba<ver>-client X.X.X-X amd64.rpm jatoba<ver>-
contrib X.X.X-X amd64.rpm jatoba<ver>-libs X.X.X-X amd64.rpm
jatoba<ver>-server X.X.X-X? amd64.rpm

2 Homep BEpCHH yTOUHAETCS MPH TIOCTABKE M3/IEIHs

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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root@localhost:/packages

@awn [lpaeka Bwg [Mowck TepmudHan Cnpaeka

[root@localhost packages]# rpm -i jatobad4-client-4.5.1-1883.x86 64.rpm jatobad4-c
ontrib-4.5.1-18683.x86 64.rpm jatoba4-1ibs-4.5.1-1883.x86 64.rpm jatoba4-server-4
.5.1-10803.x86_64.rpm |

Pucynoxk 3.50 — Komania ycTaHOBKM OCHOBHBIX ITaKETOB

@ Jljis ycTaHOBKM 0a30BbIX MAKETOB TPEOYETCsl YCTAHOBKAa MHOKECTBA 3aBUCUMOCTEH.
Hepaspeniennble 3aBUCHUMOCTM HPUBOASAT K IMOSIBJICHHIO OIIMOOK Ha CTaauu

YCTaHOBKH.

3) BreinoaHuTh YCTAHOBKY 3aBHCHUMBIX ITAKCTOB C IMTOMOIIBIO OJIHOM W3 CICAYIOIIUX

KOMaH/I:

yum install <ummsa nakera>

rpm —-i <uMsa naxkeTa>

@ Toanko niass OC AabT

YcTaHOBKa 3aBUCHMBIX IMAKETOB MPOUCXOAUT IIPU MOMOIIM CIEAYIOIIEH KOMaH/IbI

(cm. puc. 3.51):

apt-get install <ums nakeTa>

ocne pacnako : encHo @B OWCKOBOTO MPOCTPAHCTBA.
Mo 0: 1h yandex.ru p9/branch/x86 64/classic glibc 6:2.27-alt14:p9+285569.300.3.1@163

+ H
2188044 [41,7kB]
0 41,7

B R R R R R s [1

R R s [ 10

Pucynok 3.51 — YcranoBka 3aBucumoro makera «glibcy

Hanpuerimas ycranoBka CYB]] «Jatoba» anamorwmdna, onmcanHomy B mojapaszeine 3.1, ¢

nrara 8) mepexo/1 B IMPEKTOPHUIO PACTIONIOKEHUS HCTIOTHIEMBIX (DaiiiioB.

‘N§H3MeHeHMﬂ: Iloamuce oTB. JIMNA: ‘,HaTaBHECGHHHHBMl
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4. YCTAHOBKA CYBJ] «JATOBA» HA OC CEMEMCTBA MICROSOFT
WINDOWS

VYcranoBka CYB]] «Jatoba» momxHa BBIONHATHCS JOBEPEHHBIM aJMHUHHCTPATOPOM B

COOTBCTCTBHHU C IAHHBIM JOKYMCHTOM.

@ [Topsimox yctaHoBKM AuCTpuOyTHBa aHanmorndeH Ha Bcex OC cemeiicTBa

Microsoft Windows

B nponecce ycranoBku CYB/] He clienyeT ucnoib30BaTh:
—  nmomeHHble uMeHa (domain_name\user_name);

—  HWMEHa ¢ npobenamu.

4.1. MMopsinok ycranoBku CYBJ] «Jatoba» na OC Windows Server 2016
o Ilepen ycranoBkoii CYB/] «Jatoba» nHa OC Windows HeoOX0oauMo YOSAUTHCS, Y4TO
yctanoBieH Visual C++ 2017 Redistributable 14.23.27820. B citry4yae ero oTcyTCTBUS

— IIPOBECTU YCTaHOBKY

s ycranoBku CYBJ] «Jatoba» Ha OC Windows HE0OXOAMMO BBITOJHUTE CIEAYIOUIYIO
HOCJIEIOBATEILHOCTE NEHCTBUIA:

1) B OC Windows 3amyctuts daiin «Jatobalnstaller-X.X.X-X3.msi».

2) B oTkphIBIIIEMCSI OKHE TIPUBETCTBUS HaXaTh KHOIIKY «Jlanee» (cm. puc. 4.1).

8 Homep BepcHM yTOUHAETCS P TIOCTABKE M3/IEIHS

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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]ﬂ ¥eranoeka Jatoba-5

Bac npuBeTCTBYET MacTep yCTaHOBKM
Jatoba-5

MacTep YCTaHOBKM YCTaHOBMT Jatoba-5 Ha KoMNsHoTEPe,
HakmuTe kHonky "Aanee”, 4Tobbl NPoACKMTE, AW
KHOMKY "OTMeHa", JTobbl BEIATY M3 MacTEPa YCTaHOBKK,

Hazan fanee 4 OTmeHa

Pucynok 4.1 — 3anyck mactepa yCTaHOBKU
3) B nunanoroBoM okHe «JIMIIEH3MOHHOE COIVIAILIEHUE» IPOYECTh  YCIOBHS
JUIEH3UOHHOTO COTJIALIeHMsI, 3aTeM YCTAaHOBUTh (PJIaKOK HANpPOTUB «S NMpUHHUMAIO YCIOBHS

JIMIIEH3UOHHOTO COTJIAIICHHS» M HaXKaTh KHONKY «/lanmee» (cM. puc. 4.2).

]‘E] ¥cranoeka Jatoba-5 - >
JINLEH3HOHHOS CoOrnalleHne
BHMMETENEHD NPOYMTARTE CNEAYIOWEE AMUEHSMOHHOE COTNaLLEHHE
1. TepMuHbl 1 onpegensHun ~

1.1. HacToswee JMUEH3NOHHOE COMMAlWEHWE ABNAETCA ofwed odepTol mewgy
000 "Tazwngopmcepsuc” M MNonbzoBaTeneM - GUIMYSCKMM WM HKPHIHYECKHM
nuuom. HacToswee IMUEHEMOHHOE COTNAWEHWE B CNYYaE COMACHA, BoIPaXEHHOND B
fopMe HE¥aTHA KHenkn «Cornaceds, B COOTBETCTEMM co cT. 433, 438 MK PO umeeT
cHny foroscpa.

1.2. Neg lzgenvem NOHUMEETCA CHCTEMY YNpaBneHnA Gazamu gaHHbix «Jatobas
BEMIOYEA HOCHTENW W GOKYMEHT UM, aBTOPCKHE NPaBd HA KOTOPLIE NPUHAgNEmaT
000 «MazvHdopMCEPBHCH, W KOTOPLIE ABNAKTCA 00bLEKTOM rPpa¥QaHCKore Npasa |
0XPEHAEMEIM 33KOHOM PEIYNETATOM WHTENNEKTYANEHON GEATENEHOCTH.

1.3. Besge B TeKCTE nog cNOEOM "AO0KYMEHTAUMA" NOQPasYMESANTCA NEYaTHbIE
MAaTEepHansl W HOCMTENW, COOEpwalMe OOKYMEHTAUMK B 3NEKTPOHHOM BHAE.

ﬂ NPWHUMGED YCNoOBKA NMUEHSMOHHOMD Cornaw

MeyaTs Haszan Nanee OTMEHE

Pucynok 4.2 — OxHO «JInIIeH3MOHHOE COTTIAIICHUEY
4) B otkpeiBimieMcs okHe «OnpenenieHHe AUPEKTOPUM YCTAHOBKW» yKa3aTh MYTh K
karanory xpanenus (aitnoB qanueix CYBJ] «Jatoba» uin ocTaBUTh MyTh MO YMOTYAHHIO, 3aTEM

HakaTh KHOTIKY «[lanee» (cM. puc. 4.3).

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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ﬁ YecraHoeka Jatoba-5 — X
OnpegeneHne QUPEKTOPHH YCTAHOBHK
VKEHUTE AMPEKTODHID YCTAHOEKK
¥cTaHoEMTE Jatoba-5 Bt
C:\Program Files\GISVatoba\s! WSMEHMTE...

Hazaan lanee OTtmena

Pucynok 4.3 — Okno «Omnpenenenne TupeKTOpUN yCTAaHOBKI

5) YkazaTh TUN yCTaHOBKH (CM. puc. 4.4):

— «O06bryHasy unu «Ilonnas» — OyaeT nmociieoBaTeNIbHO MPEIOKEHO 3a/1aTh JTUPEKTOPHUIO
pacmoyIOKeHHUsT JIaHHBIX, 3a/laTh Mapojb CUCTEMHOTO TIOJB30BATENs, YyKa3aTh HadallbHbBIE
Hactpoitku CYBJl (mapons ammunuctparopa CYB/l, s3bIKk U KOAMPOBKY XpaHEHHs JaHHBIX B
CYB/I). OGbiuHasi ycTaHOBKA HE BKJIIOYAET JomnoiHuTenbHbIe pactmmpenus CYB]] mo pabote ¢

pa3IMYHBIMU BUJIAMH TAHHBIX U UHTErpamuu ¢ apyrumu CYBJI;

— «BwiOopouHas» — cHavama OyJIeT MNPEAIOKEHO OTMETUTh K YCTAaHOBKE HYKHBIC
KOMIIOHEHTBI. 3aTeMm, eciu OynaeT BblOpaHa ycraHoBka «Jatoba st Cepsepa», Oyzaer
TI0CJIEIOBATEILHO MPEIOKEHO 3a/1aTh BCE HEOOXOAMMBIC MTapaMeTPhl aHAJIOTHYHO «TIOJTHONY WITH

«OOBIYHOI» yCTaHOBKE.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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ﬁ ¥cTanoeka Jatoba-3 — e
BuﬁepnTe THN YCTAaHOBKH
YKEHWNTE HaMBONEE NOAXOAALMIA THM YCTEHOBKN

YCTaHaBNMBAET CaMBIE PACNPOCTPEHEHHLIE KOMMNOHEHTHI MPOrpamM,
PexomeHayeTcA ana BonblwWMHCTEE Nonb3oBaTensi,
BribopoqHas
MozBonseT BIBMPETE ANA YCTEHOBKM OTAENEHEIE KOMMIOHEHTEI M 3318B8Th
WX MECTOHAXOMAEHWE, PEKOMEHAYETCA ANA ONBITHEIX NONE30BATENEN,
MonHas

YCTaHaBNWBAET BCe KOMNOHEHTHI NPOrPaMMel. 3TOT BapHMaHT TpEEYET
Bonblie ECEro MECTE HA OWCKE,

Hasan Nanee OTtmeHa

Pucynok 4.4 — OxHo «BbIO0Op THIIA yCTAaHOBKI
6) B otkpeiBimiemcss okHe «OmnpenesneHue IUPEKTOPUU JIaHHBIX» YKa3aTb NyTh K
karanory xpanenus (aitioB qanasix CYB/] «Jatobay unu ocTaBUTh BEIOPAHHBIN 110 YMOJYAHUIO,

U HaXkaTh KHOMIKY «Jlamee» (cm. puc. 4.5).

ﬁ ¥ecTaHoeka Jatoba-5 — X
OnpeaeneHie QUPEKTOPHA AaHHbBIX
YKEHMTE AMPEKTOPHID M HEMMUTE KHoNKY "[lanee” AnA Npoiom«eHHA
[OWPEKTOPHA AaHHEX AnA Jatoba-5:

C:\Program Files\GISYatoba\5\data WSMEHMTE.. .

Hasan Oanee OTrena

Pucynok 4.5 — Oxno «OmnpeneneHrue TupeKTOPUU JaHHBIX)»
7) B orkpsiBiemcs okHe «HacTpolika y4eTHOM 3allMCH CHCTEMHOIO I10JIb30BATEISN»
yKa3aTb CHUCTEMHOIO IIOJIb30BaTeNsl (MO0 OCTaBUTh MOJb30BATENsS, NPEUIOKEHHOIO IO
YMOJIYAHUIO) U yKa3aTh Mapojib, OT UMEHU KoToporo Oyner padotate CYB/ «Jatoba», n Haxarthb

kHONIKY «Jlanee» (cMm. puc. 4.6).

Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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o HMH IIOJB30BATCIIsA, OT KOTOpOFO HpOI/ICXOI[I/IT YCTaHOBKa, HC OOJIPKHO COI[ep)KaTB
poOenoB.
ﬁ ¥cTaHoeka Jatoba-3 — .
HacTpoiikn YUeTHOH 3anncH CHCTEMHOTO NOMb30BaTans
BEEAWTE A&HHBIE YUETHOM 3aMMCK M HakMuTe “[anee”

B npouecce ycTaHoekM Jatoba-5 ByaeT cozaaH nonbsoBaTens OC (CMCTEMHBIA NONBZOBATENR),
woTopeit ByaeT ofinagaTe BCEMM NpaBaM Ha YNPAENEHWME MCMOMHAEMEIMIA MO YIAMA 1M
AaHHEMKM CYE Jatoba-5

WMa nonssosaTens:

ostgre

LA

MNapone:

Hasan lanee OTMeEHE

Pucynoxk 4.6 — Oxno «HacTpoliku y4eTHOM 3alucu CUCTEMHOTO MOJIb30BaTEIIs»
8) B otkpeiBmiemcsi okHe «Hactpoitka CYBJl» Tpebyercss ykazaTh HNOpPT s
noJKIoueHus, ums agmunucrparopa CYB/I, ero naposus, KOIUPOBKY JaHHBIX U3 BBINAAAIOIIETO

CIIHCKa, a TAK)KE PETHOH U A3BIK (CM. puc. 4.7).

ﬁ ¥ecraHoeka Jatoba-3 — 4

HacTpoiikn CYB/[]
YKEHMTE OCHOBHBIE NapaMeTpel CVE[ 1 HawMuTE “[lanee”™ ANA NpoaomKeEHHA

HeoBxoamMMo 3308Th OCHOBHBLIE NAPAMETPE! YCTaHasnmsaeMoi CVE[ Jatoba-5: nopT ana
noctyna K CYBA, MMA M Napone Cynepnonb30saTens ANA aiMHMHUCTPMPOBaHKA, KOAWPOBKY K
NOKAMNb XPAHEHMA 1 NPEACTAENEHMA ASHHBIX

MopT ANA NOAKNKOHEHMA: |5432

Mma agmuHucTpaTopa CYEL: |I3051§|'ES

MNapons agMuHucTpaTop CYB/: || LA L LT L

MpoBepka KOHTPONBEHEIX CyMM: O

PerioH 1 Assik: Russian_Russia ~
KoaupoBka AaHHEX: UTF8 e

Hazaa lanee OTmena

Pucynok 4.7 — Oxno «Hactpoiiku CYB/I»

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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@ Jlnsa obecrieyeHus] TEIOCTHOCTH JAHHBIX PEKOMEHIYETCS TOCTaBUTHh (HIIaXKOK

HarpoTuB 1os «IIpoBepka KOHTPOJIBHBIX CyMM».

9) B otkpeiBmiemcs okHe «Bce roroBo k ycraHoBke Jatobay 3amycTHTh TpoIecc

YCTaHOBKH, HAXKaB KHOTIKY «Y CTAaHOBHUTBY» (CM. puc. 4.8).

jﬂ ¥cTaHoeka Jatoba-3 — *

Bce roToBo K ycTaHoeke Jatoba-5 @

HasMmTe kHonky "YoTaHoBKTs ", YTobbl Ha4aTE yoTaHoBky. HammaTe kHonky "Hazan™,
yToBbI NPOBEPHTE MM MSMEHWTE NAPAMETPEI YCTAHOBKM, HanmmTe kHonky "OTmeHa”,
yToBEI BEIMTH M3 MBCTEPE.

Hasan ‘.‘h YeTaHoBHTE OTHeHa

Pucynok 4.8 — OxHo «Bce rotoBo k ycranoBke Jatobay

[Tpouecc ycranoBku CYB]] «Jatoba» 3aHnMaeT HECKOJIIBKO MUHYT.

10) TIlo 3aBepiIicHHIO YCTAaHOBKH B OKHE «YcTaHOBKa Jatoba 3aBepiieHa» HEOOXOIUMO

Ha)kaTh KHOMKY «I"oToBO» (cM. puc. 4.9).

jﬂ YeTaHoeka Jatoba-3

YcraHoeka Jatoba-5 3aBeplueHa

HanMiuTe kHonky “ToToso”, 4Tobkl BEIATH M3 MACTepa
YCTEHOBKM,

Hazan ToToso O

m
T
i

Pucynok 4.9 — Oxno «YcranoBka Jatoba 3aBepiieHay

Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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4.1.1. Bo3moxknas omudka npu ycranoBke CYB/] «Jatoba» na OC Windows
[Ipu meymaunoii ycranoBke CYBJ] «Jatoba» mporpamma BeImacT wuHGOpMAaIMOHHOE

coobmienue (cm. puc. 4.10).

Cnyba "JatobaServer” sanyckaetca,
! He yananoce zanyctute cnyxxBy "JatobaServer”,

Cny=Ba He cooBlyaet ob ownbre,

Ana BbIZ0E3 AONOAHWTENEHOM cnpaBkn HaBepwure MET HELPMSG 3534,

Pucynok 4.10 — Uudopmarimontnoe coobiienue o Heyaaunoi ycranoske CYBJ] «Jatobay

@ B CVYB/I «Jatoba» Bepcum simpa 5 B UMEHH CepBHCa MIPUCYTCTBYET HOMEP BEPCHHU

JatobaServer-<sepcus>

Jlns  ycTpaHeHus: omuOku M ToBTOpHO#M ycraHoBku CYBJ] «Jatoba» HeoOxomumo

JEMHCTAIUTAPOBATh MPOrPaMMy BPYUHYTO. J[Jst 3TOro He0OX0MMO BBITIOHUTD CJICYIOIINE [Ty
1) VY namuth ycranosiennyo CYB/] «Jatobay.

[Tyck — Iapamerpsr Windows — Ilpuioxenuss — IpuaoxxeHus 1 BO3MOKHOCTH — Jatoba

— Ynamuts (cMm. puc. 4.11).

nplr‘lﬂO)KEHLﬂFl N BO3MOXHOCTH

YI'IDEBJ'IEHHE AONOAHUTENEHBIMKA KOMMNOHEHTaMK

[l Jatoba 88,4 Mb
GIS 08.06.2021
3meHuTE Yaanutb

Pucynok 4.11 — Y nanenne CYB]] «Jatoba»

2) VY nanute moyib3oBaTes, KOTOPBIM ObLT CO3/1aH B X0/1€ YCTAHOBKH.

[Tyck — CpenctBa agmuuuctpupoBanust Windows — VmpapiieHHEe KOMITBIOTEPOM —

JlokanbHbIE TIOJIB30BATEIU U IpyInbl — [lonp3oBarenn — postgres — Y aanuts (cM. puc. 4.12).

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M: ‘
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A Ynpaenenne KomneOTEPOM
Qaiin  Jeiicteme  Bug  Cnpaeka
9 | 2m XE = HE

A ¥npasnenue komnerotepom (1| | iy MonHoe uMa Onucanne
v '[r‘_!; CnyxebHele nporpammel

. Defaulticeo... ¥UETHEA 23NN Ch NONBI0EATENA, V...

JORLLME i

postgres
3ajate naponk...

. -ﬁ, &‘-AAMMHMCTp...

M.
& [ocTs A
4 :k JNokaneHeIE NONLE30EATS L Bce 3agaun >
el Monesosatenn S —
| Tpynne
= Mepeumerosate
EnnaTe
£ i
Ceolcrea
~ 3 e yoTpoficT
- Cnpaska
bl 1 NPAA:

Pucynok 4.12 — V nanenue noib30BaTels

3) VY 1anuTh JOKAJIBHYIO CIIy’KOY CUCTEMBI.

ITyck — CpeactBa agmunuctpupoBanus Windows — Cnyx0sl — JatobaServer —

OctaHoBuTh ciy)0y (cMm. puc. 4.13).

4 Cnyx6ei
Qaiin  Jeiictene  Bug Cnpasxa
e | FELe= HmE »anw

. Cnyx6bi (nokanbHbie)

Vs Onucanne CocroaHue Tun sanycka Bxoa ot umenn

ol JatobaServer Boinonnserca  Astomatnye.. \postgres

e c 6a 3anyctuTs
and vi BHaR CUCTE OcraHoenTs
MpuocTarosnTe
MpoaomkuTs

Mepezanyctuts

Bce 3agaun >
O6HoenTe

N - CPeae BE czuae B ieTcR B ANoHAA CHCTEME Csoiictea

Cnpaska

Pucynoxk 4.13 — OcTaHOBKa JTIOKAJIbHOM CITyObI/CHCTEMBI

4) VY 1anuTh CUCTEMHYIO MAIKY.

CucremHas marnka paciojaracTcs 1o aapecy:

C:\Program Files\GIS\Jatoba\<ver>\data

[Ipu ynaneHuy TaHHOM MANKH HEOOXOIUMO HakKaTh MPAaBOM KHOIMKOMW MBIIITK HA TANKy —
CgoiictBa — be3onacHocts — JlonmomnurensHo — M3MenuTh Biaaenbiia — B mone «Beegute
MMEHa BBIOMpPAaEMBIX OOBEKTOB» BBeCTH «Aamuuuctpatop» — OK — VYcTaHoBUTH (uiaskok
HaIMpoTUB «3aMEHUTh BCE 3aMHUCH Pa3pPEUICHUI JOUEepHET0 OOBEKTa HACIEIyeMBIMH OT 3TOTO

o6bekTay — OK (cM. puc. 4.14).

‘ Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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BeiBop: "Monezosatens” wan "Tpynna”

BriGepuTe TN ofbeKTa:

|"I'Innb3c:BaTenb". "Tpynna” unu " BoTpoeHHeIl cyGbeT EESDnac:an| Tvnel o beKToE .

B crenyiowem mecTe:

|JATOBAWIN4 | o
BeenmTe umena eoifiipasmen 0B bekToB (NpKMepsl):

AgmirircTpaTop| [poEepUTE MMeHE
HononHuTensHo .. OmaeHa

Pucynok 4.14 — YV naneHue manku npaBamMmu aJIMUHUACTPATOPA
4.2. YeranoBka kiauenTckoit yactu CYBJI «Jatoba» na OC Windows Server 2016
o [epen ycranoBkoii kiauentckoit uactu CYBJ] «Jatoba» ma OC Windows Heo0xo01umo

yoenutbes, uro ycranosieH Visual C++ 2017 Redistributable 14.23.27820. B ciydae

€T0 OTCYTCTBHUA — IIPOBCCTU YCTAHOBKY

4.2.1. Mopsinok ycranoBku CYB/l «Jatoba» na OC Windows

[Tponecc ycranoBku kimeHtckor yactu CYBJl «Jatoba» anamormdeH, omucaHHOMY B

paznene 4.1, no mara BeIOOpa THITA YCTAaHOBKHU:

1) B okne «Bp100p THIIA yCTaHOBKUY» ClEAYyET BbIOpATh TUIl yCTAHOBKHU «BbiOopouHas»
(cm. puc. 4.15).

ﬁ Ycranoeka Jatoba — X

BbiGepHTe THN YCTaHOBKH
YrawuTe Haubonee I'IDD.J(CID.QLI.LMIH THN YCTAHOBKK

YCTEaHaBNMBAET CaMble PANPOCTPEHEHHEIE KOMNOHEHTEI NPOrpaMM.
PEKOMEHRYETC‘H ana BONBIUMHCTES NONB30BATENEN.

Bribopodras

MNo3BonseT BeIGMPETE ANA YCTEHOBKW OTAENEHBIE KOMMOHEHTEI M 33A3BaTh
WX MECTOHAXOMAEHME, PEKOMEHAYETCH ANA ONBITHEIX NONB30BATENEA,

MNonHaa

YCTEHIBNMESET BCE KOMNOHEHTEI MPOrPaMMel, 3TOT BapHaHT TpebyeT
Donblue BCEro MECTA HA AWCKE,

Hazaa lanee OTmMeHa

Pucynok 4.15 — OkHo BeIOOpa THIMA YCTAHOBKHU

Ne uzmenenus:

’ IToanuce OTB. aHIIA: ‘ Jlata BHECEHHUS U3M:
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2) B OKHEe «BpIOOpOoUYHasi ycTaHOBKa», OTKIIIOUUTH Tapamerp «Jatoba mius CepBepay.

[Tpu 3TOM ycTaHOBUTCS TONBKO KieHTcKas yactb CYB/] «Jatoba» (cm. puc. 4.16).

ﬁ Yecranoeka Jatoba — x

BoibopouHas ycTaHOBKa
YKEHMTE KOHDMrYPELMIO YCTEHOBKN KOMNOHEHTOB,

AnA M3MEHEHMA NEPEMETPOE YCTAHOEKK KEKOrO-NMDD KOMNOHEHTE WENKHUTE
CDDTBETUBY}OLIJMFI 3HEY0K B PACNOnNO#EHHOM HIDKE epese.

B {g 8] 1atoba ana Knverta ~ YCTaHoBKa KOMNOoHEHTOE Jatoba
[=)-~: ¥ «| Jatoba gna Cepeepa ana MNonssosatens

CTaHaAapTHbI
Nooaoepsxa F

Monaepsia F Ans koMnoHeHTa TpebyeTca 12MB
WHTErpaLma ¢ Ha MecTkoM Anake, Boibpao
MopoepsKa r noakomMnoHeHTos: 0 1s 1. AnA
MoanepmKa b noAkoMnoHeHTos TpebyeTca OKE
HE MECTKOM ANCKE,

< >

Obzop...

Chpoc Wnons3oBaHue aucka Hazan OTmeHa

Pucynok 4.16 — Bei6op ycTaHaBIuBaeMbIX KOMIIOHEHT
3) B otkpeiBmemcst okHe «Bce roroBo k ycraHoBke Jatoba» 3amycTHTH Ipolecc

YCTAHOBKH, HAXKaB KHOTKY «Y CTAaHOBHUTBHY (cM. puc. 4.17).

ﬂ Yetanoeka Jatoba — b4

Bce roroBo K ycraHoeke Jatoba @

Ha#MuTe KHOMKY "YCTaHoBMTE ", 4TobkbI Ha4aTh yoTaHoBkyY. HaxmuTe kHomky "Hasan™,
yTobbl NPOBEPKMTE MAM MSMEHWTE NAPEMETPEl YCTAHOEKM, HEMMUTE KHOMKY "OTHEHE",
yToObI BEIATH M3 MBCTEPa.

Hazan ¥CTaHoBWTh OTHEHa

Pucynok 4.17 — OxHo «Bce roToBo k ycranoBke Jatoba»
OTtkpoerca okHO mpolecca ycraHoBku. [Iponecc ycranoBku kiaueHTckoi yactu CYB/]

«Jatoba» 3aHUMaeT HECKOJIIEKO MUHYT.

4) [To 3aBepiieHNIO YCTAaHOBKU B OKHE «YCTaHOBKa Jatoba 3aBeplieHa» HE0OX0IAUMO

HaxxaTh KHOTIKY «I'oToBO» (cM. puc. 4.18).

‘ Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M: ‘
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]ﬁ ¥cranoeka Jatoba

YcraHoeka Jatoba zaBepuiena

HammuTe kHonky “ToToBo ", 4Tobkl BEIATH M3 MACTEPE
YCTAHOBKM,

Haszan loToso OTHEHE

Pucynok 4.18 — Oxno «¥YcTanoBka Jatoba 3aBepiieHa

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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5. YCTAHOBKA OBHOBJIEHUI CYBJI «JATOBA»

[Ipu BbIsIBIEHNM MHGOPMALIUK 00 YSI3BUMOCTH U3ENMS, CPEbl €ro GyHKIMOHUPOBAHUS U

OTCYTCTBUU uHpopManum B bBI1Y OCTOK Poccun (https://bdu.fstec.ru/)

00O «l'azundopmcepBuc» HHGOPMUPYET MOTPEOUTENEH O HEAOCTATKaX CPEACTBA, a TAKXKE O
KOMIICHCHPYIOIIUX MEepax 10 3aliuTe WHGOPMAIMKU WM OTPAaHUYCHUSX MO MPUMEHEHHUIO MyTeM

OTIPABKH COOOIIEHUH Ha SJIEKTPOHHBIE aJIpeca MoTpeouTeNei.

I[OHOJ'IHI/ITeJ'II)HO p33pa6OT‘II/IK pasMCIIacT Ha O(i)I/II_II/IaJ'ILHOM calTe KOMIIaHUU

http://lwww.gaz-is.ru/:

— nH(popMallMOHHOE  COOOIIEHHEe, COJepXkallee  OMNHUCAHUE  YSI3BUMOCTH U

uHdopMHUpyeT moTpeduresneit 0 HeoOXOIMMOCTH OOHOBIICHHUS CPEICTBA 3AIUTH HHPOPMAIIUU;
- ¢aiinbr ¢ oOHOBIIEHHOU Bepcuel [10 u3nenus;

- HOBBIE KOHTpOJIbHBIE CyMMbI [1O u3genus (BkiIro4as KOHTPOJIbHbIE CyMMBI daiiia ¢

0OHOBJIEHHEM M KOHTPOJIbHBIE cyMMBI [10 nocne npuMeHeHnus 0OHOBIICHUS).

[lepen nmpumeHeHueM OOHOBJIEHHS TPeOYETCS BBIMOJHUTH PacdyeT KOHTPOJIbHBIX CYMMBbI
HOJYYEHHOTO (paiiyia ¢ OOHOBJIEHHEM U CBEPUTh UX C KOHTPOJIBHBIMM CYMMaMH, yKa3aHHbIMU Ha

ouIMaTBFHOM caiiTe pa3paboTuuKa.

B ClIydac COBIIAACHUA KOHTPOJIbHBIX CYMM OCYHICCTBIISICTCA YCTAHOBKA OOHOBJICHHS. HpI/I
HCCOBIIAACHUHU KOHTPOJIbHBIX CYMM OOHOBJIEHHE HE OCYHICCTBIIACTCA W HCE3aAMCIJINTCIIEHO

cooO1aercs 00 3TOM pa3pabOTUHKY (MPOU3BOAUTEIIIO) U3EITHS.

[Tocne ycTaHOBKM OOHOBJICHHS JIEAaeTCsS COOTBETCTBYIOIIAs OTMETKa B pasaene 12
nokymeHTta 643.72410666.00067-07 30 01 «3amumieHHasi cucTeMa yIpaBieHHS 0a3aMH JaHHBIX

CYBJ «Jatoba». ®opmymsipy.

YcraHoBka OOHOBIIEHWUH TPOBOIUTCS B COOTBETCTBHHM C JIOKYMEHTOM «3allIHIIEHHAS

CUCTCMaA YIIPAaBJICHUA 0azamu JaHHBIX «Jatobay. PYKOBOI[CTBO 110 OOHOBJICHHIOY.

Ilepen ycraHOBKOW OOHOBIIEHMH PEKOMEHJIYETCS CHeNaTh pe3epBHyr0 Konuioo bl u

KOH(UTYpaIrmoHHbIX (pailioB.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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6. YCTAHOBKA KOMIIOHEHTA «JATOBA DATA SAFE»
YcTaHoBKa KOMITOHEHTA MPOUCXONT B JIBA dTama:
1) Coznanue ciyxebnoit b/ na 6aze CYB/] (B1) «Jatobay.

2) YcranoBka komnonenTa JDS.

0 CVYB/]] «Jatoba» moimkHa ObITh YCTAaHOBJICHA B TIEPBYIO OYEPE/Ib.
Jliis cimyske6Hoit BJ[ JDS 06s13arensHO M0JKEH OBITh YCTAHOBIIEH MapaMeTp:
standard conforming strings=on
[TapameTp ycTaHaBIUBAETCS aBTOMATUYECKH MPU YCTAHOBKE.

Cnyxebnas bJl Oyner xpaHuTh cMCOK Iieieit (target), yueTHble 3alUCH MOJIb30BaTENCH,

TCXHUYCCKUC YUCTHBIC 3aITCH U o0ecrneynBaTh MCPBI 0€30IMacHOCTH.

Hacrtpoiika ciyxebnoit CYBJl ommcana B moxkymente 643.72410666.00067-07 97 01

«3anuiieHHas cucTeMa yrnpaJieHus: 0a3aMu JaHHBIX «Jatobay. PykoBOJCTBO aAMUHUCTpATOPay.
B kauecTBe MeTo/1a ayTeHTH(DHUKAIIMH JOKEH UCIIOIB30BAThCS METOT «Passwordy.

6.1. YcranoBka kommonenta JDS mog OC GNU/LINUX ¢ moMoOImbI0O MHCTAJISITOPA
[lepen HayamoM yCTAaHOBKH HEOOXOIUMO yOETUThCS, YTO CiykOa (memoH) «jatoba-(ver)»
3amylleHa ¥ YCTaHOBICH METOJ| AyTCHTU(HMKAIMHM 110 MapoJi0 B KOH(GHIYPAIHOHHOM (aiiie

pg_hba.conf.

CkonupoBaTh TamnKy C JUCTPUOYTHBOM Ha CEpBEp YCTAHOBKM B TMAmNKy JOKAJIbHOTO

IIOJIB30BATCIIA.

Jlnis mpumepa co3aaum katanor /usr/share/jds komanoii:

sudo mkdir /usr/share/jds

root@jds-virtual-machine: /fhome/jds

File Edit View Search Terminal Help

root@jds-virtual-machine: fhome/jds# sudo mkdir fusr/share/jds
root@jds-virtual-machine: /home/jds#

Pucynok 6.1 — Komanaa co3ganus katajiora

Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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C mucTpuOyTUBHOTO AUCKA CKOMTMPOBATH (DAIbl U KAaTaJIOT MAaKeTa yCTAHOBKU B CO3/IaHHBIN

KaraJior:

—  xaranor — packages, cozepskaiuii makeTbl yCTaHOBKH;
—  Karauor — Utils, conepxkaniuii koHGUTYpaMOHHBIE (Qaiiibl;

—  ckpunr — jds.sh.

usr/share

.N Name

/..

/packages

*j':j S 1h

Pucynok 6.2 — CTpykTypa KaTajioroB

3ammyCcTUTh MHCTAJJIATOP KOMIIOHEHTa KOMaH10i:

# cd /usr/share/jds/
# sudo bash jds.sh install

[+ root@ubuntu: fusrfsharefjds

root@ubuntu://# sudo mkdir fusr/share/jds
root@ubuntu: //# cd fusr/share/jds/
root@ubuntu: fusr/share/jds# sudo bash

Pucynok 6.3 — Komanna 3anyck uacramistopa JDS

Komanna nHcTamsiuu sisiercs yauepcaibHoi st Bcex OC GNU/Linux.

WNHcrannarop mpoBepuUT yCTaHOBIEH JM MakeT jatoba<version>-client. Eciu maker He
YCTaHOBJIEH, TO WHCTAJUIATOP BBIBEAET OMIMOKY U mOTpeOyeTrcs [OyCTaHOBUTh €ro u3

muctpudytuBa CYB/I.

I/IHCTaJ'IJ'IHTOp BBIBCJCT 3aIIpOC HA COIJIaCUC YCTAHOBKH KOMIIOHCHTA.

Do you wish to install jds?

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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rookt@jds-virtual-machine: fusrfshare/jds

File Edit View Search Terminal Help

root@jds-virtual-machine: fusr/sharefjds# sudo bash jds.sh install

HEH A A AR A A R

HUHRHH JATOBA DATA SAFE project (jds). HUBEHRHHE

HER AR R A AR AR R AR AT

[INFO] Configuration file: jds.config does not exist. Default config file: jds.c
onfig is created.

Do you wish to install jds (y/n)? |}

Pucynoxk 6.4 — BeiBoj 3anpoca 00 yCTaHOBKE KOMIIOHEHTA
Br10OpaB TOJ0XUTENBHBIA OTBET, MHCTALISTOP YCTAHOBUT JOTIOJHHUTEIHHBIC TMAKETHl H

(haiiipl HeOOXOUMBIE JIJIS 3aITyCKa CITYXKOBI «jds.servicey.

CrneayromuM 3TanoM HHCTAUISTOP BBIBEAET COOOIIEHHUS O BbIOOpE KOHPUIYpaluu IO

YMOJIYaHHUIO:

Do you want to change default configuration settings?

JATOBA_SERVER (JATOBA server 1ip):localhost

JATOBA_PORT (JATOBA port):5432

JATOBA_USER_ID (JATOBA user name. WIll be created during installation, if doesn’
t exist in DB):jds

JATOBA_DATABASE (JATOBA database name):jdsdb

JDS_PUBLISH_PORT (JIDS publishing port):5000

Do you want to change default configuration settings (y/n)? I

Pucynok 6.5 — BeiBos coobiiennst o BeIOOpe KOH(PUTYpaLUH
WNucramnarop mnpeanoxkutr mnapamerpsl CYBJ[ mo ymonuanuio, eciu 3HA4YeHHE HE
OTJIMYACTCSI OT 3HAYEHHUS IO YMOJIYAaHUIO, TO BBOIUTH TMapaMeTphbl HE TPeOyeTCs, JOCTATOYHO

HaXXaThb KJIaBHUITY «Enter» u 3HaueHKe IIOACTAaBHUTCA aBTOMATHYCCKU:

e Enter JATOBA SERVER (default localhost)? -

Beenute agpec ycranosku CYB/I «Jatobax:

e Enter JATOBA PORT (default 5432)°7

Beenute nmopt noakimrouenus k CYB]] «Jatobay:

e Enter JATOBA USER ID (default jds)?

Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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Beeaure nms monp3oBatenst komrnonenta JDS nns CYB/I, mo ymoiuanuio mosib30BaTellb

«jdsy:

Enter JATOBA USER PSWD (default sgl)?

BBenurte maposb ist osbp3oBatens «jds»:
@ BBon mapamerpa otpaxkaeTcsi OTACIBHO U HE PUCYTCTBYET B 00IIIEM CITUCKE
Enter JATOBA DATABASE (default jdsdb)?

Beenute ums bJl, kotopyto Oyzaer nucnonabzoBaTh koMroHeHT JDS, o ymonuanuio ums bJ1

«jdsdby:

Enter JDS PUBLISH PORT (default 5000)°?

Beeaure nyonununsiii nopt CYB/I, no ymomuanuto 0yaer ucnoiaszoBarbes nopt 5000:

Enter SUPERUSER name (default postgres)?

Benute mapoJjib CyIEpIOJab30BaATC/IA, II0 YMOJIYAHUIO HCIOJB3YCTCA IIOJb30BATCIIb

«postgres».

NHcTannaTrop npeaiaoKuT yCTaHOBUTH NMPETI0KEHHBIN MTAPOJIb M0 YMOIYAHHIO:

Enter JATOBA USER PSWD (default sql)?

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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[+ root@jds-ubuntu: fusrfshare/jds

root@jds-ubuntu: /fusr/share/jds# sudo bash jds.sh install
HEHH AR R R R R e R R AR

HHEHHHH JATOBA DATA SAFE project (jds). HUHHAH

HHHH R R A A R R R

Do you wish to install jds (y/n)? vy

Jusr/bin/psql

[INFO] Default IDS configuration:

JATOBA SERVER (JATOBA server ip):y

JATOBA PORT (JATOBA port):5432

JATOBA_USER_ID (JATOBA user name. WILl be created during installation, if doesn'
t exist in DB):jds

JATOBA_DATABASE (JATOBA database name):jdsdb

JDS_PUBLISH PORT (JDS publishing port):5e00

Do you want to change default configuration settings (y/n)? n
Enter JATOBA USER _PSWD (default sql)?

Pucynok 6.6 — [IpennosxxeHrne n3aMeHeHUs MapoJis 0 YMOITYaHUIO
Jlanee MHCTAUIATOP 3alPOCUT BBOJ MapoJjsi mpuBUIIErupoBaHHoro nojb3oBatens CYB/]

«postgres» ms:

—  coznanus ponu «jds» B CYB/L:

Creating role: jds

root@jds-ubuntu: fusrfshare/jds

[INFO] Creating role: jds

Password for user postgres:

CREATE ROLE

[INFO] Creating db: jdsdb OWNER jds

Pucynok 6.7 — 3anpoc nmapodst moyib30oBaTess «Postgresy s cozaanus poiu «jds»
—  cosnmanusi cayxeOnoit Bl «jdsdb», Bmamenpem KOTOpoill OyaeT CoO31aHHBIN

MOJIh30BaTelNb «jdsy»:

Creating db: jdsdb OWNER jds

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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[+1 root@jds-ubuntu: fusr/share/jds

HHHH AR R R A AR R
HHHHRHT JATOBA DATA SAFE project (jds). HuHAHRH
HHEHHH AR R A AR A AR AR H
Do you wish to install jds (y/n)? vy

Jusr/binfpsqgl

[INFO] Default JIDS configuration:

JATOBA SERVER (JATOBA server ip):localhost

JATOBA PORT (JATOBA port):5432

JATOBA USER_ID (JATOBA user name. WILl be created during installation, if doesn'
t exist in DB): jds

JATOBA DATABASE (JATOBA database name): jdsdb

JDS_PUBLISH PORT (JDS publishing port):5000

Do you want to change default configuration settings (y/n)? n
Enter JATOBA USER_PSWD (default sgl)?

[INFO] JATOBA_ SERVER:localhost JATOBA_PORT:5432
[INFO] JATOBA SERVER connection is successful.
Enter SUPERUSER name (default postgres)?

[INFO] Creating role: jds

Password for user postgres:

CREATE ROLE

[INFO] Creating db: jdsdb OWNER jds
Password for user postgres:

Pucynoxk 6.8 - Coznanue ciyxe6Hou BJ] «jdsdby»

—  ycranoBku pacumpennit CYBJ] u kondpuryparmu bJ1 «jdsdby:

Creating extension: dblink and change configuration
standard conforming strings in jdsdb

B cnyxeb6noit B/ OyayT co3mansl cinykeOHble GyHKIMH U noapasnena «I[Ipobnemsl u

pemenus» (Problems & Solutions).

Ne uzmenenus: Iloamuce oTB. JIMNA: ’,HaTaBHeceHMﬁM3M:
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[+ root@jds-ubuntu: fusr/share/jds

Jusr/bin/psql
[INFO] Default JIDS configuration:

JATOBA_SERVER (JATOBA server ip):localhost

JATOBA_PORT (JATOBA port):5432

JATOBA_USER_ID (JATOBA user name. WILlL be created during installation, if doesn'
t exist in DB):jds

JATOBA_DATABASE (JATOBA database name):jdsdb

JD5_PUBLISH_PORT (JDS publishing port):5000

Do you want to change default configuration settings (y/n)? n
Enter JATOBA USER _PSWD (default sql)?

[INFO] JATOBA_ SERVER:localhost JATOBA PORT:5432
[INFO] JATOBA_ SERVER connection is successful.
Enter SUPERUSER name (default postgres)?

[INFO] Creating role: jds

Password for user postgres:

CREATE ROLE

[INFO] Creating db: jdsdb OWNER jds

Password for user postgres:

CREATE DATABASE

[INFO] Creating extension: dblink and change configuration standard_conforming_s
trings in jdsdb

Password for user postgres: I

Pucynok 6.9 — YcranoBka pacuupenuii u cranaapTHoi konpurypamuu bJ]

BynyT co3maHbl B Kataiore /opt MoIKaTaioru:
—  jds-script — moakaTaor s 3amycka ciyKObl «jds.servicey;

—  jds — moakaraor cojepikanus Be0-caiita komrnoHeHTa JDS u KOHQUTYpaIHOHHBIMH

daiinamu;

—  jds-doctor — moakaTaor ajs 3amycka ciayxo0bl «jds-doctor.servicey.

Name

/jds
[/jds-doctor
[/jds-scripts

Pucynok 6.10 — CtpykTypa karanora opt

WNHcTannatop aBTOMaTHYECKH CO3/aCT W 3alMyCTUT CHYXObl «jds.service» u «jds-

doctor.servicey.

‘N§H3MeHeHMﬂ: Iloamuce oTB. JIMNA: ’,HaTaBHeceHMﬁM3M:
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root@jds-ubuntu: fusrfshare/jds

jds.service - JATOBA DATA SAFE .NET Core application

Loaded:

abled)

Active:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

Apr 22 13:22:

ation.

loaded (/etc/systemd/system/jds.service; enabled; vendor preset: en

since Mon 2024-04-22 13:22:87 UTC; 349ms ago
3280 ((S.WebApi))
1 (limit: 2213)
356.0K

ims
/system.slice/jds.service
L3280 "(S.WebApi)"

87 jds-ubuntu systemd[1]: Started JATOBA DATA SAFE .NET Core applic

Created symlink /fetc/systemd/system/multi-user.target.wants/jds-doctor.service =
Jopt/JDS-deploy/jds-doctor.service.
jds-doctor.service - JATOBA DATA SAFE Doctor

Loaded:

set: enabled)
Active:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

loaded (/etc/systemd/system/jds-doctor.service; enabled; vendor pre

since Mon 2024-04-22 13:22:88 UTC; 395ms ago
3331 (JDS.PasDoctor)
7 (limit: 2213)
7.4M
47ms
/system.slice/]jds-doctor.service

L3331 /opt/jds-doctor/IDS.PasDoctor

Apr 22 13:22:08 jds-ubuntu systemd[1]: Started JATOBA DATA SAFE Doctor.
root@jds-ubuntu: fusr/share/jds#

Pucynok 6.11 — YcranoBka ciy:x0 kommnonenta JDS

Ha nannom stane ycranoBka kommnoneHTa JDS 3akonuena.

6.1.1. 3anyck komnoHenTa JDS. ¥YcTanoBka/cMeHa mapoJisi aAMUHHCTPaTOpa
[lepen 3amyckoM KOMIIOHEHTa MOTPEOYETCS YCTAaHOBUTH IMapojb ISl aqMHUHHCTPATOpa

KOMIIOHCHTA.

YcraHoBka IIapoJjid BBIINIOIHACTCA OT HMMCHHM MW C IIpaBaMH IIPUBUICTUPOBAHHOI'O

nonb3oBarensa OC «root» B TepMuHaIe KOMaH 10M:

./JDS.WebApi --setadmin username password

KOMaHI[HaH CTpOKa IJI1 YCTAHOBKH U C6pOC3 ImapoJid UMCCT ITapaMCTPhI:

--setadmin - mapameTp, yka3bIBalOLIMii HA HEOOXOIUMOCTh YCTAHOBKH WIJIM CMEHBI

apoJIs;

username - ums MoJab30BaTEs;

password — maposib.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’,HaTaBHeceHMﬁM3M:
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Hanpumep

cd /opt/jds
./JDS.WebApi --setadmin admin Gazprom09!
systemctl restart jds

root@jds: Jopt/jds

:f# cd Jopt/jds

root@jds: fopt/jds# ./IDS.WebApi --setadmin admin Gazprom@9!

Password for the administrator user 'admin
root@jds: fopt/jds# systemctl restart jds
root@jds: fopt/jds#

has been reset successfully.

Pucynok 6.12 YcranoBka/cOpoc maposis aIMHHHCTpaTOpa

Y craHaBnMBaeMbIi IApPOJIb TOJKEH OTBEYATh IMAPAMETPaM CII0KHOCTH.
3anyck cepruduuupoBaHHoii Bepcuu komnonenta JDS 2.7.5

B cepruduumpoBannoit Bepcun komnonenta JDS 2.7.5 3amyck /opt/jds/JDS.WebApi cran

BO3MOJKEH TOJBKO IpU SABHOM YKazanuu Iyt K .NET uyepe3 mnepeMeHHYIO0 OKpyKEHUs

DOTNET_ROOT. D10 nenaet Bo1zoB JDS.WebApi --setadmin

Jlnis 3amycka ucnonb3yeTcst ckpunt «reset admin_paswd.shy, pacrnonoxeHslii Mo myTu:

/opt/jds-scripts

Hcrionb3yroTest mapaMeTpsl 3amycKa:

# reset admin paswd.sh 6e3 mapamMeTpoB uaM C HnapameTpoMm --help
oTobOpaxaeT CIpaBKYy

# reset_admin_paswd.sh <user> <password> yCTaHaBJMBAaeT [IapOJib
"password" masa amMmMHMCTPaTopa "user"

AJIbTepHATHBHBII BAPHAHT 3allyCKa cepTH(UIUPOBAHHOM Bepcun KomnoHeHnTa JDS

2.7.5

AnbTEepHATUBHBIN 3aIyCK KOMIIOHEHTA BBINONHsIETCS B TepMuHane OC KoMaHA0M:

DOTNET ROOT=/opt/jds ./JDS.WebApi --setadmin <user> <password>

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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[IpoBeputh pabOTOCIOCOOHOCTH YCTAaHOBKM KOMIIOHEHTa MOXKHO BeO-Opayzepom OC,

HaOpaB B ajipecHOl cTpoke aapec: http://localhost:5000/

- @ Jatoba Data Safe

S +

« > C O D localhost:5000 g =
\
Jatoba >
Data Safe é& g

. g o

) 202 2

N 2.7 Z
Welcome! <& =S %l%
Please log in to get started \</\/ \\/ ~ \/\/v \\// %;%

B (>/ = NSNS \/
@ admin ; =2
B s N %{d 4 \/ ) &
_ 7
> 2 NZ
e B RN <>
Z %5 S y R NS
| TN % g9 <
@ English v \\/ 1l \/
Sotoba ata Sate vergen 202 GIS e
Pucynok 6.13 — CraproBas ctpanuna JDS B GNU/Linux

6.2. Cnocoobl nyomkannu WEB-npuiio:xkenust JDS B undgpacrpykrype

[TyGnukanms

UHPPACTPYKTYypE.

3TO TOPSAIOK NPEAOCTABICHUS JOCTyna K mnpwioxenuto JDS B

VYcranoBka npunoxkenus JDS - mocraBka OMHaApHUKOB UM KOH(UTYpPUPOBAHHE JOCTYMa K

CJ'IY)KG6HOﬁ B):[ - cama 1o ceOe He SBIISeTCS HY6J'II/IKaI_II/ICI71, TaK KaK I10 YMOJYaHHIO ITPUIIOKCHUC

npuHuMaet Bxojsmue noakitouenus no HTTP-nmporokony Ha mopty 5000 Tonpko Ha aapece

127.0.0.1 u He TOCTYIHO U3BHE.

OO6mue TpeOoBaHMS K MyOJIMKAIIUN:

MPUJIOKEHUE TOJDKHO OBITh IOCTYITHO MOJib30BaTeNto 1o npotokoiay HTTPS;

Ne uzmeneunus: Iloamuce oTB. JIMNA:

‘ Jlata BHECEHHUS U3M:
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- cepTuduKaT, KOTOPHIM 3aIIUIIACTCS TMPHIOKECHHUE, TOJDKEH OBITh BaTUIHBIM IS

JIOKaJIbHOU MH(PACTPYKTYPHI;

— ecnu pa3BépteiBanue JDS mpou3BoguTCs B 3amMIIEHHON CEPTHPHUIIMPOBAHHOMN
HHPPACTPYKTYype, HCIOJIB30BAHUE HE CEPTUPUIMPOBAHHBIX CEPBUCOB HE JOIMYCKAETCs;

npennonaraercs, yro JDS, cam no cede, cepruduuupoBas.
Tunosbie cnocodnl mydaukanun WEB-npuioxenus

JDS xax WEB-npuioxenue, HanucanHoe Ha .NET, B3auMo1eiiCTBy€eT ¢ BHEIIHUM MUPOM

gyepe3 cooctBenHbrii HTTP(s) cepsep Kestrel, Bxomsmuii B cocras .NET SDK.

[Ty6nmukanuss NET WEB-npuwioxeHuii, OOBIYHO, TPOU3BOAUTCA C  IOMOIIBIO

JOTIOJIHUTENILHOTO cepBHca Reverse proxy, yacto peanuzyemoro ¢ npumenennem NGINX.

o= Reverse proxy server: ASP.NET Core app

Internet

HTTPS . HTTP HttpContext
. —» IIS, Nginx, Apache, YARP  «———————» {} Kestrel « » {} App code

Pucynok 6.14 — ITyGnukarusi ¢ TOMOIIBIO JOMOJHUTEILHOTO cepBuca Reverse proxy

Kpome toro, .NET WEB-npunoxenne MOXeT HCIONb30BaTh Juisl myOnukamuu Kestrel

CaMOCTOATECIIBHO.
ASP.MET Core app
Internet
HTTPS HttpContext
. -t —+ {} Kestrel = P » {} App code

Pucynok 6.15 - [Tyonukanuu ¢ momorisio Kestrel

IIpumeps! HacTpoiiku nydankanuu WEB-npuiaoxenns JDS

Bapumanr 1.

[Ty6nukanumst ¢ ucmosib30BaHNUEM BCTpoeHHOTO cepBepa Kestrel mo nmporokormy HTTPS

B aiin nHactpoiiku mpumnoxeHus jds/appsettings.json TpeOyeTcss yka3aTb 3HauCHUS

napametpoB Kestrel \ Endpoints \ Default u Kestrel \ Certificates \ Default:

"Kestrel": {
"Endpoints": {
"Default": {
Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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"Url": "https://*:443"
}
by
"Certificates": {
"Default": {
"Path": "/path/to/certificate.pfx",
"Password": ""

B mpumepe Boime JDS myOnmkyercs Ha Bcex |P-agpecax xocrta, Ha mopty 443, ¢

ucnojib3oBanueM nporokosa HTTPS.

Ceptudukar, ucnonszyembiii Kestrel mist 3ammrel kaHaia, JOKEH OBITH BaJHIHBIM
(BBIMMYIIICH IEHTPOM cepTU(HUKAIMN, KOPHEBBIE CEpPTH(PHUKATHI KOTOPOI'O HACTPOCHBI Ha BCEX

X0CTax HHPPACTPYKTYPHI KaK JJOBEPEHHBIE).

Ceprudukar nomxeH O0b1Th B opmare PFX, cobupaercs ciemyronmm o6pa3om:

openssl pkcsl2 -export -out certificate.pfx -inkey private.key
-in certificate.crt

B stom mpumepe PFX-¢aiin cobupaercst u3 (aiina ceptudukara U 3aKpbITOro KIoua;
OpEeaIoaaraeTcsi 4To Mapojb K 3aKpbITOMY KJIIOYYy HE YCTaHOBJIEH. B mHOM cimyuae (maposib
yCTaHOBJIEH) TpeOyeTcs yka3aTh napoib rnpu coopke PFX-daiina, Taxoke, ykazaTs maposb B MOJ€
«Passwordy aiina Hactpoiiku. ®aitn cepTudukaTa IOKEH OBITH JOCTYIEH HAa YTCHHE IS

MOJIK30BATEA, MO KOTOPBIM 3amyckaetcs JDS.
o [TpaBuina 6e3omacHoctu OC Linux MOTYT 3ampeiiath NpUBI3KY
HEIIPUBUJIETUPOBAHHBIX (IT0JIB30BATENIBCKUX ) IPUIIOKEHNUN K TopTaM Huxke 1024.

Hy>HO nprcBOUTH COOTBETCTBYIOIIKE TTpaBa UcodHsieMoMy (aiimy JDS:

sudo setcap 'cap net bind service=tep' /opt/jds/JDS.WebApi

Bapuanrt 2

[Ty6nukanums ¢ ucnonaszoBanueM BHentHero WEB-cepsepa NGINX (He BXOIUT B KOMILIEKT

noctaBku JDS)

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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B nannom mpumepe WEB-npunoxenue npusssbiBaercs k mopry 5000 na localhost, a

NGINX nactpaunBaetcs Ha npokcupoBanue BHemiHUX HTTPS-3anmpocoB Ha localhost:5000.

B ¢daiin mactpoiiku npunoxxenust jds/appsettings.json TpedyeTcst yka3zaTh 3HaU€HUE TOJIBKO

napametpa Kestrel \ Endpoints \ Default:

"Kestrel": {
"Endpoints": {
"Default": {
"Url": "http://localhost:5000"

by
by
[Tapamerp Kestrel \ Certificates \ Default tpebyercs ynanuts u3 daitia KoHPUrypaIuu.

@aiin Hactpoiiku caiita aua WEB-cepBepa NGINX nomxeH BBINISAETh CIHEAYHOIIAM

obpazom:

server {
listen 443 ssl default server;
listen [::]:443 ssl default server;
ssl certificate /var/www/ pki/certificate.crt;
ssl certificate key /var/www/ pki/private.key;
ssl protocols TLSv1.2 TLSv1.3;
ssl ciphers
'"TLS AES 128 GCM SHA256:TLS AES 256 GCM SHA384:TLS CHACHA20 POL
Y1305 SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-
SHA384"';
root /var/www/html;
index index.html index.htm index.nginx-debian.html;
server name Jjds.local.net;
location / {
proxy set header Host Shost;
proxy set header Upgrade S$http upgrade;
proxy set header Connection 'upgrade';
proxy set header X-Forwarded-For
$proxy add x forwarded for;
proxy set header X-Forwarder-Proto $scheme;
proxy pass http://localhost:5000;
proxy http version 1.1;

‘N§H3MGHGHHHI Iloamuce oTB. JIMNA: ’,HaTaBHeceHMﬁHBM:
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B npumepe Bbllle HYHO M3MEHUTh 'O MecTy'" 3HAa4Y€HUs CIENYIOIUX MapaMeTpoB,

MpUBEACHHBIX B TabmuIe 6.1:

Tabnuma 6.1 — [Ipumensiembie mapaMeTpbl

ITapameTp 3HaveHue

ssl_certificate [IyTs k daiiny ceprudukara, chopMupoBaHHoro st s caiita "jds.local.net"

ssl_certificate_key | ITyTh k ¢aiiy 3akpbITOro Kiro4a ceprudukara, CHOpMHUPOBAHHOTO IS IS CaiTa
"jds.local.net"

ssl_password_file TekcT maposist 3aKpHITOro Kito4a cepTU(UKaTa, chOPMUPOBAHHOTO IS IS caiiTa
"jds.local.net", eciiu 0H ycTaHOBJICH

server_name Wwms caiita, Ha koTopoM padotaet JDS. B nannom npumepe 310 "jds.local.net"
proxy_pass Anpec 1 opTt, Ha KoTopslil nepeHanpasisitoress HTTPS-3anpocs! ans caiita
"jds.local.net".

D10 3HaUEHMeE JOJDKHO COBIAIaTh ¢ 3HadeHneM Hactpoiiku Kestrel \ Endpoints \ Default
(aiina jds/appsettings.json.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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6.2.1. YcranoBKa BeO-cepBepa nginx

@ Ckpunt npumensercst B kommepueckoii Bepcuu CYB]] «Jatoba»

B ciyuae, korma tpeOyercsi ycraHoBuTh BeO-cepBep B OC GNU/Linux B karaiore,

XPaHUTCS CKPUIIT YCTAHOBKH BeO-cepBepa nginx:

/usr/share/jds/utils

YcraHaBIMBaeTCs NAKET U3 YIAIEHHOTO PEIO3UTOPUS KOMAHIOM:

cd ./utils/
sudo bash nginx.sh install -y

Jliis OC Astra Linux npuMeHsieTcss KOMaH/a:

bash nginx.sh install --default

root@jds-virtual-machine: fusrfsharefjds

File Edit View Search Terminal Help

—_———— -z - —3g-- - - —=== = =o = = - === —o>

root@jds-virtual-machine: fusr/share/jds#
root@jds-virtual-machine: fusr/share/jds# cd ./ futils/
root@jds-virtual-machine: fusrfshare/jds/utils# sudo bash nginx.sh install -y
[INFO] Nginx installation is started.
dpkg-query: package 'nginx' is not installed and no information is available
Use dpkg --info (= dpkg-deb --info) to examine archive files,
and dpkg --contents (= dpkg-deb --contents) to list their contents.
Reading package lists... Done
Building dependency tree
Reading state information... Done
ca-certificates is already the newest version (20211616ubuntu®.18.04.1).
wget is already the newest version (1.19.4-1ubuntu2.2).
The following package was automatically installed and is no longer required:
Libllvm?7
'sudo apt autoremove' to remove it.
® upgraded, ® newly installed, ® to remove and ® not upgraded.
[INFO] Add nginx local repository to fetcfapt/sources.list.d/nginx.list
: cannot stat 'tmp': No such file or directory

:1 file: flocalrepo stable InRelease [2,125 B]
:2 file: fusr/share/jds/jds-deb ./ InRelease
:2 file: fusrfshare/fjds/jds-deb ./ InRelease
:3 file: fusrfshare/jds/jds-deb ./ Release

Pucynoxk 6.16 — YcranoBka BeG-cepBepa nginx

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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[Tpu mepBom 3amycke BeO-cTpanunbl JDS no agpecy https://localhost/ Be6-6pay3ep moxer

COOOIIUTh, YTO OOHAPYXWJI MOTEHUUATbHYIO yIrpo3y O€30IacHOCTH M MpeKpaTHil padoTy c

localhost.
Jlnst ycTpaHeHus mpooiieMbl, He00X0MMO HaxkaTh «Advancedy.

B OTKPBIBHIUMCS OKHC IIOABUTCSA HOIIOJIHUTCIIBHOC COO6H_IeHI/Ie, YTO HET HOBCpUA K

ceptudukary.

[ToxrBepauTh, uTO AOBepsicTe ceprudukary, Haxas Ha «Accept the Risk and Continuey.

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to localhost. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

Learn more...

Go Back (Recommended) Advanced...

localhost uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

View Certificate

Go Back (Recommended) Accept the Risk and Continue

Pucynok 6.17 — BeiBox cooOrmiennii Be6-0pay3epom

[Tocne yero BeO-cTpanuiia JDS craner poctymnHo# mo aapecy https://localhost, B koTropom

ucnosb3yerca SSL-coeanHeHMeE.

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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Pucynok 6.18 — Craprosas crpanuna JDS

6.2.2. Ynanenue Be0-cepBepa nginx

B cnyuyae, korna tpedyetcs yaanuth Be6-cepBep B OC GNU/LINuX, B kaTamore XpaHuTCst

CKpHMNT «nginx.shy:

/usr/share/jds/utils

yI[aJ'IeHI/Ie MMPOBOAUTCA B ABTOMATUYCCKOM PCIKUME KOMaHI[Oﬁl

cd ./utils/
sudo bash nginx.sh uninstall -y

Ne uzmeneunus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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rookt@jds-virtual-machine: fusrfshare/jds/utils

File Edit View Search Terminal Help

root@jds-virtual-machine: fusr/sharefjds/utils# sudo bash nginx.sh uninstall -y

[INFO] Nginx uninstallation is started.

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
1ibllvm? libpcre2-8-6

Use 'sudo apt autoremove' to remove them.

The following packages will be REMOVED:
nginx

© upgraded, © newly installed, 1 to remove and @ not upgraded.

After this operation, 3,108 kB disk space will be freed.

(Reading database ... 154402 files and directories currently installed.)

Removing nginx (1.22.1-1~bionic) ...

Processing triggers for man-db (2.8.3-2ubuntu®.1) ...

[INFO] Remove Jetcfapt/sources.list.d/nginx.list

[INFO] Remove ssl certificates.

removed '/fetc/nginx/ssl/nginx-jds.crt’

removed '/etc/nginx/ssl/nginx-jds.key’

[INFO] Remove config files

removed 'fetc/nginx/nginx.conf’

removed 'fetc/nginxfconf.d/jds.https.conf’

removed 'fopt/JIDS-utils/jds.https.conf’

removed 'fopt/JIDS-utils/nginx.conf’

[INFO] Nginx uninstallation is done.

Pucynok 6.19 — Y nanenue Be6-cepBepa nginx
6.3. Ynasenue komnonenta JDS
Ckpunrt ynanenus komrnoHenta JDS HaxoauTcs B kataiore JOKaIbHOTO MOJIb30BATENS, a B

paccMaTpuBacMOM IIPUMEPE B KaTaJore:

/usr/share/jds

CKpI/IHT BBITIOJIHACTCA OT MMCHHU M C IIpaBaMU IIPUBUICTUPOBAHHOI'O ITOJIB30BATCIIA C

KirouoM «uninstally:

sudo bash jds.sh uninstall

[Tocne 3amycka ckpurita OyJIeT BBIBEICH 3aMpOC O MOATBEPKACHUH YIAICHUS:

Do you wish to uninstall jds

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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root@jds-virtual-machine: fusrfsharefjds

File Edit View Search Terminal Help
root@jds-virtual-machine: fusr/share/jds# sudo bash jds.sh uninstall

HiHH R R R R R R R
HiHHHY JATOBA DATA SAFE project (jds). HHHHHY
HHHHH R AR T R R R A
Do you wish to uninstall jds (y/n)? []

Pucynox 6.20 — BeiBox 3ampoca o Ipo10DKeHIH YA IeHHST

[Tpu monTBepKACHIH OYYT BBIMIOJHEHBI CIICIYIOIINE CHCTBUS:

—  OCTaHOBJICHA W yJlaJIeHa ciyk0a «jds.servicey;

—  yJaJieH KaTaJjor /opt;

—  ynanena poiib CYBJI «jds»;

—  ynaneHa ciyxeoHas B/l «jdsdb» nmpu moareepxkaeHun ynaneHus.

root@jds-virtual-machine: fusrfshare/fjds
File Edit View Search Terminal Help
[INFO] jds.service stopped
[INFO] Systemctl service config file: /etc/systemd/system/jds.service removed
[INFO] Files from fopt/jds removed
[INFO] Files from fopt/JDS-deploy removed
userdel: user jds is currently used by process 780
dpkg: error processing package jds (--remove):

installed jds package post-removal script subprocess returned error exit status
8

E: Sub-process fusr/bin/dpkg returned an error code (1)

[INFO] Remove Jetcfapt/sources.list.d/fjds.list

[WARNING] Do you want to delete DATABASE: jdsdb and ROLE: jds? Please type "delete

[INFO] DATABASE:jdsdb and ROLE:jds weren't deleted.
[INFO] IDS uninstallation finished successful.

Pucynok 6.21 — Y nanenune kommnonenrta JDS

6.4. OoHoBJeHMEe KoMOHeHTa JDS
CyecTByeT JBa criocoba 0OHOBICHUS KOMIIOHCHTA!

— B pYYHOM PEXKUME;

— C IIOMOIIBIO HHCTAJIATOPA.

6.4.1. O6HoBJIeHNe KOMIIOHeHTa JDS B pyyHOM pe:kume
[Ipu oGHOBIIEHNH CylIecTBYIOMIEr0 pa3BEépThiBanust JDS TpeOyeTcst o0ecneynTh He TOJIBKO

AOCTAaBKy Ha XOCT HOBBIX HCITOJIHACMBIX q)aleOB, HO B 00s3aTe€ILHOM MopsAAKEC COXpPAaHUTHL BCC

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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JaHHBIC KOMIIOHCHTA, pPaHCC CO3I[&HHBIC/COXpaHéHHBIC II0JB30BATCIIEM (z[aﬂee - JAaHHBIC

MIPUIIOKEHHUS).
Kak Mmuaumym Tpedyercs COXpaHUTh:
—  (baiin koHdurypanuu (Ha MOMEHT HallUcaHus TpeOoBaHus - appsettings.json);
— cinykeOHas 6a3za maHHbIX JDS;
— SSH-kir0u yu€THOI 3anucu, moj KoTopoii 3amyckaercst JDS;
—  (aiin ~/.ssh/known hosts yu€tHoii 3anucu, moja KoTopoii 3amyckaetcst JDS.
OOHOBJICHHE KOMIIOHEHTA B PYYHOM PEKUME BBITIONHSIETCS B CIICIYIOIIEM MOPSIKE:

1)  OcranoBuTb ciryx0bI jds u jds-doctor
2) Cnenath pe3epBHYIO KOO (Haiios:

—  [opt/jds/appsettings.json;
—  /opt/jds-doctor/appsetting.json.

3) VYnaganuth mankw:

—  /opt/jds;
—  /opt/jds-doctor;
—  /opt/jds-scripts;

4)  PacnakoBatb apxuB jds-*.tar.gz B manky /opt
5) TIlepeumenoBath mamnku (eciau TpeOyeTcs)

—  /opt/jds.doctor -> /opt/jds-doctor;
—  lopt/jds.scripts -> /opt/jds-scripts.

6) BoccranoBuTh crenyronue Gaiibl U3 pe3epBHON KOMUU:

—  [opt/jds/appsettings.json;
—  [opt/jds-doctor/appsetting.json.

7)  3Bamyctuth ciayx0si jds u jds-doctor

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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6.4.2. OoHoBIeHUEe KOMIIOHEeHTa JDS ¢ mMOMoONIbI0 HHCTAJIATOPA

OYHKITMOHATILHBIC BO3MOXXHOCTH KOMITOHCHTA TIO3BOJISIOT BBIMOJIHATH OOHOBIICHUE
koMrioHeHTa JDS ¢ momompio wHCTAUISITOpPA. JlaHHBIA METOJ HE TapaHTUPYET COXpaHEHUE

JaHHBIX, T.C. JaHHbIX C03I[aHHI)IX/ COXpaHéHHI)IX II0JB30BaATCIISIMU KOMIIOHCHTA.

OOHOBJICHHE BepCI/Iﬁ KOMIIOHCHTA MOOJIZKHO IIPOBOAUTHCA IIOCIICAOBATCIIBHO OT

o BEpPCUU K BEPCUHU.

[Ipy mepBoHaYanbHOW YCTAaHOBKE HEOOXOAUMO co3daTh Kartanmor /ust/share/jds. s

IIOCJIICA0BATCIIBHOTO OOHOBJICHHS BCpCHM KOMIIOHCHTA HYXXHO CO3JaTh KaTaJlor ¢ HOMCPOM

Bepcuu. Hanpumep, kataor /usr/share/jds2-2-28.

B co3nmanHbIil Karajor, ¢ AUCTPUOYTHBHOTO JMCKA CKOMMPOBAThH Cienytoniue ¢Gaiisl u

KaTaJIOru Make€Ta yCTaHOBKMH:

KaTaJlor — packages, conepmamnﬁ IMTaKCThl YCTAHOBKH,

KaTtayor — utils, cogepxamuii KOHPUTypaIMOHHBIE (HaITbI;

—  ckpunr — jds.sh.

mc [root@jds-ubuntu-22-04]:/usr/share/jds2-2-28

S8 /usr/share .[*]>7 <= ...dmin/Downloads/2-
. N Name N Name
..
/packages /packages
futils Jutils
README . md

Pucynok 6.22 — Bun xatanoros
3anmyCTUTh UHCTAJUISITOP KOMIIOHEHTa KOMaH0M:
sudo bash jds.sh upgrade

[+1 root@jds-ubuntu-22-04: fusr/share/jds2-2-28

root@jds-ubuntu-22-04:/# cd fusr/share/jds2-2-28/
root@jds-ubuntu-22-84: /usr/share/jds2-2-28# sudo bash jds.sh upgrade

Pucynok 6.23 — BeinosHeHre KoMaH/1bl OOHOBJICHHUSI KOMITOHEHTA

HOI[TBepZ[I/ITB OOHOBJIEHNE KOMIIOHEHTA:

Ne uzmenenus: ’]IonHHCLOTB.HMua: ‘,HaTaBHeceHMﬁM3M:
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Do you wish to upgrade jds (y/n)? Y

[+1 root@jds-ubuntu-22-04: fusrfshare/jds2-2-28

root@jds-ubuntu-22-04:/# cd fusrfshare/jds2-2-28/

root@jds-ubuntu-22-84: /usr/share/jds2-2-28# sudo bash jds.sh upgrade

HERHE A R A A R R R

HHHHHH JATOBA DATA SAFE project (jds). HHHHHH

HERHE AR R A A R T A AR R R

[INFO] Configuration file: jds.config does not exist. Default config file: jds.c
onfig is created.

Do you wish to upgrade jds (vy/n)? I

Pucynok 6.24 — IlonTBepkneHre onepanui 0OHOBICHUS

[Ipy oOHOBIEHHMHM KOMIIOHEHTa, OyJeT BBIBEACHO COOOIIEHHE O  CO3JaHUU

KoH(purypanuonHoro aiina:

[INFO] Configuration file: jds.config does not exist. Default
config file: jds.config is created.

Ha cnenytomieM mare MHCTAJIISTOP 3alpPOCUT MOJATBEPKICHUE U3MEHEHUS! KOH(DUTypanun

10 YMOJIYaHUIO:

Do you want to change default configuration settings (y/n)?

OTkaxurech WIH MMOATBCPAUTC OOHOBJICHHE HAaCTPOCK MW BBCIUTC HOBBIC Tpe6yeMHe

HaCTPOMKH.

[+ root@jds-ubuntu-22-04: fusr/share/fjds2-2-28

DATA SAFE .NET Core application

[INFO] jds.service stopped

[INFO] Systemctl service config file: J/etc/systemd/system/jds.service removed
[INFO] Files from Jfopt/jds removed

[INFO] Files from fopt/IDS5-deploy removed

Processing triggers for libc-bin (2.35-8ubuntu3.6) ...

[INFO] Remove fetc/apt/sources.list.d/jds.list

Jusr/bin/psql

[INFO] Default JIDS configuration:

JATOBA_SERVER (JATOBA server ip):localhost

JATOBA_PORT (JATOBA port):5432

JATOBA_USER_ID (JATOBA user name. WIll be created during installation, if doesn'
t exist in DB):jds

JATOBA_DATABASE (JATOBA database name): jdsdb

JDS_PUBLISH_PORT (JDS publishing port):56000

Do you want to change default configuration settings (y/n)? I

Pucynok 6.25 — IloaTBepkieHrs COXpaHEHUS TEKYIIUX HACTPOEK KOMIIOHEHTA

Ne uzmenenus: Iloamuce oTB. JIMNA: ’,HaTaBHeceHMﬁM3M:
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[locne 4yero MHCTALUIATOP 3alpPOCUT MAapoJib NPUBWIETMPOBAHHOIO mnoJb3oBarens CYB/]

1uist oOHoBINeHus pa3pemienuid B CYB/I.

root@jds-ubuntu-22-04: fusrfshare/jds2-2-28 Q

Do you want to change default configuration settings (y/n)? V¥
Enter JATOBA SERVER (default localhost)?

Enter JATOBA_PORT (default 5432)7

Enter JATOBA USER_ID (default jds)?

Enter JATOBA_ DATABASE (default jdsdb)?

Enter JDS_PUBLISH_PORT (default 5000)?

Enter JATOBA USER_PSWD (default sql)?

[INFO] JATOBA SERVER:localhost JATOBA PORT:5432
[INFO] JATOBA SERVER connection is successful.
Enter SUPERUSER name (default postgres)?

[INFO] Creating role: jds
Password for user postgres: I

Pucynox 6.26 — Beoa maposnst npuBuiernpoBanHoro noss3oBatens CYB/]

)Ianee HHCTAJIIATOP B aBTOMATHYCCKOM PCKUME BBIIIOJTHUT OOHOBJIEHHE KOMIIOHEHTA.

[+1

abled)
Active:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

Feb 27 11:51:

application.

Feb 27 11:51:

root@jds-ubuntu-22-04: fusr/share/jds2-2-28 Q =

since Tue 2024-82-27 11:51:52 UTC; 329ms ago
4653 (JDS.WebApi)
10 (limit: 2213)
22.6M
224ms
/system.slice/jds.service
L4653 Jopt/jds/IDS.WebApi

52 jds-ubuntu-22-04 systemd[1]: Started JATOBA DATA SAFE .NET Core

52 jds-ubuntu-22-84 jds-dotnet[4653]: [11:51:52 WRN] Using an in-me

mory repository. Keys will not be persisted to storage.

Feb 27 11:51:

52 jds-ubuntu-22-84 jds-dotnet[4653]: [11:51:52 WRN] Neither user p

rofile nor HKLM registry available. Using an ephemeral key repository. Protected
data will be unavailable when application exits.

Feb 27 11:51:

52 jds-ubuntu-22-84 jds-dotnet[4653]: [11:51:52 WRN] No XML encrypt

or configured. Key {e63cSele-3736-4412-ab7f-d2ef7b6fd442} may be persisted to st
orage in unencrypted form.
root@jds-ubuntu-22-04: fusrfsharefjds2-2-28#

Pucynoxk 6.27 — OxHO 3aBepiieHus: OOHOBICHHUS
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@ B mpouecce o6HoBnenus xommoneHta JDS, ayrentuduxanmonnas uHpopmanms

MI0JIb30BaTENICH KOMIIOHEHTA, co31aHHble «Llenn» u nmpoune HaCTPONKH COXPAHATCS.
6.5. YcranoBka kommnonenta JDS va OC Windows ¢ noMomb0 HHCTALISITOPA

@ Omnucanue pasjeia npuMeHnmo s Bepeuii JDS 2.3.8 u Bblie

[Ipumep ycranoBku komnonenta JDS nHa cepBepHbix OC mpuBeneH nainee MO TEKCTY

JIOKYMEHTA.

[Tpumep ycranoBku BeO-cepepa (IIS) ma OC Windows 10 npusenen B Ilpunoxenun 7.
JlanpHeWme NeHCTBUS M0 YCTAaHOBKE W KOH(PUTYPUPOBAHUIO KOMIIOHEHTA OYyAyT aHAJOTUYHBI,

MPHUBCACHHBIM HUKEC.

6.5.1. Hactpoiika cepsepa OC Windows Server 2016

Jlnst mpenBaputenbHON HacTpoiiku cepBepa OC Windows Heo6xomumo:

—  3a/1aTh KOPPEKTHOE UMl CepBepa;
Wms cepBepa HE JODKHO BKIIOYATh CHMBOJ HW)KHETO MOJYEPKHBAHUS « », B
npotuBHOM ciryyae OC BbIAACT OMIKOKY.

—  HACTPOUTH CETEBOE OKPYKCHHUE;

—  ycraHoButbh o0HOBIEeHUs OC;

— B TaHeNnW Jucrheruepa cepBepoB oOTKMOUUTh «KoHurypamuio ycuieHHON

6e3omnacHoctu Internet Explorery.

6.5.2. YcranoBka poJiu Bed-cepsepa (IIS)

Jlns ycTaHOBKH poJin BeO-cepBepa (nanee — 11S) Heo6xoaumMo npoaenars Cieayome ari:

1) [lepeitu B manens «/lucnerdep cepBepoB» —> «llanens MmoHWTOpHMHra» —>

«/106aBUTH pOJIM M KOMITOHEHTHI» (pUCYHOK 6.28).

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:




114
643.72410666.00067-07 97 01

s Ancneruep cepeepos

[JvicneTyep cepsepos * [NaHeslb MOHUTOPUHIA

&2 Masens MoOHUTOpPUHIa

§ JlokansHuiii cepeep
i Bce cepeepsl
io s

#§ Oaiinosuie cryx6hl v cn... D

W

Crpaits

Pucynok 6.28 — OxHo «/lucnetuep cepepoB»

2)

B otkpriBiIeMcst okHe «Mactep 100aBlIeHHs pOJIe 1 KOMIIOHEHTOBY 03HAKOMUTHCS

¢ pasaenom «Ilepen Hauamom paboOThI», 3aTEM HakaTh KHOMKY «Jlaigee» (pucyHok 6.29).

Mepes, Hauyanom pabotsl

Tun yCTaHOBKM

Bribop cepeepa

= Macrep goBaeneHun poneli W KOMNOHEHTOB

[Mepes Hayanom paboThbl

O X

KOHE4HI CEPSER
s602doc-jds01

3moT MACTEp NOMOMET BaM YCTaHOBWTL POAM, Cﬂ)")Ksbl pOﬂEIﬁ MKW KOMNOHEHTHI, OI'IPE,D,EJ'IM'IE, uro
HY#HO YCTaHOBEWTh, Ha OCHOSaHWW I'IOTpEﬁH OCTER CBOEH OPraHu3aumm, Taknx KaK OﬁLuHﬁ A0CTyN K
ADKYMEHTAM WMNK pPa3MELeHneE eeb-caiiTa.

Yrobul yaanuTe ponu, cnyxBul ponel MaM KOMNOHEHTE

3al'l)|'CTMTh MacTep yaaneHWA pD_"Eﬁ W KOMMOHEHTOE
Mpexae uem BBl NPOACAKMUTE, YEEAUTECk, UTO BEINGAHEHS CASAYOWME 334341

* YuyeTHan 3anvce aAMMHACTRATOPE 3aIUMILEHE HAAEXKHEIM NaponeM
* HacTpoeHbl CETEBbIE NApamMETPI, TaKWE kak cTaTudeckmne IP-agpeca
* YcraHoEneHsl HoBeiluWe obHoENeHuA GesonacHocm w3 LiedTpa obHoenerna Windows

Ecnu Bam TpEéyETCﬂ NpOBEPUTE, ERINOAHEHEB] X kakme-nubo NpeaWecTsyowmne HEGGKOAMM!:IE
yCnoeua, SEKPOIF"E MaCTep, EbINCAHWTE HEO'&XO,DM MbIE€ WAr 1 3anyCTUTE MacTep CHOEA.

Yrobul npogomeute, HaxmMuTe kHonky “Janee”,

[ Dponyckats 5Ty cTpariuy Mo yMonuaHU0

YeraHoBuTE Otmena

< Hazap

Pucynok 6.29 — OxHo ¢ paznenom «llepen Hauamom paGoTh
3)

«YcTaHOBKa poJici MM KOMITOHEHTOB» U HakaTh «Jlanee» (pucyHok 6.30).

B pasaeie «BBI60p TUIIA YCTAaHOBKW» YCTAHOBUTH (bﬂa)KOK HAIIpOTUB TIOJIA

Ne uzmeneunus: Iloamuce oTB. JIMNA:

‘ Jlata BHECEHHUS U3M:
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s MacTep goBaBneqna poneil U KOMNOHEHTOB

- O X

Bb|60p NEl YCTaHOBKM KOHEYHSII CEPBEP

s602doc-jds01

BmibepwTe TMN yCTaHOB KW, Bbl MOXETE YCTAHOBMTE PONK 1 KOMMOOHEHTHI Ha BoTarowen GUIMHECKOM
Mepeg Hadanom paboTel p ¥ 5 Y P pa M
KOMMNBHITEDE, Ha BUPTYANbHOW MELUWHE MAKM H3 BETOHOMHOM BUPTYanbHOM ¥ECTKOM QWCKe [V'_ D).

(®) YcTaHOBKa ponieii MW KOMMOHEHTOB

BeiBop cepeepa

Hacrpoiite oguH cepeep nyTem gobasnenwa poned, cnyxb poneil 1 KOMNOHEHTOE,

() YecranoBska cnymb yaanennbix paboumnx cronos

YcranoeuTe cnywbel poneid Ana MHOPacTpyKTyprl BUPTYanbHelx pabouny cronce (VDI), utobe
C034aTh PASEEPTRIEAHWE HE OCHOBE EMPTYANbHbIY KOMNBHOTEDOE WAKM CEAHCOE.

| < Hazap | fanee = | YecraHoBWTE OmmenHa

Pucynoxk 6.30 — OkHo ¢ pa3nenom «BpiOop THIIa yCTaHOBKN

4) B pasnene «Bwibop meneBoro cepBepa» YCTAaHOBHTH (DJIKOK HAMPOTHB ITOJIS

«BpiOepuTe cepBep u3 MmyJia cepBepoB» U HaxaTh «Jlanee» (pucynok 6.31).

@ Ha nanHoMm mare Oyet BEIOpaH TEKyIIHA CEpBED.

= Mactep gofasnenns poneii 1 KOMNOHEHTOB — O *
_ KOHE4HxI CEPEER
Bb|6op Lle1eBOro CepBepa s602doc-jds01
Mepeg Hauanom paborel BuifepuTe cepEep WK BAPTYaNbHBIA KECTKMIA AWCK, Ha KOTOpOM GyayT yCTaHOENEHE! POM W
KOMMOHEHTEL
THM YCT2HOBKK

Bribop cepeepa

() BriBepuTe BMPTYansHbIR XecTkMiA gnck

Ponn cepeepa

KomMnoHeHTs Myn cepeepoe

DuneTp:

Wma IP-agpec OnepaumoHHan cvcTemMa

s602doc-jds01 10.116.102.40 MaiikpocodT Windows Server 2016 Datacenter

Hafgeno komnetoTepos: 1

Ha 1o cTpanuue nokasansl cepeepul nog ynpasnenuem Windows Server 2012 wan Bonee Hosoro
suinycka Windows Server, koTopeie Guinu goBasnensl ¢ noMowsto Komangsl “loGaswTs cepsepsl” B

AWCNETHEDE CEPEEPOB. He EbIBOAATCA SETOHOMHBIE CEPEEPHI W ,\’J,OGEEHEHHbIE HOBbIE CEPBEDLI, AaHHBIE
€ KOTOPbIX NOKa NOAHOCTEHDY HE NOAYYEHbL

| < Hazag || lanee > | YecranoeuTe Otmena

Pucynok 6.31 — OkHo ¢ pazaenom «Bpibop 1ieneBoro cepepar»

Ne uzmeneunus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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5) B pazgene «Bopibop poneit cepBepa» yCTaHOBUTH (Piia)KOK HampoTuB mois «Beo-

®

XPaHUITUIIAY, KOTOPBIA HEOOXOIMMO OCTABHTh.

cepep (11S)» (pucynox 6.32), mocie 3TOro OTKpoeTcsi OKHO «Macrtep no0aBieHUs poyied U
KOMITOHEHTOB», B KOTOPOM HEO0XOAMMO HakaTh «J[00aBUTh KOMIOHEHTBHI» (PHUCYHOK 6.33).

BepHyThbes B 0kHO ¢ pasienom «Beibop poseii cepBepa» u HakaTh «Jlanee» (pucyHok 6.34).

[To ymonmyanuto piaxkok ycTaHOBIJIEH HAMPOTHB 110151 «DaiinnoBeie CiryKObI U CITyKObI

[Fzs MacTep goBasnenna poneil v KOMNOHEHTOE

Bribop poneii cepsepa

Mepad Hauanom paboTsl

TN YCTIHOBKK Ponm

g

[] DNS-cepsep

[] Hyper-v

[] Arrecrauma paBoTocnocoBHocTv ycTpoiicTs
[] BeB-cepeep (1IS)

[ Oomentsie cnysEsl Active Directory

[ Pesum Windows Server Essentials

[] Ceresoit kontponnep

[] Cryxfa onekyna ysna

[[] Cayx6ui Active Directory ofAerdeHHoOrD 4ocTyna k
[ CryxBsi MultiPoint

[ Cays6e Windows Server Update Services

[ CrysBal axTUBALMKM KOPNOPATUEHLIX MULLEHINI
[[] CayxBei neuati v gokymeHTos

[] CayxBui noauTvki ceT v 4ocTyna

[[] Cayxfnl passepaisatng Windows

[] Cayxful ceprudmkatos Active Directory

[ Cayxfel yaanerseix pabounx cTonce

[ CrvoxBil yipaenenus npasamu Active Directory

Brifop cepeepa
Ponw cepeepa

KOMMOHEHTE

BuifepuTe oaHy MAW HECKONRKD Ponei ANA YCTAHOEKW Ha 3TOM CEpEepe,

- O X

KOHEYHSIA CEPEER
s602doc-jds01

Onucanne

DHCP-cepeep nozsonaet
LEHTPANM30BAHHO HACTPaWEaTL
BpemeHHtie |P-agpeca v CEA3aHHbIE
€ HMMMW AaHHBIE, NPEACCTABNATE MX
KNWEHTCKMM KOMMNBIOTEPAM, 3 TAKOKE
YNPABAATE MMM,

| <Hesaa | [ Dance> |

YcranoeuTe OtmerHa

Pucynok 6.32 — OkHo ¢ pa3aenom «Bbibop poseii cepsepa»

Ne uzmenenus:

Iloamuce oTB. JIMNA:

‘ Jlata BHECEHHUS U3M:
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fe MacTep 40BaenenmA peNei M KOMNOHEHTOE - O x
- - - KOHEYHbIA CEPEER
Bb|6op po_ﬂeM (€| [z MacTep goBasneHua poneii u KOMNOHEHTOB * <502d0c-jds01

= X
J0BaBKTE KOMNOHEHTHI, HEOBXOAWMBbIE AnA Beb-
cepeep (lIS)?

Hue

[ns ynpaeneHna 3TMM KoMNoHeHTOM TpebyroTca ciegyrowme peep (IIS) npegocrasnaer

cpeactea. JgHako ux He HYHHO YCTaHAENMEBATE Ha OAHOM W TOM Xe
Ponu cepaepa e 2 ¥ 2 hyro, ynpasasemyto 1
cepeepe.

BBupyemMyto nubpacTpykTypy

4 Befi-cepeep (IIS) MNOKEHU A,

4 CpeacTea ynpasneHna
[Cpeactsa] Koncons ynpasnenua caysbamu 1S

BrntouwTe cpegcTea ynpasnedus (2cnm npumetmo)

E,ﬂ,oﬁaamh KOMMAOHEHTEI | ‘ OmumeHa

< Hasag Danee » YcTaHoBWTE Omaena

Pucynok 6.33 — BciomoratenbHoe okHO «MacTep q00aBIeHUs POJICH B KOMIIOHEHTOBY

& Macrep goBasnenus poneii u komnoHenTos - O had
u KOHEHHsI CEPZER
Bb|6op pOﬂeM CepBe pa s602doc-jds01

nepe'q HaYanoM pasc’_bl BbIEIEpHTE CAHY WM HECKONBKD PONEW ANA YCTAHOEKKM Ha 3TOM CEpEEpE.

THN YCT2HOBKM Ponm Onucatme

Bibop cepeepa [] DHCP-cepsep ~ Be6-cepeep (IIS) npegocrasnaet
] Hyper-V MaclTabupyeMyto MHGPacTpyKTypy

K:OMMOHEHTL BEG-NpUACHKEHWA

[] Arrecraums pabotocnocobHocTM yeTpolicTs

Posk eeB-cepeepa (IIS) Beb-cepeep (1IS)

[ Oomernsie cayxEe Active Directory

] Pexum Windows Server Essentials

MoaTeepxasHUE [[] Ceresoii koxtponnep

[] Cnyxba onexyna yzna

[ Cnyxbel Active Directory ofnerueHHoro gocTyna

1 Cayxéel MultiPoint

[[] Crys6el Windows Server Update Services

[[] Crysbul aKTUEALMKM KOPNOPETUEHBIX AMUEHIMI

[[] Cryxbel nesaty v AckyMeHTOS

[[] Cryxbul nonvmiks cetw v gocTyna

[] Cayxbul passeproisanus Windows

[] Cayxbul ceprudmratos Active Directory

[] Crysbul yaanenseix pabouwx cTonos

[7] Cayxcbol ynpasnenma npasamm Active Directory
>

Chyx6Bel ponei

| < Hazag || Nanee > | YeTaHoBUTE Ommera

Pucynox 6.34 — OxHo ¢ paznenom «Bbeibop poieii cepBepar
6) B pazmene «BbpiOOp KOMIIOHEHTOB» OCTaBUTHh BBIOPAHHBIC KOMITOHEHTBI 10

YMOJTYaHHUIO U HaXath «Jlanee» (pucyHok 6.35).

Ne uzmeneunus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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= MacTep goGaEneHnA ponei n KoMNOHEHTOR — O x

KOHEYHxIA CEPEER
Bb|6op KOMIMOHEHTOB =602doc-jdsi
Mepag Hauznom paboTs BuifepuTe @Mt MKW HECKONLKD KOMNOHEHTOE ANA YCTAHOEKN HA 3TOM CEpPBEPE.
TN YCT3HOBKK KomnonenTsl Onucanme
BuiBop cepeeps [MlBranchCachd ~ BranchCache ycranasamsaet
Ponuw cepaepa [] Direct Play cny#6bl, TpebyeMBIE ANA HACTPORKK
) [] Enhanced Starage KOMbHOTEPA & KA4ECTEE CEPEEPA
(R EHL] [ 1/O Quality of Service PasMELIEHHOTO K3La AW CEpEEpa
Fone seb-cepeepa (II5) [ Media Foundation COAEPHMMOTD € NOAAEPHKON
P [] Multipath I/O BranchCache, Ecnm Bl
LyHSEl ponek O] qWave pa3EEpTHIBEASTE CEPEED
MoATEEpH AeHNE ] RPC uepes HTTP-npokcw COAEPKUMOTO, ETO TAKKE
] SMB Bandwidth Limit HEeoOXOANMO HACTPOWTE MMGO Kak
[] SMTP-cepsep seb-cepsep HTTP, nnbo kax cepsep
[ TFTP-knnest NpMAcHEHUid Ha ocHoBe GOHOEOM
[] Windows Identity Foundation 3.5 MHTEANEKTYENE RO CyokGsl
| El Windows PowerShell (Ycranoeneno 2 us 5) HEEWH”_[BITS)' Yrobe paEEEPHyTb
] WINS-cepsep daiinoswiii cepeep ¢ noaaepxKor

BranchCache, ycranoswTe ¢

[[] Banancuposka cetesoii Harpysku
NOMOLLEH MacTepa Ao0aEneHMA

[] Buomerpuueckan nnatdopma Windows - "t
+/| Brytpennan baza gamneix Windows (Yeranosneno PONEN POfis CEPEEPa HaNN0ELle

[ Brympuwnpousccroe seb-sapo IS f"f‘mféblu e cnyxﬁa:\m"poneﬁ
T Knuent Telnet Palinosuid cepsep” u "BranchCache

ANA ceTeBLIX hainos”,

| = Hazag || lNanee = | Y¥craHoBuTe Ommen:

Pucynoxk 6.35 — OkHo ¢ pa3neinom «Bei00p KOMIIOHEHTOBY
7) B pazgene «Ponp BeO-cepBepa (I1S)» omucana mupopmamms o BebG-cepsepe 1S,

MOCJIe O3HAKOMIICHHSI Haxath «Jlanee» (pucyHok 6.36).

H -
= Mactep AoBaEneHna poneil M KOMNOHEHTOE - O X

KOHEYHIA CEPBER

Ponb Beb-cepsepa (lIS) <602doc 01

Beb-cepBepsl YCTAHAENMEAKITCA HA KOMNBHITEDEY, KOTOPBIE NOIECAAKT COEMECTHD WCNONB30EATH
uHdopmaumio & MHTepHETe, @ Takke NoayYaTh AOCTYN YEPES MHTPaceTH M 3kcTpaceTi. Ponb Be6-

TN YCT2HOEKW cepeepa sxnouaet cnyxBel 15 10.0 ¢ yayuwennoili BesonacHocTsio, guarHocTukoil n
BAMUHMCTPMPOEaHUEN, YHInbKMUMpOEaHHYH seb-nnathopmy, koTopan obsegunser 1S 10.0, ASP.NET
naargopmy WCF.

Mepea Hauanon pafore

Brifop cepeepa
Ponwn cepsepa
KOMMOHEHTL

Ponb Be6-

* The default installation for the Web Server (IIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP

CnyxBel ponei
’ errors), monitor and log server activity, and configure static content compression.

MNoaTeepHxAsHWE

JononnwTensHee ceefenna o seb-cepeepe IS

| < Hazag | lanee = | YcTaHoBMTE OmmeHa

Pucynok 6.36 — OxHo ¢ paznenom «Poib BeG-ceppepa (11S)»

Ne uzmeneunus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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8) B paznene «Bo16op ciryx0 poseii» ocTaBUTh BEIOpaHHBIE TApaMETPhI IO YMOJTYaHUIO

u Haxatb «[lanee» (pucyHok 6.37).

[TapameTpbl, yCTaHOBIEHHBIE [0 yMOJYaHUIO B pazzaene «Bwibop ciyx0 pomeity,

MIpUBECHBI B TaduIIe 6.2.

Tabnuna 6.2 — TpeOyembie napameTpsl B mare « CiryKObI posiein»

Ne OcHoBHOM mapameTp ‘ CBsi3aHHBII MapamMeTp
1 be3onacHocth
11 ‘ @unpTpanys 3anpocoB
2 HcnpaBHOCTH U INATHOCTHKA
2.1 ‘ Benenwue xxypnama HTTP
3 Oo6mmue pynxkuun HTTP
3.1 JIOKyMEHT 1O YMOJIYaHHUIO
3.2 0O0630p kaTtanora
3.3 Om6ku HTTP
34 Crartnueckoe coaepKuMoe
4 IIpousBoaNTEIBHOCTH
4.1 ‘ Cikatue CTaTUYECKOro COACPKUMOTO
5 Pa3zpaboTka npuioxeHui
51 ‘ Nuannmanuzanus npuioxeHui
6 CpencrBa ynpaJieHUsl
‘ Konconb ynpasnenus cinyxx6amu 1S
[z Macrep aoBasnenna poneii n KoMNOHEHTOB — 0 *

KOHEHHEIA CEPSER
s602doc-jds01

Bribop cnyx6 poneit

Mepes Hauanow pabors Buibepure cnyxSel ponei gna ycranoexm ana Bef-cepsep (IIS).

T yCTaHOBKM CyicBol poneii Orucanne

4
] BesonacHooms
OUNBTPaLMA 3aNPOCOE

Beb-cepsep npegocTaEnaeT
nogaepxky eeb-calitos HTML u
ACNONHUATENBHO NOAAEPIKKY

™ IP-agpec v orpaHMueHMA AOMEHE

[] Astopusauwa URL-aapeca

™ JaipxecT-nposepka NOANMHHOCTH

[[] OBw4Har nposepka NogNMHHOCTA

[] Mposepxa nognusroctn Windows

[] Mposepka NognMHHOCTH C CONOCTEASHME

[] Mposepka NoARMHHOCTY € CONOCTAEASHUET

[[] Uentpanusosarnas nogaepxka SSL-ceprie
4 WenpasHocTs v auarHoctika

BeneHne xyprana HTTP

[ Benenme xyprana ODBC

[ Mowwtop sanpocos

[[] Hactpavsaemoe seaerve xypHana

[[] Cpeacrea senshua syprana

[] Tpaccwposka
4 [V] OBume dyvrcumm HTTP

MoATERpK ASHWE

pacwwpennii ASP.NET, ASP u eeb-
cepsepa. 31oT seb-cepEep MOXHO
MCNONL30BATE ANA PasMELLEHUS
EHYTPEHHEND HMAKW BHEWHErD Beb-
caiita nnbo AnA NpefocTaBneHuA
pazpa BoTuUMKam Cpedbl CO3AaHMA
MPHUAOKEHWIA Ha oCHOBE BE6-
TEXHONOTHA,

| < Hazag || Danee > | ¥craHoBnTE Ommena

Pucynoxk 6.37 — OkHo ¢ pa3aenom «Bbibop ciyx0 ponei»

Ne uzmenenus:

’ Iloamuce oTB. JIMNA:

‘ Jlata BHECEHHUS U3M:
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- -
[z MacTep 4oBaEneHna poned u KOMNOHEHTOE

Beibop cayxb ponei

Mepen Hayanowm pabotel

THN YCT2HOBKW Cnywbel poneii
Buifop cepeepa | 11yDAMKALMA WeDLIAV
Ponu cepazps 4 Mpon3BoAUTENEHOCTE
Cwartve cTaTMyeckoro COAEPHMMOTD
KOMMOHEHT [] Cxatve grHamuueckoro cogepiumore
Poss sef-cepeepz (I5) 4 PazpaboTka MpunoxeHnii
— O asp
( Bl ponei [] ASPNET 35
MoaTeepxaeHHe L] ASP.NET 46
[ cal

[[] Brntouenna Ha cropone cepsepa (551)
WHuumanusalyms npruaoxedni
[] NMporokon WebSocket
[] Pacwuperus ISAPI
[ Pacwwpremocts NET 3.5
[] Pacwupremocts .NET 4.6
[ ] ®unsrpe ISAPI
v O
4 CpeacTea ynpasneHua
Koncone ynpasnesun crysxBamu 1S

Bribepute cnyswGnl poneid gna yoraHoekw AnA Beb-cepsep (IIS).

- O X

KOHEHHEIA CEPRER
s602doc-jds01

Onucanue

~ FTP-cepeep obecneunsast
nepesady Gainos MeXY KNMEHTOM
M CEPEEPOM C NMOMOLBHY NPOTOKOAS
FTP. Nonbzosatenn moryt
ycTaHaenmeate FTP-noaknouerya n
NepesasaTh Gainsl ¢ NPUMEHEHMEM
knuenta FTP wnn seS-Bpaysepa ¢
mopaepxkoi FTP.

|_<Hosaa ||

lanee > | YcraHoBWTE OTmena

Pucynok 6.38 — OxHo ¢ pa3nenom «Ciyx0b!I poseiy (Mauumanu3anus IpuiIoKeHUH )

9) B paznene «IloaTrBepkaeHnue yCTAaHOBKM KOMIIOHEHTOBY» IMPOBEPUTH HACTPOCHHBIE

napaMeTphl ¥ Ha4aTh YCTAHOBKY BeO-cepBepa, HaXxaB «Y CTaHOBUTHY (PUCYHOK 6.39).

F= MacTep go6aeneHua poneid U KOMMNOHEHTOR

HOﬂTBEpXﬂ,EHMe YCTaHOBKKM KOMIMOHEHTOB

Mepeg Hauanowm pabotsl - .
HaHMWTE KHONKY YeTaHoBuTE".
THN YCT2HOBKM

Utobbl yCTaHOBUTL Ha BEIBpaHHOM CEpEEpE CReaytoWwmMe pony, Cykbel ponei N KOMNOHEHTEI,

- O X

KOHEYHEIA CEPEER
s602doc-jds01

Ponn cepespa

Pons B=B-cepeepa |

i)

BeB-cepeep (1IS)
e nones
CyxGel poner BeG-cepaep

CraTMHeckoe CoaepKUMoe

JoKyMEHT NS YMONYIHWIO

Q6sop katanora

Cuumbxm HTTP
BesonacHocms

DUNETPaYMA 33NPOCos
Dazmafimres mmoamusuil

JKCNopT NapaMeTpos KoHGWUrypaLumMn
¥Ka3aTh aNbTEPHATHEHLIA MCIOAHBIA MyTh

BRIBOp CRpEEpE e R e
Ha s1oi cTpatvue MoryT Beims 0TOSpakeHs AOMONHUTENBHEIE KOMNOHEHTsI (HAaNpUMER, cpeacTsa
BAMUHUCTPMPOBAHMA), TAK Kak OHW Belnk niBparel asTomatnueckw. Ecav 8ol He xoTUTe ycTaHasAMEaTs
KOMMOHEHTE 5T AOMNONHUTENEHEIE KOMIMOHEHTRI, HaxmMiTe kHonky "Hasag", urobel cHATE Mx gnackku,

lanee > |XcraHuBmh | | Otmena |

Pucynoxk 6.39 — OkHno ¢ pazaenom «[lonreepxaeHne ycTaHOBKA KOMIIOHEHTOB)

Ne uzmeneunus: ’ Iloamuce oTB. JIMNA:

‘ Jlata BHECEHHUS U3M:




121
643.72410666.00067-07 97 01

10) B pazmene «Xoja yCTaHOBKHW» IMOKa3aH PE3yJIbTaT YCTAHOBKM KoMIlOHeHTa. [Tocie

YCIIENIHOM yCTaHOBKH HaXaTh «3aKpbITh» (pHCYHOK 6.40).

& Mactep AoBasnenna poneil n KOMNOHEHTOB — O X
KOHEHEI CEPZER
XoA yCTaHOBKM 6025005601

MpocmoTp X043 YCTAHOEKK

o YCTaHOEKE KOMNOHEHTE

Hauara ycranoexa Ha s602doc-jds01

BeG-cepeep (IIS)
Cpeactea ynpagneH1a
KoHcone ynpaenenns cayxcBamu IS
BeG-cepeep
PaspaGoTka npunoxeHnid
WHMumanuzawma npunoxeHuin
O6wme dyHkupma HTTP
JokymeHT no ymon4aHuo
Ob3op katanora
Owwnbkn HTTP w

3TOT MaCTEp MOXHO 33KPbITh, HE NPEpsiBan EEINOAHAOWMECA 33434y, HabnrogadTe 3a xogom
[  EINOMHEHUA 330344 WAk OTKpOTE 3Ty CTPaHULY CHOBEE, BEIBPAE HA NaHENW KOMEHA NYHKT
"Yeenomnenna®, a satem "Ceegenua o sagaue”.

3KCNOpT NApaMeTpoE KoHGUrypaumn

< Hazag lanee > Ommena

Pucynok 6.40 — OxHo ¢ pa3nenoM «XoJ1 yCTaHOBKI

6.5.3. IIpoBepka yctaHoBJIeHHOTro Bed-cepBepa (1IS)

Jlns mpoBepku yctaHoBku BeO-cepBepa (11S) HeoOxomaumo B BeO-Opaysepe mepeiitu 1o

cewuike http://localhost.

Ha pucynke 6.41 noka3zaHa cTpaHHIla ¢ KOPPEKTHON yCTaHOBKOM BeO-cepBepa.

D = & || @ 11s Windows Server

& http://localhost/

23 Windows Server

Internet Information Services

Welcome Bienvenue  Tervetuloa

&3c% Benvenuto @

( & *" Bienvenido Hos geldiniz | o»xan oona

Bem-vindo L
Kohug
Vitejte OPICOTE

Microsoft nen |Velkommen -

Pucynok 6.41 — TectoBas crpanuiia Be6-cepsepa (11S)

Ne u3menenus: ‘ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:



http://localhost/
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o Oynkunonupoanue kommnoneHTta JDS mon cranmaptHeiM BeO-Opaysepom Internet

Explorer ve momnepxuBaetcs.

6.5.4. YcTaHOBKA 10MOJHUTEIbHBIX KOMIOHEHT
Jlns xkoppekTHO#l paboTbl kommoHeHTa JDS TpeOyeTcst yCTaHOBHUTH JOTOTHHTEIHHYIO

yruauty ASP.NET Core 6.0 Runtime (v6.0.1) — Windows Hosting Bundle Installer.
YTunura 3arpyxaercs ¢ opUIraIbHOTrO caiiTa MPOU3BOAUTEIS.

Ha crpanwune 3arpy3ku nepeiitu B pasaen ASP.NET Core 6.0 Runtime 6.0.1.

Butkd apps - SDK Ruf apps - Risntiems
5DK 6.0.101 ASPMET Core Runtime 6.0.1
o5 Installers Blnades The ASPMET Core Bunfime énables you 1o nen existing web/senver spplications. On Windows,
we recommend irgtalling the Horting Bumdle, which includes the .NET Runtime and 115
Lirus Pack s rmsnsager Armadd | Armad Alpine | dr 4 | el Aipane | e | support,
rlryERion
s [ IS runtime support (ASPHET Core Module w)
i 160213221
Windows |
-+ o5 Installers Binarics
A i
Linize Eack s rannasr Armid | Arrnd2 Algine | Arrnfd | Admfd Aline | 264 |
Visasl Studic s
Wigual Soudio 2022 (17.04 a5 " y y
Shudi ¥2 fior Mac (w170 Latest preview) e ol |
‘Windowsll Hostir

Pucynok 6.42 — Buj cTpaHulibl 3arpy3Ku U TUIEPCCHUIKU
3areM  HEOOXOAMMO  CKayaTb [0  TUIEPCCBUIKE  JTUCTPUOYTUB C  UMEHEM

dotnet-hosting-6.0.1-win kak moka3aHo Ha pucyHke 6.42.

YcraHoBUB IUCTpUOYTHB, Tepe3arpy3uTh BeO-cepBep IS, kmmMkHyB mnukTOorpammy

«Ilepe3amycTuTh», Kak IpeACTaBICHO HA pUCyHKe 6.43.

€5 Ancnetuep cayx6 IS - m} *
@0 &, ssznociosol » o @ -

Daiin  Pexum  Cripaska

Moakntouenns <
- id 2 qél HauanbHaa cTpaHula S602D0C-JDS01

Neiicreun

Ynpasaenne cepaepom

T Havansron crparaa

2 Mepesanycrums
v “ﬁ $602D0C-)DS01 (S602D0OC-IC

GnasTps: + ° Depeiitn - 5 Mokasats pee | Crpynnupoeats no:  O6nacts - [EE-

[

. Is -
L Nynsi npunoxenuii _ . - B a _ B Ocramosums
ol caitre L‘ ® & F <§DH 13‘ IFy] A \§| 21 MpocmoTpers myne
Begewve  [lokymentno 3aronoskn Ksumposa.. Mogyau  Mposepka [Mpocwotp  PaBoune  Ceprudmk..  Cxatme  Comoctas.. CipaHuupl e
KYPHaNZ  YMONYZHWIO  OTEETOB .. ELIBOAUMSL.. MOAMMHHO..  KaTanora  MPOUECCHl  CepBepa oBpaGoty..  ownBok rmmpew e
E ; © Monyswms rossie
ﬁ“‘ F= KOMNOHEHTE BeB-nnaThopmel
Tunel MIME ®unsTpauns @ Cnpoea
3anpocos
Vnpasnenue ~

Shared  [Jenernpo.. Peaakrop
Configurat... KOMMOHEHTs KOHBHIYP...

< 3| [Z]Mpocmotp sosmoxtocteii |2 MpocwoTp coaeprumoro

ToTOBHOCTL. LE|

Pucynok 6.43 — ITuktorpamma nepesamycka IS

Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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o Bepcuu yrumutet ASP.NET Core 6.0 Runtime Beime ykazanaoi, kommoHenTom JDS

HE TOIeP>KUBACTCSI.

6.5.5. 3anyck uncramasropa JDS
OyHKIMOHATFHBIE BO3MOXHOCTH WHCTAUISITOpa JDS MO3BOJSIIOT aBTOMAaTH3MPOBATH

nporiecc KoHpurypupoBanus BeO-cepsepa (11S), coznanus caiita u cimyxeonoi b/I.
[To BBeIEHHBIM MTapaMeTpaM UHCTAJUIATOP aBTOMATUYECKU:
—  ckoHurypupyet Bed-cepep (IIS);

— cOo34aCT CepTI/I(I)I/IKaT JIOKAJIBHOI'O KOMIIBIOTEpA, I IIOAACPIKAHMUA IIPOTOKOJIA

HTTPS, noGaBur ero B JOBEPEHHBIE;
—  cosgaact ciayxkeOnyto BJl «jdsdb» u monmb3oBaTens «jds».

JInst Havana YCTaHOBKM HEOOXOAMMO 3alMyCTHTh MHCTALIATOP jds-*.*.**-win-x64-

release.msi.

@ HaumMmeHoBaHuE makeTa MOKET OTJIMYATHCS B 3aBUCUMOCTH OT MOCTABJISIEMOM BCpCHUH

KOMIIOHCHTA.

OTKpOCTC}I IMPUBCTCTBCHHOC OKHO, B KOTOPOM IJIiA IPOAOJIDKCHHUA YCTAHOBKH HAXKATb

«Jlaneey.

ﬁ ¥Yeranoeka Jatoba Data Safe — x

@é to ba Bac npuBeTCTBYET MacTep YCTaHOBKK

Data Safe Jatoba Data Safe 2.3.8

e £ MacTep ycraHoBkM yeTaHoeuT Jatoba Data Safe Ha
< KoMMbkoTERE, HaskMuTe KkHonky “Aanee”, yTobbl
L~ NPOAOTAMTE, MM KHOMKY "OTMeHa", yTobbl BeiiTH U3
MECTEPA YCTAHOBKM,

)
-

Hazan lanee OTmeHa

Pucynok 6.44 — IIpuBeTCTBEHHOE OKHO MHCTALISATOPA

Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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B crnenyromem okHe HEOOXOAMMO O3HAKOMHTHCS C JIMIICH3MOHHBIM COTJIAIIICHUEM U, B
cllydae corJyiacusi, BbIOpaTh BapuaHT «S MPUHUMAIO YCJIOBHUS JUIIEH3MOHHOTO COTJIALICHUS U

HaxXaTb «I[anee» I IPOAOJIKCHHSA YCTAaHOBKH.

ﬁ ¥Yecranoeka Jatoba Data Safe — x
"HL[GH.}HDHHDG CcornaleHne
BHMMATENLHD NPOYHTARTE CNEYIOWLEE MMLEHIMOHHOE COMNALIEHHE,
TepMHHBI W onpegeneHng =

1.1.HactoAwee NULEHIMOHHOE Cornawedye ABNAeTCA obwed odepToi
Mexcqy 000 «TasmHdopmcepencey W MonssoBateneM - GUIMYECKUM
UNK WOPHUOMYECKAM NWUoM. HacToswee JIMUEHSMOHHOE COMNaWeHHe B
Cyuy3ae COMM3CWA,  BolpEXeHHoro B GopMe  HIKATHA  KHOMKK
«COrNaceH®, B COOTBETCTBMW CO CT. 433, 438 MK P@ WMeeT cuny
L0r0BOPE.

1.2.Mog WzgendeM NOHWMaETCA CUCTEMY yNpaenedHws 0a3zamu daHHbX
«Jatoba» BKMWDYAA HOCWTENW W OOKYMEHT3LMWK, 3ETOPCKME NMPaea Ha
KOTOpblE nNpUHagnexaT 000 «lMazvHdopMCcepBMCE, W KOTOPBIE
ABNAKTCA 0OLEKTOM FPaxA3aHCKOro NPaea M OXP3AHAEMBIM 33KDHOM

A NPUHMMEKD YCNOBWMA MMUEHSMOHHOMD COrNaeH s

OevaTts Hasan Hanse OTMeHa

Pucynok 6.45 — OxHo «JIMIIEeH3MOHHOE COTTIAIICHUE)
B cnegyromem  OkHe NpOBEpUTH MO  MPEAJIara€MOMYy  CHHUCKY — BBIIOJHEHUE
MOATOTOBUTENIbHBIX JIEUCTBUI. Y OEIUBIINCH, YCTAHOBUTH (hJIaXkoK B Toie «Bce HeoOXxoaumblie

KOMITOHCHTHBI ITPCAYCTAHOBJICHBI 1 HACTPOCHBD> U IPOJOJIZKUTH YCTAHOBKY.

ﬁ ¥eTanoeka Jatoba Data Safe — x
TpeboBaHNA K YCTaHOBKE
BHMMaTENbHO MSY-HMTE CNEAYIOWME TPEGOBAHUA K YCTaHOBKE,
TpeGoBaHNA K YCTaHOBKE G

MNepen ycraHoekoi HeofixoguHo yDeauTeCs, YTo NPOrpaMMHOe
OKPY3EHWE COOTEETCTBYET CNeayownt TpeboBaHHAM K YCTaHOBKE:

1. OnepauMoHHas cucTeMa cemedcTea Windows 10 W Belwe, &4-
paspAaHan

. YCTaHOENEHHAA NOKaNEHO WKW OOCTYNHaA no ceTw C¥E1 Jatoba 5.x
. ¥CTAaHOBNEHHBIE C HACTPOWKAMM MO yMOnYaHmio «Cnyxel 115

2
3
4. YCTaHOBNEHHBIA Mogynk [IS «MHWLUMANKZALAR NPUAOXEHHAR
5

. ¥CTaHoBNeHHLIRA nakeT ASP.MET Core Hosting Bundle 6.0.x ]

[“]Bce HeobXoAMMEIE KOMNOHEHTEI MPEA YCTEHOBNEHS! M HACTPOEHEE

Hazaa Oanee OTHMEHE

Pucynok 6.46 — Oxno «TpeGoBaHuE K yCTAaHOBKE
B okHe «HacTtpoliky NOAKIIOYEHUS HHCTAJUISITOP BBIBEAET B IOJSAX 3HAYCHUSA I10

yMOJTYaHHI0. BeIBoATCSA apamMeTphl MO ABYM THUIIAM:

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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— HacTpoiiku s noakiatoueHus k CYB/I;
—  Hactpoiiku JDS.

B mnactpoiikax mns monkmodeHus k CYBJl moapasymeBaercs, 4yTo KoMmmoHeHT JDS
ycraHaBnuBaercss Ha DBM, Ha kotopoii ycranoBiena CYB/] «Jatoba». Ecim CYBJ] ycranoBnena

OTAETBHO, TO B mojie «CepBep» yKa3bIBaeTCs apec YAAJICHHOTO cepBepa:
—  TIOPT NOAKIIIOYEHHs YCTAHOBJIEH M0 YMOJTYaHUI0 — 5432;
—  0a3a JaHHBIX A7 TOJKJII0YEHHs 110 YMOIYaHHIO yCTaHOBJIEHA — POStgres;
— B nose «[lapoab» ykazaTs IeHCTBYIOMNI Mapob CYNEPIOIb30BaTEINS.

Takum o6pazom popmupyercst 00J1acTh HACTPOUKH TTOAKITIOYCHHUS.

ﬁ ¥ctaHoeka Jatoba Data Safe — *

HacTpoilkn nogriyeHna
YHEHMTE HECTPORKK ANA NogknoyeHa k CYBA Jatoba. MonsbsoeaTens

CY¥B[ non#eH obnapate npason "SUPERUSER”.

HacTpoiikit Ana nogknodeHns K CYE[

Cepsep: MopT: Baza aaHHeIx:
|5432 postgres

MNonbsoeaTens (SUPERLUSER): MNapons:

||:u:stgres || L11] |

Hactpoiikn Jatoba Data Safe (ByayT cosaaHe: B npouecce ycTaHoskM)
basa AaHHbIx: MonbsoBaTens: Mapons:
jdsdb |jds || e |

Hazan Lanee OTmeHa

Pucynoxk 6.47 — Oxnao «HacTpoiiku moaKIroueHus

B nacrpoiikax JDS yka3bpiBarorcs:

—  0a3a JaHHBIX — 110 YMOJYaHUIO YCTaHOBIIEHO UM «jdsdby;

—  nonb3oBarens CYBJ] — no yMoyaHHuio YCTAaHOBICHO UMS «jds»;

—  mapoJib MOJIb30BaTels «jdsy».

B cnenyromem okHe «Hactpoiika caiiTa)y HHCTAJUIATOP BbIBEAET B MOJISAX 3HAYCHUS:

—  UMJ IMyJia TPWIOXKEHUN — TI0 YMOJIYaHUIO yCcTaHOBJIEHO 3HaueHue «JDSAppPooly;

—  ums nonb3oBatens — «jds_appy». [lonp3oBaTens OyaeT co3/1aH aBTOMATHYCCKH;

Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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—  TapOJib TIOJIB30BATENS «»;

—  HMJ caiiTa — 110 YMOJIYaHUIO ycTaHOBIeHO 3HaueHue «JDS Web Sitex;
—  TMPOTOKOJI;

—  IP-angpec;

—  TIOpT;

—  SSL-ceptuduxkar.

ITona «Mma nyna npunoxenuin» u «Mms cailta» pegakTUpyeMble M MOXKHO yKas3aThb

KCJIAaEMBbIC 3HAUYCHUA.

ﬁ Yeranoeka Jatoba Data Safe - >
HacTpoiikn caiita
YKEKWTE HACTPOAKKM ANA co3AaHWA caiTa IIS,

BeIGpaHHEIA My N NPUNOHEHMA A0MKeH BEITE HECTPOSH HA MCNONEZ0BEHWE NOKANEHOM
YYETHOM SEMMCH B KG4ECTEE YAOCTOBEPEHUA, @ TAKIKE 4 & BbITh BRAKHEHE 3ErPYsKa
npodunA NoKanEHOA YHETHOI 3ammuoK, Mogpobtee oM. §
MMA Myna NpracseHii:

IIDsApRPocl

MMA none3oBaTens: Mapons Nonb30BaTENaA:

lids_app I |
Wna caliTa: MpoTokon: IP-appec: MopT:

|JDS Web Site https ~ | Bre HEHa3HAYEHHEIE w3443
SSL-cepTHDMKET!

CreHepupoBaTh W NPMBA3ATE CaM03aBEPEHHBIN cepTudmKaT v

Hasan Lanee OTMeHa

Pucynok 6.48 — OxHo «Hactpoiiku caiitay

JlaHHbIC 3HAYCHHS MPOIHUIITYTCS B OCHOBHBIX HACTpO#Kax caiita Be6-cepsepa (11S).

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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Pucynok 6.49 — OcHoBHBIE HACTPOIKH BeO-caiiTa

ITone ((HpOTOKOJ'I)) BBIITOJIHCHO B BU/JIC BbINIAAAOUICTO CIIMCKA, B KOTOPOM MOKHO BLI6paTB

OJTHO W3 JIBYX 3HAUCHMIA:

— http;

—  https.

7

HacTpoiikn caiTa

¥cTanoeka Jatoba Data Safe — *

YKEHMTE HECTPOAKM ANA CO3AEHMA caiTa 115,

MMA MyNa MprnoseH9E;

|JDSAppPooI

MMA caliTa:

DS Web Site

MpoTokon: IP-agpec: MopT:
https ~ | | Bce HeHa3Ha4eHHbIE w3443
h 1

CreHepupoBaTh M NPUBA3ETE CaMO3aBEPEHHLIN CepTUDMKaT ~

OTmMeHa

Pucynok 6.50 — Bemmanaromuii crincox nosst «IIpoTokoim»

[Tpu BBIOOpE TipoTOKONA «httpsS» mocTynen Beimagarommii crrcok nomns SSL-ceprudukar.

Ne uzmenenus:

’ Iloamuce oTB. JIMNA:

‘ Jara BHECEHUS U3M: ‘
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[Tone «IP-agpecy» BBIMOIHEHO B BUE BBIMAJAIONIETO CIHCKA, B KOTOPOM MOHO BBIOPATh

OJIHO M3 JIBYX 3HAYCHHII:
— 127.0.0.1;

— «Bce HeHa3HaAYEeHHEBIE.

Menwo «IP-ampec» mo3BomsieT BeIOpaTh ceTeBOi HMHTep(deiic, KOTOphIi cepBep OyaeT

MIpOCIIyIINBATh HAa IPEAMCT 3alIpOCOB.

[Ipu BeIOOpe mapameTpa «Bce HeHa3HaueHHBIE» BeO-cepBep OyAeT MPOCIyIIUBATh BCE
UHTEPQEINCHI 32 UCKITIOUEHUEM TeX, TJI€ IPYToil CalT JOHKEH 00CTyKUBAThCS Yepe3 ITOT JKe MOPT

TCP.

'ﬁ Yeranoeka Jatoba Data Safe — X
HacTpoiikn caiiTa
YKEMIMTE HECTPOIRKI ANA CO34aHWMA calTa I15.

MMA Myna NpunomeHni:
|JDSA|:||:PO0I

Wra calita:
|05 web Site

MpoToKon: IP-agpec: NopT:

https ~ | |Bce HEHA3HAYEHHBIE W | |B443

127.0.0.1
SSL-cepTidmkaT:

CreHepUpoBaTE W NPUBA3aTE CAMO3aBEPEHHLIA CepTUDMKET ~

Hazan lanee OTmeHa

Pucynok 6.51 — Bemanatomuii cimcox mosnst «IP-agpecy
B none «ITopt» ycranoBneHo 3HaueHue — 8443, KOTOpoe MOKHO U3MEHUTH Ha Tpebyemoe

3HA4YCHUC.

B none «Ilopt» moxHO yka3aTs nopt TCP, Ha KoTOpOoM BeO-cepBep OyIeT MpOCIyIIuBaTh
3arpockl KJIMEHTOB. B 001eM ciyyae Kaxaplil cailT 1omkeH 00CTyKUBAaThCs Yepe3 YHUKAIbHBIN
MOpT, MO3TOMY BO H30exkaHuE KOH(DIMKTOB € MOJKIIOYEHHBIM K mopTy 80 BeO-cailToM Mo

YMOJTYaHUIO, YKa3aH nopT 8443.

[Tose «SSL-cepTudukat» BHITOIHEHO B BUJIC BB AIONIETO CIIHCKA, B KOTOPOM BO3MOXHO

BBIOpATh OJIHO U3 JABYX 3HAYCHUI:

—  0e3 ceprudukara (0yaer 100aBIeH BPYUHYIO B HACTPOMKAX caiTa);

‘ Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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CT€HEpHUPOBAThH U MPUBA3ATH CAMO3aBEPEHHBIN CepTUUKAT.

Bpyunyto nobGamisieTcsi cepTudUKAT B MNPUBSI3KE caiiTa BeO-cepBepa, Kak MOKA3aHO Ha

pucyHKe 6.54.

[Ipu BeIOOpe myHKTa «CreHepupoBaTh W MPHUBSA3aTh CaMO3aBEPEHHBI CEepTUHUKAT
UHCTAJUIATOP CAMOCTOSTEIBHO CTEHEPUPYET CepTU(UKAT, YCTAHOBUT TI0BEPUTEIIbHbBIE OTHOIICHHUS

" IIOMCCTHUT €TI0 B XpPaHUIIUIIIC «JIOKAJIbHBIN KOMIIBIOTCP».

ﬁ ¥cranoeka Jatoba Data Safe — X

Y

Hacrpoiiku caiita

YKEHHMTE HACTPOIAKK ANA CO3AaHUA caiTa IIS.

MMA Myna NprncseHHi;
|JDSAp|:-Pc-oI

WmA caitTa:
|05 web site

MpoTokon: IP-agpec: MopT:

https | | BCe HEHA3HAYEHHbIE w | [B443
SSL-cepTHEMKET:

CreHepMpoBaTE M NPMBA3aTE CAMO3aBEPEHHLIR cepTdMkaT ~

kaTa (ByaeT fofaEnsH Bp

Hazan OTMeHa

Pucynok 6.52 — Bemanmarommii crimcok moiist «SSL-ceprudukaty

[IpoBepuTh yCTaHOBIECHHBIN cepTU(HUKAT MOKHO Yepe3 kKoHcoiar MMC.

Konconel - [Kopene konconm\ Ceptudmkatel (nokansHoid komneotep)\Snsnee\Ceptudmnkate] - m} X
Maiin Jefictewe  Bug  MsBpanHoe OkHo

o= nm Bz HE

Cnpaeka - 8 x

| floBEpeHHBIE KOPHEBLIE LIEHTPEI CEPTHGMKALMN
~| floBepyTENEHEIE OTHOLLEHNA B NPEANPUATIN

| MpomexyTouHbIE UEHTEBI CEpTUdMKALIN

| JosepenHbie usazTenn

| CepTidnKaTel, K KOTOPBIM HET AOBEPWA

| CTOpOHHWE KOPHEBBIE LEHTPEI CEpTHdMKALIMA
= foBepeHHbIE NKLLE

Cdopmuposannsiit cepruduxat Oyaer neiictsutenex q0 01.01.2040 r.

Pucynok 6.53 — Koncons MMC

_| Koperb konconm Komy Belaan Kem BeigaH Cpok gefictena  HazHauenwa || [edicrena
v Gl Cepraducar (nokaneHeii omnaioTe) 92 fids jatoba.app.dev jds jatoba.app.dev 01.01.204D <Bcen Ceprud a
v | Muunoe
| Ceptudmkartel AononHNTENEHEIE AEACTEMA 3

YcraHoBieHHbIE apaMeTpbl B okHe «HacTpoiiku caiiTay MponuiryTcsi B IPUBSI3Ke caiTa

BeO-cepBepa.

Ne uzmenenus:

Iloamuce oTB. JIMNA:

‘ Jlata BHECEHHUS U3M:
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Qﬂ Jucneryep cayxE IS - O >
« & » LAN-COMPUTER-NA » caiiter » JDSWebSite » e
Maiin  Pesunm  Cnpaska
Moagkarouenmna . Jenctena
—Tr @ HauanbHas cTpaHuua JDS Web Site
Q- |5 |8 42 MposoaHuK
H::l Hawansnan crpanya CDHanF; Mpussskn caiita ? X PejaKTuposaTe paspelleHms...
v 83 LAN-COMPUTER-NA (LAN-Q | ——— - -
15 Nynel npunoskennii 15— | A Wsmenenne seb-caiita
. :5; caiita E Tun s yzna Mopr  IP-agpeca Ceegenma o npu... JoBasuTts... MpuessKn...
& Default Web Site = hitps 8443 IW‘ D (OcHOBHBIE HACTPORKM...
w & JDS Web Site Beaen MpocrmoTpete NpraokeHns
% en-Us KypHa WsmeHermne npueasku caiita ? X MpocMoTpeTs BupTyansHsle
_| RewriteConfig %EJ KaTanorn
| ru-RU Tum: IP-appec: MopT pp Ynpasnenve seb-caiitom 7
<] wwwroot Coxari https Bce HeHasHAYEHHBIE v| |S.d-43 | -
| Zh-CN & [MMepesanyctute
B . Vma yzna: L4
Ynpas| | | | - B OcraHosuTe
EI [[] TpeBoeate ofosHauerne umeHn cepaepa . 06z0p Beb-calita
Pepakt OBsop :8443 (https)
kokdmr JononHuTensHele
S5L-ceptudmkat: napalEIpaes
IDSCertificate_wixCert_1 | [ Bobparon. Bige. Hacrpowrt
biTh OrpaHUYEHNs...
oy YCTAaHOBKE NPUNOXKEHNA W3
@ Cnpaska
< > |E] MpocmoTp sosmoxkHocTei (i 2 MpocMotp cogepknmoro
loToeHoCTE €

Pucynoxk 6.54 — [1apameTpsl B mpuBsizke caiita Bed-ceppepa (IIS)
CrnenyroumiM OTKpoeTcsi OKHO HacTpoiiku «Konewnas mamka». B more yka3piBaeTcs

JTUPEKTOPUS IJIs1 yCTAHOBKHU KaK MOKa3aHo Ha pucyHke 6.49. [To ymoa4aHuio yCTaHOBIICH KaTaJoT:

C:\Program Files\GIS\JDS

HpI/I H606XOI[I/IMOCTI/I, 3HA4YCHUC MO YMOJIYAaHNUIO MOKHO U3MCHUTD.

ﬁ ¥Yeranoeka Jatoba Data Safe — x
KoHeuHaa nanka
HamuTe kHonky "fanee”, YTobkl BEINGMHUTL YCTEHOBKY B NaMKe No
YMOMIEHWHD, MK KHOMKY W3MEHMTE”, YTobkbI BeIBpaTE Apyryho nanky.

¥YoraHoenTe Jatoba Data Safe e:

HEMEHWUTE. ..

Hazaa Lanese OTHMEHA

Pucynok 6.55 — Oxno «Koneunas nmamka

Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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B oxne «YcranoBka JDS Doctor» yka3piBaeTcst TUPEKTOPHS U1 YCTAHOBKU OJTHOMMEHHOM

CITy)O0Bbl, KaK IMoKa3aHo Ha pucyHKe 6.56. [1o yMom4aHwiO yCTaHOBJICH KaTaJIoT

C:\Program Files\GIS\JDS.Doctor\

HpI/I HCO6XOI[I/IMOCTI/I, 3HA4YCHUC MO YMOJIYaHNUIO MOKHO U3MCHUTD.

45 Yeranoeka JDS Doctor - X
KoHeuHas nanka
HammiTe kromky “fanee”, JTobbl BeINoNHUTE YCTAHOBKY B Nanke no
YHMOMYSHAKD, MK KHOMKY WSHMeHUTL ™, YTobkbl BoIBpaTh APYry Nanky.

¥cranoeuTe 105 Doctor B:

:\Program Files\GIS

HsmeruTs. ..

Haszan Dance OTMeHa

Pucynok 6.56 — Oxno «¥Ycranoska JDS Doctor»

Cayx6a Tpebyercs ans pabotsl noapasaena JDS «lIpobaems u pemenus» (Problems &

Solutions).

B pesynprare nnctamuisitop ycranoBut ciayxoy B OC.

S CnyxeBhl - d *

Qaiin Jdefictene  Bwa  Cnpaska

| FEC HmE » o nwe

L CoyBel (nokanel . ChnyxBbl (nokaneHele)
1DS Doctor nm Onucanune CocToAHne Tun zanycka &

-.,‘.‘,‘};JatnhaServer—S BeinonHaerca  AsTomartnde...

Ocranopute cyxGy 24 |05 Doctor Cnyxba an... BeinonHretca  ABTOMAETWYE...
MNepezanvcTnTs caywby iy -

Pucynok 6.57 — Ycranosnennas ciyx06a «JDS Doctor» B criucke ciry»x06 OC

B okne «Bce roToBo k ycranoBke Jatoba Data Safe» BeiOpats «YcTaHOBHTEY.

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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ﬁ ¥craHoeka Jatoba Data Safe — *

Bce rotoBo K ycraHoBee Jatoba Data Safe @

HaruTe KHomKy "Y' oTaHosKuTe", 4Tobkl Ha4aTe yoTaHoBKY, HawmmuTe kKHonky "Hasaa™,
yTofkl NPOBEPMTE MK MSMEHWTE MAPEMETPEI YCTAHOBKM, HamMUTE KHOMKyY "OTHMeHa",
yToBkI BEIATH M3 MACTEPE.

Hazan *,h YCTEHOBMTE OTMEHa

Pucynoxk 6.58 — Oxno «Bce roTroBo k ycranoBke Jatoba Data Safe»

IIo 3aBCPHICHHUIO YCTAHOBKHU 6y,ﬂeT BBIBCJICHO JHAJIOTOBOC OKHO 3aBCPIICHHA YCTAHOBKH.

ﬁl YecraHoewa Jatoba Data Safe — x

@a to ba Ycranoska Jatoba Data Safe asepiueHa

Data Safe

HamuTe KHoMKy ToToBo", YTobkl BEIATH M2 MaCTEpPa

o ~E YCTAHOBKM,
«£ »
- >
‘,/.:,\\
1’. .‘i 3anycTuTb Jatoba Data Safe

Hazan loToBO OTtmena

Pucynoxk 6.59 — OxHo 3aBepiieHus] yCTaHOBKH
Wucramnsatop m00aBuT KOMIIOHEHT B MeHIO0 «Ilyck» m Ha pabouem ctone OyneT cosmaH

SPJIBIK.

Pucynok 6.60 — SApneik JDS na pabouem crone

Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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6.5.6. I'1aBHasi cTpanuua

[Tocne ycmemHoW MHCTALISAMK 1o ampecy: http://localhost:8483/, craner mocTymHO#M

cranuiia BeO-caiira JDS (pucyHok 6.61).

o Q) Jatoba Data Safe % B Q — O X
88 A He zaupuero  localhost:s443 ER@R®>0 & =
O]
o \
Jatoba
® Data Safe "
© I & o
Jlo6po noxanosarb! >
® BoitauTe, 4T06bI HayaTb PaGoTy P
>
e : A.
Q Z
@ _ @ LS
@ - <>
S ]
. = ‘ﬁ 49 >
@ Pyccknit v - GI EQ;S:?OPM

Pucynok 6.61 — ['nmaBHas cTpanuia

Ha rnaBHoit cTpanute (pucyHnke 6.62) tpedyercs:
—  yKa3aTh UM MOJIb30BATEIIS;

— YKa3aThb IapoJib I10JIb30BATCIIA.

0 ITo ymomuanuto, s nocryna k JDS vcnonp3yercss TeEXHUYECKash yueTHasi 3aluch C

umeHem admin u maposem Secret.

Ha rnaBHOMI CTpaHuIC HMCCTCA q)YHKHI/IOHaJ'IBHa}I BO3MOXXHOCTb BBI60pa SA3bIKa

unTepdeiica. JlocTymHbI TpH sSI3bIKA:
—  PYCCKHU;
— AQHTJIMHACKU;
—  KWTaWUCKHM.

Bri6path s3Ik uHTEpdEca MOKHO B BBINAJAIONIEM MEHIO, Kak 0003HaueHo nmoa Ne 3 Ha

pucyHke 6.62.

Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M: ‘
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Jatoba

Data Safe
Welcome!
Please log in to get started
@ admin (1)) VM3l 1onb30BaTENs
AN\
g o (\2 ) Tapons noms3oBatests

English

ccumi 7y
Pycekum 5,000, 2020-2022 ‘\g/’ Br160p s35IKa HHTEpdeiica
- frsion 2.1.0-de

Pucynoxk 6.62 — CtpykTypa cTapTOBOTO OKHA
6.5.7. YaajleHue M BOCCTAHOBJIeHHE KoMmoueHTa JDS

VnaneHrue KOMIIOHEHTa BO3MOXKHO qucpes:

— pa3acia «Ilanenn YIIpaBJIICHUA»  CPCACTBOM «HpOI‘paMMH Hn  KOMIIOHCHTBI»

ONEPAalMOHHOUW CUCTEMBI;
—  3alyCK MHCTaJUITOpA.

3aHy0TI/IB HHCTAJLIIATOP 6y,Z[YT JAOCTYIIHBI ITMKTOI'PaAMMBI «BoccTaHOBUTBE» M «Y HAIUThY.

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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]ﬂ ¥ctanoeka Jatoba Data Safe (64-bit) - X

HamMeHeHHe, BOCCTAHOBMEHHE WH YAANSHHE YCTAHOBKH @

BeibepuTe onepawo, KOTOPYHD CNEAYET BeINONHUTL,

¥ Jatoba Data Safe (54-bit) HeT HezaBMOMO BrIDMDAEMEIX KOMMIOHEHTOE.

BoccTaHosuTh

McnpaeneHne owwboK B NOCNEAHER YCTEHOBKE NYTEM BOCCTAHOBNEHUS
OTCYTCTEYHOLWMX M NOBPEXAEHHEIX DEAN0E, APNBIKOE W 3aNMCEl peecTpa.

YaanuTb
YoaneHwe Jatoba Data Safe (54-bit) c komnetoTepa.

Hazan Oanee OTMeHa

Pucynoxk 6.63 — OkHO MHCTAIIATOpA B PEKMUME BOCCTAHOBIICHUS/ Y IaTICHHS
B pexxnme BOCCTaHOBIIGHHSI MHCTAJUIATOP BEPHET 3HAUYEHUS CTpaHMIBI KoMIoHeHTa JDS
BeO-cepBepa (I1S), koTopble OBLIM YCTAaHOBJCHBI IPU TEPBOHAYAIHHOW YCTAHOBKE W3

COXpaHEHHbIX KOH(PUTYPAIIMOHHBIX (PaiiyioB.

6.6. YcranoBka kommnonenta JDS na OC Windows BpyuHyio U3 apxuBa
@ Paznen akryanen gy HecepTU(UUUPOBAHHOW  (KOMMEpUECKOW)  BepCcHH

CVYB/]] «Jatobay»

YcTaHOBKa KOMITOHEHTA BPYYHYIO U3 apXUBa TPeOyeT aHaJOTUYHBIX JICHCTBHMA, OMTMCAHHBIX

B IIYHKTaX JOKYMEHTA!
—  6.5.1 «Hacrpoiika cepsepa OC Windows Server 2016»;
—  6.5.2 «Ycranogka poinu BeO-cepepa (11S)»;
—  6.5.3 «IIpoBepka ycranoBieHHoro Be0-cepaepa (I1S)»;
—  6.5.4 «YcTraHOBKa JOMOJHATEIHHBIX KOMIIOHEHT).

6.6.1. HauaasHas HacTpoiika cayxedoHoii CYB]l «Jatoba»
Komnonenty JDS tpeOyeTcst XpaHUTh pa3IMuHOTO Pojia HH(MOPMAIIUIO B CBOCH CITyKEOHOM

CYBJ wnu B/I. /Ins obecnieuenust 6€30MacHOCTH TAKOT0 apXUTEKTYPHOIO PEILIEHUS UCTIOIb3YETCs

CVYB/]] «Jatobax.

[lepBbIM 1m1aromM co3paercs poiib «jds» komanaou B ciyxe6Hoit CYB/] JDS:

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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CREATE ROLE jds NOSUPERUSER CREATEDB NOCREATEROLE NOINHERIT
LOGIN PASSWORD 'sqgl';

HpI/I CO3IaHUHN POJIM HEC PECKOMCHAYCTCA UCIIOJIb30BaATh CUMBOJIBI BEPXHETO PETUCTPA. 9T0

TEXHUYECKas yueTHasl 3allicCh, KOTOPOU TpeOyroTcs JiBa aTpulyTa:
— CREATEDB — npaBo co3nanust b/1;

—  LOGIN — mpaBo Bxo1a.

BN AgpamHuctpatop: KomangHan crpoka - psql -h localhost -U postgres -d postgres - O *

Pucynok 6.64 — Haznaduenue arpuOyToB poiu «jds»

6.6.2. Hactpoiika IIS
CrnegyromuM 3TanoM HeoOxoauMo HacTpoutb BeO-cepep (11S). Ins storo HyXHO

ImpoAaciIaTh CIACAYIOMINUC IIarun:

1) [lepetitn mo nytu «llanens ynpaBneHus» — «AIMUHHUCTPUPOBAaHUE» —>

«ducnieruep ciryx6 11S» (pucyHok 6.65).

- Cpencrsa paboThl € ADALIKAMKM  CPejcTea paboTs € NpuAoXeHnamn  A4MUHUCTPHPOBHHE
dann FRaeHan NogennTeca EBwna ¥npasneHue YnpasaeHue
T MaHens ynpaenenns * Bce anemeHTsl naHend ynpaeneHna * AJMUHWCTPHPOEEHWE
Wrag fata wsmenenns Tum Pazmep

3 bricTpwiit gocTyn
. Terminal Services 16.07.2016 16:23 anka C daitnammn
B Pafouwnii cron

o 4 Bpangmayzp Windows & pesMe nossl... 16.07.2016 16:18 Apneik

‘J} 3arpy=am - e e e - )

y 7% JncneTdep cepeepoe 6.07.2016 16:15 Apnbik 2 Kb
= Aoxymentsl ';fﬁﬂncnaqep cmyb 115 16.07.2016 16:19 Apnkik 2 Kb
= VoBpaxennn £3% Wunumatop iSCSI 16.07.2016 16:18 Apnsik 2

Pucynok 6.65 — I1yte k qucneruepy ciyx0 IS

2) OTKpBITh HaYaNIbHYIO CcTpaHuily «J{ucnerdyepa ciyx6 11S» (pucynok 6.66).

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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137

% Jmncneruep cnyx6 lIS

l« > ﬁ‘a » HauansHas cTpannua

Baitn  Pexam

Mogxmouenns
ool = NESHL
“'j Hauanuwhan cTpannua
» -85 LAN-COMPUTER-NA (LAN-Q

Cnpaexa

Cryx6si IS 10

[McneTep cepeepa MpMNoREHUH

Mocneanne nonknioueHns

@1 AN-COMPUTER-NA

Hmn Cepeep

localhost

Moakntouenne k localhost
MogKNtOUNTECS K CEPBEDY...
MoakniounTeca K caiTy...
MogKIHOUNTECS K NBNIOKEHIED. .

[ _Senawnomcosewa |

Hoeocti n nndopmaums [IS
3arpyskn IS

Dopymei 1S

TechMet

MSDN

Hosoctu ASP.NET
Beb-nnatpopma Microsoft

Hosoctu IS

Hosoctu IS omkntouensl. UtoBel nonydate cambie nocnegune HosocTk 13 MHTepreTa, wenkHuTe cooinky “Brnounts Hosocm IIS.

BrxniounTe HosocTwM IS

FoTosHocTs

3) Bribpats Texyumii cepBep, B nanHoM ciayyae — LAN-COMPUTER-NA (pucyHok

6.67).

Pucynok 6.66 — Hauanpnas ctpanuma 1S

& ucneruep cny6 IS - m] s
& 93+ LAN-COMPUTER-NA » | & = @ -
®aitn  Pexwm  Cnpaeka
Moaknrouenna Devcremna
" a% HauyansHan ctpaHuua LAN-COMPUTER-NA
as' IE‘ 9, 4 ¥npaenenue cepsepom
E""va Havanenas crpaniup Bunetpei ~ W Mepeiitn ~ %ﬂomnm ece  Crpynnuposats no: O6n - [ 2 (=
v €3 LAN-COMPUTER-NA (LAN- o p pynnR it = P anyerms
L Mymet npunoscenml 15 ~ B Ocranosute
> -[@) caiitel E B é;:—: i "%H E =l
= #4 =| i MpocvmeTpets nynbl
L] = & d L_“ NPUNOXEHMEA
Beaenwe [Jokymentno 3aronoskw  Kawmposa..  Mogyan Mpoeepka  MpocmoTp CepTuduk... MpacuoTpers caiirsl
HYPHANZ  YMOJYEHWKD  OTBETOE .. BBIECANMEL.. NOAMNHHO...  KaTanora cepeepa
:! - @ [Momyuars noseie
=) a ] = KOMMAOHEHTEI BEB-NNaTHopMEI
& i = = = e
Cxatne Cenocras..  Crpannuel  Tunel MIME @uasTpauma @ Chpsia
oBpaBoty..  ownbok 3anpocos
¥npaenexune ~
-
Shared Henervpo.. Pegaktop
Configurat... KoMNOHEHTa KoH$Uryp..
loTosHocTe €.
Pucynok 6.67 — Beibop Tekyiiero cepsepa
(v
4) Bri6pats Bknaaky «llymsl mpunoskeHui» U depe3 KOHTEKCTHOE MEHIO BBITIOJHUTH

KoMaHay «Jl00aBUTh IMyJT IPUIOKEHHID» (pUCYHOK 6.68).

Ne u3menenus:

‘ Iloamuce oTB. JIMNA:

‘ Jlata BHECEHHUS U3M:
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§5 [ncneruep oyt IS - m] ®
€ = () » LAN-COMPUTER-NA » [yl npinosenmi o @
®aiin  Pexwm  Cnpaska
Nopknouenmna ak. 0 . Jeicrena
pe - Nkl TIPUIOXEHWA
C--| 78 3 Y P B Nobasus nyn npunosxenmi...
-8 Hauanenan epaiuia . " . OnpeaenuTs 3Ha4eHns No
e 37Ta CTPaHULA NO3BONAET NPOCMATPHEATE M MIMEHATE CIMCOK NMYN0B NPMACKEHWN, CYLLECTEYIOLINK Ha cepBepe. Kaxablil nyn npunoxeHii YMONUAHMD ANA MyNa
~ 93 LAN-COMPUTER-NA (LAN-( | oo e - y o ans y
! s pabounm NPOLECCOM, COAEPKNT DHOG MNW HECKOIEKD NPUAGKEHMI 1 0BECNEUNBAET MZDNALMID NPUNDKEHNA ADYT OT Apyra. [—
i 2} Mynsl npuacaeriit -
.|| caiitel OuaeTpsi - MepeiiTn %ﬂokasam ece | CrpynnupoBate no: bes rpynnupoBaHua < @ cCrpasee
Wis Cocros.. Bepcwacp.. Pexmmynpss..  Yaoctoseperine Mpunoxerins
. DefaultAppPool  Pabor. vd0 EcTpoenHIi ApplicationPoolld... 1
© MoBasuTe nyn NpUAGIHKERME...
ONpeaeniTE 3HAUEHNA N0 YMONHAHMID ANA Y3 NPUNOKEHAR...
@ Cnpaexs
< > MpocmoTp cogepRamoro
FoToeHoCTE €
v
Pucynok 6.68 — Komanna «J100aBUTh IyJ1 IPUIIOKESHHI
5) B oTkpbIBIIMMCS OKHE BBeCTH 3HaYeHHS (pUCYHOK 6.69) 1 HaxkaTth «OK»:

—  ums nyna (B jaHHoM ciydae ums — «DataSafeUpPully);
—  mnapamertp «Bepcus cpenst CLR .NET» — «be3 ynpasnsemoro konay;

—  mapamerp «Pexum ynpasisieMoro Kousemepa» — « BCTpoeHHBI.

@ ®dnaxxok HampoTuB oy «HemeieHHbIN 3amycK MmyJia TPHUIOKEHU» OCTaBUTh 0€3

U3MEHEHUU.

JoBaeneHne nyna npuaoxKeHmii ? et

Wmag:
DataSafellpPull

Bepcuna cpeger CLR MET:

Bes ynpaenaemoro koga w

Peswcwm ynpaenaemoro koHeeRepa:

BcTpoeHHbli -

HemegneHHeli 2anyck nyna npuaoseHnil

QK OTmena

Pucynok 6.69 — [1apamerpsl mysa

Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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6) B oxne «Ilyibl mpritokeHuin» MOSBUTCS CO3IaHHBIHN Myl (prcyHOK 6.70).
W dncneruep cykb IS - m} Es
e )+ LAN-COMPUTER-NA » Mynei npunoxenuii G @ -
Daiin  Pexum  Cnpaeka
;w”?“& 03' Mynbl NpUAOXEH W

;&5 Hauanenan crpanuua " " "
‘ @3 LAM-COMPUTER-MA (LAN 31a CTPaHNLE NO3BONAET NPOCMATRWESTb H U3MEHATD CAWCOK MY N0B NPUNOHKEHUN, CYLLIECTBYHILLIMX Ha CEPBEPE. KE)K'quM YN NPUACKEHUH
A | - -NA ( i CEA3EH C paboYMM NPOLECCOM, COAEPHNT OAHT WAN HECKOEKD NMPUIOKEHNA N 0BECNEYMBAET MICNALMKD NPUNCXKEHNI APYT OT 4pyTa.

;’ Mynel npuacxKkeHni

(&) caifTsl Bunetpen - [epeiitn - g Mokasate gce | Crpynnnpoeats no:  Bes rpynnuposaqua - 3afaum myna NPUAOKEHWA

[ALTE] Cocton.. Bepcuacp.. Pewumynpae.. YgocTosepeHne Mpunoxkerns

{2} DataSafeUpPull Pabor.. EBesynpas.. BcrpoenHeiit ApplicationPoolld.. 0

£} DefaultAppPool  PaBor.. vAD BcrpoetHeii ApplicationPoolld... 1
HzmenuThb myn npuacxken i
X
®

FoToeHoCTE

%

Pucynok 6.70 — JloGaBieHHBIN yJT MPUITOKEHUH

6.6.3. Co31anue KaTajoros

Jlis  nmanpHelmed ycraHoBku kommoHeHTa JDS TpeOyercs pasmerienuwe ¢aiioB ¢

III/ICTpI/IGYTI/IBHOFO JIMCKA B 1LIEJICBOM KaTaJior, IJisd 9TOIro CICAYCT:

1) Ucnonesys cpenctBa OC, coznate nanky C:\WebSites\DataSafeSite;

@ Pa3menienue karajgora Ha JUCKE «C» He 00sA3aTeNnBHO.

2) B HexkoTOpbIX KOHGUTYpaLUIX MOTPeOyeTCs MPEIOCTaBUTh K MAMKe IMOJIHBIN JOCTYI

s rpynmbl OC «IIS Usersy» (11S-IUSRS).

6.6.4. KonupoBanue komnonenra JDS

Ha nuctpulytuBHOM nucke Haxoautcs apxuB DataSafeSite-XXXX-XX-XX.7z B popmate
«Tz».

NMms apxuBa MOKET MEHSATHCA B 3aBUCUMOCTU OT BepcuM KommoHeHTa. [lepBbie 4 mudpsl

03Ha4yaloT TOJ, BTOpPHIE JBe IU(MPHI — MECSAIl U MOCJIEeAHNE ABe MUGPHI 03HAYAIOT JEHb COOPKH

KOMIIOHCHTA.

Conepxxumoe apxwBa CJIEIyeT paclakoBaTb W CKONUPOBATh B IEJIEBOM KaTajior
C:\WebSites\DataSafeSite.

‘ Ne n3menenus: ’ IToanuce OTB. aHIIA: ’ Jlata BHECEHHUS U3M:
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6.6.5. Co3nanue caiita
[TockoabKy MyTh PAcCIOJIOKECHUS CaiiTa Ha KOMIIBIOTEPE CO3JIaH M COJCPIKUMOE caiTa

XPaHUTCS B CIICIMAIIBHOM KaTajore, MOXHO co31ath caiT JDS.
Jliist cozmanus caiita JDS TpeOyercs mpoaenaTh CICIyIOIINe ISHCTBUS:

1) OtkpeiTh «Jlucnerdyep cimyx6 11S» (kak omucano B 1. 6.6.2), mepeiTy Ha BKIAIKY

«CaiiThD» ¥ uepe3 KOHTEKCTHOE MEHIO BBITIOIHUTH KOMaHy «/{00aBuTh BeO-caldT» (pucyHOK 6.71).

W dncneruep ey IS - O X
o~ . £l
<« @ » LAN-COMPUTER-MA » caiitel b w o '@ v
@Qain  Pexum  Cnpaska

Moaknrouerna g_ n -
FEEIEI ) 3 caiitol
‘&5 HauaneHan cTpannua ™ i &N = £

X MNETPEL - epefiTh - Mokazate gce | Crpynnnpoeate no: -
€5 LAN-COMPUTER-NA (LAN-CO - —r . st  rRynnAposanis

f[Z} Mynel npunoskenuii s o] Coctoanune  Tun npueasku MyTs

LT i &l Default Web Site 1 PaBotaer (... *:80 (http) FSystemDrivea\inetpub\wwwroot

& Jobaeuts geb-caiit...

3343 3HAYEHUA N YMONYaHUKD ANA Beb-caiiTa...

@' Cnpaeka

< > [=] NpocwmoTp eosmoxrocrei || = MpocmoTp coaepxumore

FoToBHOCTE ﬁj

Pucynok 6.71 — Komanna «Jlo6aBuTh BeO-caiiT»
2) B otkpsiBImMcs okHe «/{00aBUTE BeO-caliT» 3amoTHUTE 00s3aTeIbHBIC TTAPAMETPHI

u Haxatb «OK» (pucyHok 6.73):

—  uM1 caifta — B 1aHHOM ciydae «Data Safe Web Sitey;
@ JloImycKaeTcsi MMcaTh UMs caiita ¢ poOeaMH.

—  TIyJ OpUJIOKEHHUHA — HAaXaTh Ha KHOMIKY «BrIOpaTh», B OTKphIBIIEMCsl OKHE «BBpIOop
nyja MPWIOKEHUI» U3 BBINAJAIOIIEr0 CHMCKa BBIOpaTh IyJ, CO3JaHHBIA B pasnene 6.6.2 —

«DataSafeUpPull» (pucyHok 6.72);

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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r

Wmnr cavra:
Data Safe Web Site DataSafelpPull | BeiBpars... |

Katanor COAEpHMMOrD

DUSUYECKNIA MyTh:

Mpoeepka NognMHsocT

Beibop myna npunoxeHnii ? x
Moakn. kKak...
Myn npunosexmni
Mpweazka DataSafelpPull w
T DataSafellpPull
DefaultAppPool
http

Bepoun cpeast CLR .NET: bes ynpasnaemoro koga
WMmas yana: Pexwnm xoneeiepa: BorpoerHbii

Mpurep: www.cor OTmeHa

1 3a NyCTHTE BeG-CaiT cefuac

OTmeHa

Pucynok 6.72 — OxHo «Bp100op mysia mpui1osKeHUI»
—  (du3uYecKWil MyTh — KaTajor, B KOTOPOM HaxOJWTCS coiepkumoe caita JDS.

KomnupoBanue cogepkumMoro caiita onucaHo B paszene 6.6.4,

—  pazgen «lIpusszkay.

[TapameTtps! paznena «IIpuBsizka» AOMYyCTUMO yKa3aTh B COOTBETCTBUU C Tabiuiei 6.3.

Tabmuna 6.3 — 3HadeHus mapameTpoB B pazjeine «lIpuBszka»

Ne ITapamerp 3HaueHue napamMmerpa
1 | Tun http

2 IP-anpec Bce Hena3zHaueHHbBIE

3 | Iopr 8080

4 | ms y3na JlommycTrMo He 3a/1aBaTh UMs y3J1a

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:




142
643.72410666.00067-07 97 01

JoBaeuTs seb-cait ? X
WMman canra: yn npunoxeHni
|Data Safe Web Site DataSafellpPull Bribpats...
Karanor cogepxumoro
DUsUYECKUii MyTe:
|C:\WebSites\ DataSafeSites
Mposepka nogMHHOCTH
Mogkn. kak... Tecr HacTpoek...
Mpuenzka
Tum: IP-agpec: MopTw:
http «~ | Bre HEHaZHaYEHHBIE v| ‘308[] |
WMman yzna:
Mpumep: www.contoso.com win marketing.contoso.com
41 3anycute e6-caiit celivac
o
Pucynok 6.73 — OxHo «Jlo0aBUTH BeO-cailT»
Cosnanue caiira «Data Safe Web Site» 3aBeprieno (pucyHok 6.74).
€5 Ancnervep cryx6 IS - [m] X
& 5 » LAN-COMPUTER-NA » caima » @ @-
®aiin Pexmm  Cnpaska
Moaxnrouenna - | Bencrena |
Q-2 18 @; caiiTel e
Gi HauaneHan crpanuua ) N — ) 3apate 3HAYEHMA NO
o & LAN-COMPU'EER-NL:E\(LA OunsTpsE: = ¥ lMNepeiitn ~ \gz3 MNoxasare ece | Crpynnnp no: bes rpy p 2 YMONUAHMIO ANA BEB-caiiTa
2} Tynsi npunoxennii Wmas D Coctoanme  Tun npussskn My @ Cnpaska
S8 caifrel &P Data Safe Web S... 2 Paboraer (... *:8080 (hitp) C:\WebSites\DataSafeSites
eDefaultWebSihe 1 Pa6otaer (... *:80 (http) FSystemDrive3e\inetpub\wwwroot
; N S e —
ToTosHocTs L=

Pucynok 6.74 — Caiit «Data Safe Web Site»

Ne uzmeneunus: ’ Iloamuce oTB. JIMNA:

‘ Jlata BHECEHHUS U3M:
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6.6.6. /lomoTHUTEILHBIE TApPAMETPHI caiiTa

[locne co3maHus ¥ COXpaHEHMsI cailTa HEoOXOOUMO 3allyCTUTh HACTPOMKY €ro

JIOTIOJTHUTEIBHBIX NTapaMeTpoB. i 3TOro Hy>KHO IIPOJENATh CAEAYIOIINE HIaru:
1) [lepeiitu nmo nytu «llanens ympaBineHuss» — «AIMUHHCTPUPOBAaHHE» —>
«Jlucnieryep ciyx6 11S».

2) B npaBom HMKHEM yrily okHa BeIOpaTh «JlOMONHUTENbHBIE TapaMeTPb» (PUCYHOK

6.75).

W [ucneruep cnyx6 1IS

fe &) » LAN-COMPUTER-NA » caimmei » H@ o @ -

Daiin  Pewwum  Cnpaeka

Moaknrouenns q_. . Jeiicrena

g | = - CaWThbl y
&,' el | ] & g: & Jobaputs eb-caiT..
3ajaTk 3H3YEHNA N0

v:i:"l E::EEB"‘;’;S::;;LL: g DUALTPEL - ¢ Depeiin - (5 Mokasate Bce | Crpynnuposate no: Bes roynnnposanng ~ YMONHEHMIO ANA
3 Myner npunoskerini
] =t 9 Data Safe Web S... 2 Pabotaer (... *:8080 (http) C:\\WebSites\DataSafeSite

9 Default Web Site 1 Patoraer (... *:80 (http) %SystemnDriveZaiinetpubiwwwroot lMpueazkM...

B OcrHoBHBIE HACTpORKN...

s 1] Coctosnme  Tun npuessin Myte peb-caiTa...

Uzmenenne seb-caifta

[+

y Mposoannk
PegakTuposate
paspeLeHmA...

X ¥Yaanute
I-IEFEIII‘.IEHCEETI:
MpocmoTpers
NPUAOHKEHNA
MpocmoTpeTs
BUPTYanbHbIE KaTAN0rN

Y¥npaenenune seb-caitom (2

e [MNepesanycrume

b

B OcraHosute
0O6z0p seb-caitta

O6zop *:8080 (http)

JononHuTensHele
napamMeTpbl...

Hacrpowts

< > |E Mpocmerp sosmoxnocted |2 Mpocmotp cogepxnmore

loTosHocTe €

Pucynok 6.75 — Jlucrieruep ciayxo6 1S
3) B okne «/lomonHuTensHBIE mapamMeTps» B cTpoke «lIpenBapurenbHas ycTaHOBKa
BkimoueHa» (Preload Enabled) m3 Brimaparomero cmucka ycTaHOBUTH HapameTp: «True»

(pucyHoKk 6.76).

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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JenonHuTeNbHEIE NapaMeTpel ? *
v [0Bwme)
Waentudukarop 2
Wraa Diata Safe Web Site
MpeasapuTensHan ycTaHoska sntodena [LTTE] ~
Mpueaskn http:*:8080:
My npuaoskeHni Data Safe Web Site

Twun BxcAa € MCNONB3CBAHWEM YHeTHBIX A2 ClearText

YUETHBIE JaHHEBIE 4NA AOCTYME K GUSNYEC

Dusnuecknii nyTe C:\WebSites\DataSafeSite
v [osepenme

AKTUEHEIE NpOTOKDAEI http

OrpaHuyerna

MNpeasapuTenbHan yTaHOBKa BRANOYEHD
[preloadEnabled] Ecnn zagano sHauenue true, Ana NnpunoskeHna
BK/IOYAETCA PYHKLMA NPEABAPUTENEHDI YCTAHOBKN

OK OTmena

Pucynok 6.76 — OxHO «JlomoaHUTEIbHBIE TapaMETPhD»

6.6.7. Co3nanue cay:xedoHoii B/ «jdsdb»

[Toce ycmemHoro 3amycka caiita komrmoneHta JDS aBromarnmuecku cosmaercst 0asa

JTaHHBIX «jdsdby.

JloTmoTHUTENBHBIX AeHCTBUI MO ycTaHoBKe b/l He TpebyeTcs.

6.6.8. YcranoBka cayxobl «JDS Doctor»

YcranoBka ciayx0b1 «JDS Doctory» mis OC Windows onwucana B [lpunoxenun 8,

HACTOAICTO JOKYMCHTA.

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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7. COOBIIEHMA Ob OINBKAX

7.1. OmndKa yCTAHOBKH OTKPBITOI0 KJII04Ya Peno3uTopusi

OmnbKa yCTaHOBKH OTKPBHITOTO KJIF0Ua PEMO3UTOpUs MOskeT BO3HMKHYTh Ha OC Debian 11.

gnug, gnupg2 and gnupgl do not seem to be installed, but one of
them is required for this operation

Pucynok 7.1 — Ommbka yctaHOBKH OTKpBITOTO Kitoua Ha Debian 11

Jljis ycTpaHeHus: BO3HUKILEH OLIMOKH, CIEAYeT YCTAaHOBUTh MAaKET «gnupgy» MpH MOMOILU

KOMAaH/IbI:
apt-get install gnupg

[Tocne vero npoaokuth ycranoBky CYB/I.

7.2. OmudKa HACTPOIKH YUETHOM 3aMCH CUCTEMHOT0 nmojab3oBaTtens OC «postgres»
Omunbka BO3HUKAET Ha 3Tare co3faHus noisb3oBarens OC «postgres» npu MHCTAIUISILUU

CVYB/]] «Jatoba» na OC cemeiicta Microsoft Windows.

HECTDDﬁI{I‘I \'lIeTHDﬁ 34anMMCH CHCTEMHONo NoNb30BaTEnA

BEEAMTE AaHHbIE YYETHOR 3aMMo4 U HamurTe “flanee”™
B npouecce ycTaHoBKM Jatoba ByneT cosnaH nonksosaTent OC (CMCTEMHBIN NoNb30BATENR),
koTopsli ByneT ofnagaTe BCEMW NPEBAMM HE YMPABNEHME WCMONHASMEIMA MOLYAAMA W
Aeuuemns CYED Tobah

OwwBka npw ycTanoeke Jatoba x
|
{ Mapene gonxeH cogep:aTe X0TA Bel O4HY NPCNNCHY I NaTUHCKYHD
n I ByKBY.

Mapone gonxen cogepate xoTA Bbl 0AHY 3arN3EHYHD NATUHCKYH
ByKBY.

=

Hazan Lanee OTHeHa

Pucynok 7.2 — Omnbka HaCTpOWKH y4eTHOU 3alMCH CUCTEMHOTO TOJIb30BaTENIs
Jlis ycTpaHeHusi BOSHUKIIEH OmMOKH TpeOyeTcs Ha3HAYUTh MapoJib, COOTBETCTBYIOIIMA

TpeOOBAHUSM.

‘ Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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7.3. Omuodka HacTpoiiku yyeTHO# 3anucu noab3oBaressi CYB/I «postgres»
Omnbka BO3HUKAET Ha ATane cozaanus noiaszoBareis CYB/] «postgres» npu uHCTaIssuun

CVYB/]] «Jatoba» ma OC cemeiicrBa Microsoft Windows.

5]

Hactpoiikn CYB[
YHEMWTE OCHOBHEIE NapareTpel CYE 1 HammuTe "Aanse”™ 4nA npoaomkeHus

HeobxogMMo 38A8TH DCHOBHLIE NMapaMeTpel yoTaHasnmeaeMoi CYE]] Jatoba: nopt ans
aocTyna Kk C¥BA, MMA 1 Napons CYNepnons30BaTenA ANA AAMWHUCTPHPOBaHMA, KOAWPOEKY W

MPACE O YNENEMIAN 11 ONE A C TSSOSO S

OwmBra npw ycTaHoeke Jatoba >
n
& Maponk fonxed cogep:aTe X0TA Bbl 04HY NPONUCHYH NaTUHCKYHD
! Byksy.
n Mapone fonxed CcOAep:aTh X0TA Bbl 04HY 3arNABHYH NATHHCKYHD
n ByKey.
P
:

Haszan Hanee OTmena

Pucynok 7.3 — Omubka HaCTpOWKH yueTHOM 3anucu nosib3oBarensi CYBJ] «postgres»
JUist ycTpaHeHUs] BO3HUKIIEH OMMOKH TpeOyeTcss Ha3HAYHUTh Mapoib, COOTBETCTBYIOLIHI

TpeOOBaHUSIM.

7.4. OmndKka NOBTOPHOM YCTAHOBKY KOMIIOHEHTA «securityprofile»
[locne ymanenust kKoMmoHeHTa «securityprofiley ynmamsroTcst Bce NaHHBICE W 3aBHCHUMBIC

00BEKTHl KOMIIOHEHTA.
[Tpu monbITKE MOBTOPHOM YCTAHOBKU MOYKET BOSHUKHYTh OIIMOKA.

N30exate e€ Bo3MokHO mnepe3arpy3koid CYBJl v mMOBTOpPHON yCTaHOBKOW pacHIMpeHus

«securityprofiley.

7.5. Omuodka B MMEHH JIOKAJIBLHOT0 PENno3uTopHs
B ciyuae, xorna ycranoska CYB/] Beimonnasiercst B GNU/LINUX ycTaHOBOYHBIM CKPUIITOM
«jatoba.shy u maHHBIA CKPUNT HE Hamen gupekToputo localrepo — OyaeT BbIBEZCHO COOOIICHHE

dbopmaTa Kak okazaHo Ha puc. 7.4.

CTEYET. CO34aATE ee W A003BLTE B HEE PENOIWTOPWA C

ATORWMA B WHOM KaTaA0re, BOCNOALSUATECH 1aHAD

Pucynok 7.4 — Coobiienue ckpunta

Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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Ecnn nepemeHHON OKpYy>KEHMsS 3a1aTh KOPPEKTHBIM IIyTh OO0 IMPEKTOPHUH JIOKAIBHOI'O

pEeno3uTOpus — YCTAaHOBKA OYyJI€T YCIIEIIHO BBIITOJIHEHA.

Onnako pexomenayercs ycranasimuBath CYBJl «Jatoba» cmocobamu, omucaHHbIMH B

HACTOAIECM TOKYMCHTC.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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HPUJIO’KEHHUE 1

CrpykTypa Kartajora mucTpuOyTuBa Ui Bcex moaepkuBaeMbix OC  GNU/Linux

npuBeneHa B Tabmume I11.

Tabauma I11 — Ctpykrypa katamora auctpubytusa ais OC GNU/Linux

oC Cocras ¢ailjiOB U JUPEKTOPHUIA Peno3UTOPHUS
Astra Linux 1.6 Special Edition Cmosnenck - Karayor <pool>;
Astra Linux 1.7 Special Edition Cmonenck
Astra Linux 1.8
Astra Linux 2.12 Common Edition Open - (aiin xmoua <DEB-GPG-KEY-Jatoba>
Debian 10
Debian 11
Debian 12
Ubuntu 20.04
Ubuntu 22.04
Ubuntu 24.04
OCHoBa 2.0

AlterOS Sever 7.5 - Katanor <packages>;
PE/] OC 7.3 Mypom

RedHat Enterprise Linux 8.2
Oracle Linux 8.4 - ¢aitn xmoua <RPM-GPG-KEY-Jatoba>

- Karaior <dists>;

- Katasor <repodata>;

Anst 8 CII - KaTayor <x86_64>;
AnbT 9 Server
Axper 10 Server

¢aitn <RPM-GPG-KEY -Jatoba>

Onucanue JoKabHOTO peno3utopus st kKaxaod OC pasnmuunbl. B Tabmume [12

MMPUBCACHBI COOTBECTCTBHUA MCIKY OC u 10OKaJIbHBIMU PCIIO3UTOPHUAMU.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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Tabauma [12 — CootBerctBust OC u pemo3uTopust

Alt Linux

Daitn perno3uTopus.
/etc/apt/sources.list.d/jatoba-<ver>.list
Onucanme JOKAIbHOIO PEIIO3UTOPHS:

rpm file:///localrepo x86 64 classic

AlterOS Sever 7.5 CentOS 7, PEJ OC 7.2, 7.3 Mypom, POCA 7.3 Ko6aJbT 17151 cepBepHbBIX
cucrem, RedHat Enterprise Linux 7.8, 8.2, Oracle Linux 8.4

daiin peno3uTopust:

/etc/yum.repos.d/jatoba-<Ver>.repo

Onwcanyre JOKaJIbHOTO PEHO3UTOPHS:

[Jatoba-4]

name=Jatoba 4 Official Repository
baseurl=file:///localrepo

enabled=1

gpgcheck=1
gpgkey=file:///localerepo/RPM-GPG-KEY-Jatoba

Astra Linux 1.6 Special Edition Cmouenck, Astra Linux 1.7 Special Edition CmoJienck, Astra
Linux 2.12 Common Edition Opea, Debian10, Debian 11,Ubuntu 18.04, Ubuntu 20.04,
Ubuntu22.04, OCuoga 2.0

®daiin peno3uTopus:

/etc/apt/sources.list.d/jatoba-<ver>.list

OmnmncaHue JIOKAJILHOT'O PENO3UTOPUA:

deb file:///localrepo stable non-free

Ne uzmenenus: Iloamuce oTB. JIMNA: ’,HaTaBHeceHMﬁM3M:
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HPUJIOKEHHUE 2

IIpumep ycranoBku u ynajuenuss CYB/I «Jatoba» u3 jiokanbHoro penozuropus s OC
Ubuntu 18.04

YcranoBka CYB/l «Jatoba» u3 nokaabHoro penoduropusi B OC Ubuntu
YcranoBka CYB/] «Jatoba» u3 nmokansnoro penosuropus mis OC Ubuntu npoBoautcs B

CIIEAYIOLIEM IOPSJKE:
1) B TepMuHaiie BOUTH B pEKUM CYIIEPIIOIb30BATENISA, BBIIIOJHUB KOMAHY:
sudo su

2) Ecnu komans! sudo He CyIIECTBYET — YCTAHOBUTH:

su -1
apt-get install sudo -y

3) BbInoJHUTE OOHOBICHUE CHCTEMBI:

sudo apt update && sudo apt upgrade -y
sudo apt -s dist-upgrade
sudo apt dist-upgrade

root@ubuntu: ~

File Edit View Search Terminal Help

root@ubuntu:~# sudo apt update && sudo apt upgrade -y

Hit:1 http:f/us.archive.ubuntu.comfubuntu bionic InRelease

Hit:2 http://security.ubuntu.com/ubuntu bionic-security InRelease
Hit:3 http://us.archive.ubuntu.com/ubuntu bionic-updates InRelease
Hit:4 http://us.archive.ubuntu.com/ubuntu bionic-backports InRelease

Reading package lists... Done

Building dependency tree

Reading state information... Done

15 packages can be upgraded. Run 'apt list --upgradable' to see them.
Reading package lists... Done

Building dependency tree

Reading state information... Done

E: Unable to locate package -y

root@ubuntu:~# I

Pucynok 2.1 — OGHOBIIEHHE CUCTEMBI

4) Co3znath manky localrepo B KOpHEBOM KaTajore:

mkdir /localrepo

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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5) B co3naHHy0 MankKy CKOIMHPOBATh:
e xarTaJjor <pool>

e xarajior <dist>
e damn <DEB-GPG-KEY-Jatoba>

<— [localrepo
.n Name

/.

[dists
/pool
*DEB-GPG-~Y-Jato t] a

Pucynok 2.2 — Ctpykrypa karanora «localrepo»

6) YcTaHOBUTH OTKPBITHIN KIIFOY PEIIO3UTOPUS:

apt-key add /localrepo/DEB-GPG-KEY-Jatoba

root@ubuntu: flocalrepo

File Edit View Search Terminal Help

root@ubuntu: /localrepo# apt-key add /localrepo/DEB-GPG-KEY-Jatoba
].4
root@ubuntu: flocalrepo# [

Pucynok 2.3 — YcTaHOBKa OTKPBITOTO KJIH0Ya PEMO3UTOPUS

o Jlns 6osee HoBbIX Bepeuit OC GNU/Linux, ocHoBaHHBIX Ha Debian (Astra Linux 1.8,
Debian 12, Ubuntu 24.04 u npyrux), peKOMEHIyeTCS JOOABIAThH KITIOY PETIO3UTOPHS

CIIEIYIOLIMM 00pa3oM.
CKOIUpOBaTh KIIFOY PENO3UTOPHUS:
cp /localrepo/DEB-GPG-KEY-Jatoba /etc/apt/keyrings/

J106aBUTH OMFICAHKE HOBOTO PEMO3UTOPHSI B CITUCOK:

echo "deb [signed-by=/etc/apt/keyrings/DEB-GPG-KEY-
Jatoba] file:///localrepo stable non-free" >
/etc/apt/sources.list.d/jatoba-<ver>.list

3neck jatoba-<ver> - Bepcus ycranasnuBaecmonn CYB/] «Jatobay.

3aTeM BBHITIOTHUTH MYHKT 9) U3 JaHHOTO Topasena.

Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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7) J1o0aBUTH OMHCAHKE JTOKATBHOTO PEIIO3UTOPHUS B CUCTEMY:

nano /etc/apt/sources.list.d/jatoba-<ver>.list

8) BcraButh B aiii cieayromee CoaepKIUMOE U COXPAHUTB:

deb file:///localrepo stable non-free

root@ubuntu: flocalrepo

File Edit View Search Terminal Help
GNU nano 2.9.3 .list.d/jatoba-4.1list Modified

file:///localrepo

Pucynok 2.4 — Conepsxanue ¢aiina «jatoba-4.list»

9) IlpoumHIEKCHPOBATH OOHOBIIEHHOE COCTOSIHUE PETIO3UTOPHSL:

apt—-get update

root@ubuntu: flocalrepo
File Edit View Search Terminal Help
root@ubuntu: flocalrepo# apt-get update
:1 file: flocalrepo stable InRelease [2,125 B]
file: /localrepo stable InRelease [2,125 B]
file:/localrepo stable/non-free amd64 Packages [7,377 B]
http://security.ubuntu.comfubuntu bionic-security InRelease
http://us.archive.ubuntu.com/ubuntu bionic InRelease
http: f/us.archive.ubuntu.comfubuntu bionic-updates InRelease
:6 http://us.archive.ubuntu.com/ubuntu bionic-backports InRelease
Reading package lists... Done
N: Skipping acquire of configured file 'non-free/binary-i386/Packages' as reposi
tory 'file:/localrepo stable InRelease' doesn't support architecture 'i386°
root@ubuntu: /localrepo#

Pucynok 2.5 — naekcanus perno3uTopust

10)Ycranouth CYB/] «Jatoba» npu moMorim KoMaHIbI:

apt-get install jatoba<ver>-client Jjatoba<ver>-contrib
jatoba<ver>-1libs jatoba<ver>-server

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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[+ root@ubuntu: flocalrepo

root@ubuntu: /localrepo# apt-get install jatobat6-client jatobat6-contrib jatobase-1

ibs jatoba6-server

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
girl.2-goa-1.0 linux-headers-5.15.08-46-generic
linux-hwe-5.15-headers-5.15.08-46 linux-image-5.15.0-46-generic
linux-modules-5.15.0-46-generic linux-modules-extra-5.15.0-46-generic

Use 'sudo apt autoremove' to remove them.

The following NEW packages will be installed:
jatoba6-client jatoba6-contrib jatoba6-1ibs jatobaé-server

® upgraded, 4 newly installed, @& to remove and © not upgraded.

Need to get @ B/14.6 MB of archives.

After this operation, 45.8 MB of additional disk space will be used.

Get:1 file:/localrepo stable/non-free amdé64 jatoba6-libs amd64 6.4.1-57134.devel
[389 kB]

Get:2 file:/localrepo stable/non-free amd64 jatobat-client amd64 6.4.1-57134.dev

el [3,377 kB]

Get:3 file:/localrepo stable/non-free amd64 jatoba6-server amd64 6.4.1-57134.dev

el [10.1 MB]

Get:4 file:/localrepo stable/non-free amd64 jatoba6-contrib amdé4 6.4.1—5?134.de|

vel [674 kB]

Selecting previously unselected package jatobat-libs.

Pucynok 2.6 — YcraHoBKa makeToB

11) Y6emuTbes, 4TO OTCYTCTBYIOT OIIMOKU 3aBHCUMOCTEH:

for f in $(LANG=C find /usr/jatoba-<eepcus> -type f -exec file
{} \; | grep "ELF 64-bit LSB" | awk 'BEGIN {FS=":"} { print
$1}' | sort); do echo $f; 1ldd $f | grep "not found"; done

12)I1epetitu B qupekToputo ucrnonusembix paiios CYB/I:

cd /usr/jatoba-<ver>/bin

[+1 root@ubuntu: fusr/jatoba-6/bin

root@ubuntu: /localrepo# cd fUSr‘jatDba—ﬁjbin
root@ubuntu: fusr/jatoba-6/bin#

Pucynok 2.7 — Ilepexona B kaTayior

13) Uuunuanusuposats katagor gaHabix CYB/] npu momorim KoMaH/Ibl:

./Jjatoba-setup initdb jatoba-<ver>

Ne uzmenenus: Iloamuce oTB. JIMNA: ’,HaTaBHeceHMﬁM3M:
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root@ubuntu: fusrfjatoba-6/bin Q

[+1
root@ubuntu: fusr/jatoba-6/bin# ./jatoba-setup initdb jatoba-6

Initializing database ... OK

root@ubuntu: fusr/jatoba-6/bin#

Pucynok 2.8 — Unanmmanu3zanus CYB/]

14) Io6aBUTh CEPBUC B CIIMCOK aBTO3aIyCKa:
systemctl enable jatoba-<ver>

[+ root@ubuntu: fusr/jatoba-6/bin a

root@ubuntu: /usr/jatoba-6/bin#¥ systemctl enable jatoba-6
Created symlink /fetc/systemd/system/multi-user.target.wants/jatoba-6.service —/

lib/systemd/system/jatoba-6.service.
root@ubuntu: fusr/jatoba-6/bin#

Pucynok 2.9 — JloGaBnenue cepBuca jatoba-4 B aBro3arpysky OC

15)3amnycTuth Cityx0y:
systemctl start jatoba-<ver>

[+1 root@ubuntu: fusr/jatoba-6/bin

root@ubuntu: fusr/jatoba-6/bin# systemctl start jatoba-6
root@ubuntu: fusr/jatoba-6/bin# I

Pucynok 2.10 — 3amyck ciyx0sb1 jatoba-4

16)IIpoBeputs cTaTyC CIy,KOBI:

systemctl status jatoba-<ver>

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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[+ root@ubuntu: fusr/jatoba-6/bin Q =

jatoba-6.service - Jatoba 6 database server
Loaded: loaded (/lib/systemd/system/jatoba-6.service; enabled; vendor pres!
Active: since Mon 2024-09-09 01:48:14 PDT; 1min 2s ago
Docs: https://www.gaz-is.rufJatoba/doc
Process: 5714 ExecStartPre=/usr/jatoba-6/bin/jatoba-check-db-dir S{PGDATA} H
Main PID: 5722 (postgres)
Tasks: 7 (limit: 9371)
Memory: 19.7M
CGroup: fsystem.slice/jatoba-6.service
5722 Jfusr/jatoba-6/bin/postgres -D fvar/lib/jatoba/6/data/
5723 postgres: logger
5724 postgres: checkpointer
5725 postgres: background writer
5727 postgres: walwriter
5728 postgres: autovacuum launcher
5729 postgres: logical replication launcher

Sep 09 01:48:14 ubuntu systemd[1]: Starting Jatoba 6 database server...
SEE 09 01:48:14 ubuntu postgres[5722]: 2024-09-09 01:48:14.943 PDT [5722] LOG:

Pucynok 2.11 — IIpoBepka ctaryca ciay»0bl jatoba-4

17)YcTaHOBUTB NAPOJIh I CUCTEMHOTO mosib3oBatessi OC «postgresy»:

sudo passwd postgres

[+1 root@ubuntu: fusrfjatoba-6/bin

root@ubuntu: fusr/jatoba-6/bin# sudo passwd postgres

Mew password:

Retype new password:

passwd: password updated successfully
root@ubuntu: fusr/jatoba-6/bin#

Pucynok 2.12 — YcranoBka mapoiist juist monb3oBatenst CYB/]

18) ABTOpHU30BaThCs B psql, AJIsl 3TOrO HaXKaTh COYCTAHUE KIIABHIIL:

CTRL + D

3aTeM BOWTH B psql:

Su postgres
psql

19)VcranoButh naposib st moub3oBaresnss CYB]] «postgresy:

\password

‘N§H3MGHGHHHI Iloamuce oTB. JIMNA: ’,HaTaBHeceHMﬁM3M:
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admin1@ubuntu: fusrfjatoba-6/bin Q

:~5 cd fusr/fjatoba-6/bin/
5 5 su postgres

Password:
postgres@ubuntu: fusrfjatoba-6/bins psql

psql (16.4)
Type "help" for help.

postgres=# \password

Enter new password for user "postgres":
Enter it again:

postgres=#

Pucynoxk 2.13 — YcranoBka mapodst st mosb3oBarenst OC

Ha stom sTane ycranoBka CYB/] okoHueHa.

Ynanenune CYBJ «Jatoba» u3 okaabHoro penosuropusi B OC Ubuntu
VY nanenne CYB/I «Jatoba» u3 nokansHoro pernozuropus B OC Ubuntu 18.04 nmpoBoautcs B

CJIEIYIOIIEM TOPSIJIKE:

1) BeiBectu crincok ciyx0 CYB]] «Jatobay:
systemctl list-unit-files 'ja*'

root@ubuntu: fusrfjatoba-4/bin
File Edit View Search Terminal Help

root@ubuntu: fusr/jatoba-4/bin# systemctl list-unit-files 'ja*'
UNIT FILE STATE

jatoba-4.service enabled

1 unit files listed.
root@ubuntu: fusr/jatoba-4/bin# I

Pucynok 2.14 — Crincok ciryx0
Komanna copmupoBana mo macke u3 mepBbIX OYKB Ha3BaHUU ciyk0. M3 momyueHHOTO

CIIMCKa OYEBHJIHO, YTO ycTaHOBIeHa Toyibko CYB/I.
[Tepedens cnyx0, ucronb3yembix npu dkciuryaranuu CYBJI, npusenen B Tadmure 11 2.1.

Tabnwma I1 2.1 — Ilepedens ciyx0 ucmonpdyembix CYB/]

HaumeHoBaHue c1yk0bI
HaunMeHoBaHHME KOMIIOHEHTA
(nemoHa)
CYB/I «Jatobay» jatoba-<ver>
[lenTpanu3oBanHblii cOop 3amnuceii coosiTuii B CYB/I. jalog_server

‘ Ne uzmenenus: ‘ﬁHonHHCLOTB.HMua: ’,HaTaBHeceHMﬁM3M:
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HaumeHnoBanme cJay:Kobl
(nemona)

KomnonenT «ja_Log» jalog_agent

VYnpaBieHre peKUMOM pabOThI Y3JI0B Ki1acTepa jadog

HauMeHoBaHNe KOMIIOHEHTA

Komnonent «jaDog»

2) Vnamuth cinyx0y u3 aBToszarpy3ku OC:
systemctl disable jatoba-<ver>

root@ubuntu: fusrfjatoba-4/bin

File Edit View Search Terminal Help

root@ubuntu: fusr/jatoba-4/bin# systemctl disable jatoba-4

root@ubuntu: fusr/jatoba-4/bin# I

Pucynok 2.15 — Y nanenue cimyx0bl «jatoba-4» 13 aBTo3arpy3ku
Eciu 6butn yctanosnens! komnoneHTsl CYBJI, npuBenennsie B Tadbnuie 11 2.1, To ciryxObI

KOMITIOHCHTOB YJAJIAIOTCA KOMaHHOﬁI

systemctl disable <umsa ciyxOwbr>

3) IIpoBepuTh CTaTyC OTKIIOYCHHOMN U3 aBTO3arpy3KU CITYKOBI:
systemctl status jatoba-<ver>

root@ubuntu: fusrfjatoba-4/bin
File Edit View Search Terminal Help
root@ubuntu: fusr/jatoba-4/bin# systemctl status jatoba-4

@® jatoba-4.service - Jatoba 4 database server
Loaded: loaded (/etc/systemd/system/jatoba-4.service; disabled; vendor preset

Active: active (running) since Mon 2023-02-13 06:45:45 PST; 28min ago
Docs: https://www.gaz-is.ru/Jatoba/doc
Main PID: 4614 (postmaster)
Tasks: 9 (limit: 4622)
CGroup: /[system.slice/jatoba-4.service
4614 fusr/fjatoba-4/bin/postmaster -D /fvar/lib/jatoba/4/data/

Pucynok 2.16 — [IpoBepka craryca ciy>k0bl

Cnyx6a momkHa uMeTh cratyc «disabledy.

4) y):[aJ'H/ITB BCC HCHYKHBIC IMMAKCTHI, ICPBOHAYAJIILHO YCTAHOBJICHHBIC ITO 3aBUCUMOCTAM:

‘ Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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sudo apt autoremove Jatoba<ver>-*

root@ubuntu: fusrfjatoba-4/bin

File Edit View Search Terminal Help
root@ubuntu: fusr/jatoba-4/bin# sudo apt autoremove jatoba4-*

Reading package lists... Done

Building dependency tree

Reading state information... Done

Mote, selecting 'jatoba4-pg-cryogen' for glob 'jatoba4-#*'
Mote, selecting 'jatoba4-japooler' for glob 'jatoba4-#*'

Pucynok 2.17 — V nanenue makeToB 1Mo 3aBUCUMOCTSIM
[ToaTBepaAUTH IPOBEACHUE ONEPALIMKM U B pe3yJibTaTe OyJeT BBHIBEJCH CIMCOK YJaJeHHBIX

ITAKETOB.
[Ipu ynanenuu naketoB OynyT yJaJ€Hbl BCE CBA3aHHbIE C HUMU CIIY>KOBbI.

5) Beisectu crucok ciyx6 CYBJI «Jatobay:
systemctl list-unit-files 'ja*'

root@ubuntu: fusrfjatoba-4/bin
File Edit View Search Terminal Help

root@ubuntu: fusr/jatoba-4/bin# systemctl list-unit-files 'ja*'

8 unit files listed.
root@ubuntu: fusr/jatoba-4/bin# I

Pucynok 2.18 — Crincok ciry»x0 1o Macke «ja*y»

Cricok cimy>k0 TOJIKeH OBITh MYCT.

6) IIpocMOTPETH CIUCOK MOJIb30BaTEIEH KOMaHIOM:

cat /etc/passwd

root@ubuntu: fusrfjatoba-4/bin

File Edit View Search Terminal Help

gdm:x:121:125:Gnome Display Manager:/fvar/flibfgdm3:/bin/false
admin_1:x:1000:1000:admin_1,,,:/homefadmin_1:/bin/bash
postgres:x:26:26:Jatoba Server:/var/lib/jatoba: /bin/bash
root@ubuntu: fusr/jatoba-4/bin#

Pucynoxk 2.19 — Cnricok mons3oBaTenei

7) YnamuTh Mosib30BaTest «POStgres» KoOMaHI0M:

‘ Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:




159
643.72410666.00067-07 97 01

userdel postgres

root@ubuntu: fusrfjatoba-4/bin

File Edit View Search Terminal Help

root@ubuntu: fusr/jatoba-4/bin# userdel postgres
root@ubuntu: fusr/jatoba-4/bin# I

Pucynok 2.20 — V nanenue moiab30BaTeNs «postgresy

8) Ynmamuts karanoru CYBJl komanaaMu:

rm -rf /usr/jatoba-<ver>
rm -rf /var/lib/jatoba

root@ubuntu: fusrfjatoba-4/bin
File Edit View Search Terminal Help
root@ubuntu: fusr/jatoba-4/bin# rm -rf fusr/jatoba-4

root@ubuntu: fusr/jatoba-4/bin# rm -rf fvar/lib/jatoba
root@ubuntu: fusr/jatoba-4/bin# I

Pucynoxk 2.21 — VY nanenue karanoros CYBJ]

9) VYnaamuTh KaTajaor perno3uTOPHs:
rm -rf /localrepo

root@ubunktu: fusr/jatoba-4/bin

File Edit View Search Terminal Help

root@ubuntu: fusr/jatoba-4/bin# rm -rf /localrepo
root@ubuntu: fusr/jatoba-4/bin# [

Pucynok 2.22 — Y nanenue karanaora perno3uTopus

10) IIpocmoTpeTs crimcok penosutopre OC:

sudo grep -rhE "“deb /etc/apt/sources.list*

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:




160
643.72410666.00067-07 97 01

root@ubuntu: fhomefadmin_1

File Edit View Search Terminal Help

root@ubuntu: /homefadmin_1# sudo grep -rhE ~deb fetcfapt/sources.list®
http:f/us.archive.ubuntu.comfubuntu/ bionic main restricted
http://us.archive.ubuntu.com/ubuntu/ bionic-updates main restricted
http://us.archive.ubuntu.com/ubuntu/ bionic universe
http:f/us.archive.ubuntu.comfubuntu/ bionic-updates universe

http://fus.archive.ubuntu.comfubuntu/ bionic multiverse
http://us.archive.ubuntu.comfubuntu/ bionic-updates multiverse
http://us.archive.ubuntu.comf/ubuntu/ bionic-backports main restricted univer

se multiverse

deb http:f/security.ubuntu.comfubuntu bionic-security main restricted

deb http://security.ubuntu.comfubuntu bionic-security universe

deb http://security.ubuntu.comfubuntu bionic-security multiverse

deb file:///localrepo stable non-free

root@ubuntu: /homefadmin_1# I

Pucynoxk 2.23 — [IpocmoTp crimcka peniosuropue OC

B cnimcke peno3utopues Oy1eT MPUCYTCTBOBATH 3aITUCH:

deb file:///localrepo stable non-free

11) Y aanuth onrcaHue JOKaJIbHOTO PEO3UTOPHS:

rm /etc/apt/sources.list.d/jatoba-<ver>.list

root@ubuntu: /homefadmin_1
File Edit View Search Terminal Help

root@ubuntu: /homefadmin_1# rm fetc/apt/sources.list.d/jatoba-4.1list
root@ubuntu: /home/fadmin_1# I

Pucynok 2.24 — Y nanenue peno3uropus

12) TIpouHaeKCUPOBATH OOHOBJICHHOE COCTOSIHUE PEIIO3UTOPHS:

apt—-get update

root@ubuntu: fhomefadmin_1
File Edit View Search Terminal Help
root@ubuntu: fhome/admin_1# apt-get update

Hit:1 http://us.archive.ubuntu.comfubuntu bionic InRelease

Get:2 http://security.ubuntu.com/ubuntu bionic-security InRelease
Get:3 http://us.archive.ubuntu.com/ubuntu bionic-updates InRelease
Get:4 http://security.ubuntu.com/ubuntu bionic-security/universe i3
1,050 kB

Pucynok 2.25 — OGHOBNIEHHE PEMO3UTOPUS

Ne uzmenenus: ’]IOHHHCBOTB.HHHa: ‘,HaTaBHeceHMﬁM3M:
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13) IIpocMoTpeTh crincok penosutopre OC:
sudo grep -rhE “deb /etc/apt/sources.list*

root@ubuntu: fhomefadmin_1
File Edit View Search Terminal Help
root@ubuntu: f/home/admin_1# sudo grep -rhE ~deb fetcfapt/sources.list®
eb http://us.archive.ubuntu.comfubuntu/ bionic main restricted
http://us.archive.ubuntu.comfubuntu/ bionic-updates main restricted

http://us.archive.ubuntu.com/ubuntu/ bionic universe
http:f/us.archive.ubuntu.comfubuntu/ bionic-updates universe

http: f/us.archive.ubuntu.comfubuntu/ bionic multiverse

http: f/us.archive.ubuntu.comfubuntu/ bionic-updates multiverse

http://us.archive.ubuntu.com/ubuntu/ bionic-backports main restricted univer
se multiverse

deb http://security.ubuntu.comfubuntu bionic-security main restricted
deb http://security.ubuntu.comfubuntu bionic-security universe

deb http://security.ubuntu.comfubuntu bilonic-security multiverse
root@ubuntu: /home/fadmin_1# I

Pucynok 2.26 — IIpocmotp criucka pernosuropreB OC mociie 00HOBICHUS

B crincke PCIIO3UTOPUCB 6yI[CT OTCYTCTBOBATH 3allUCh:

deb file:///localrepo stable non-free

Ha srom mare ynanenune CYB/] 3akoHu€eHO.

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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HPUJIOKEHHUE 3

IIpumep ycranosku u ynajienus CYB/I «Jatoba» 13 JIOKaJIbHOIO peno3uTopus s
PEJ{ OC 7.3 Mypom

YcranoBka CYB/I «Jatoba» u3 nokansHoro peno3utopusi B PEJL OC 7.3 Mypom
VYcranoBka CYB]l «Jatobay wu3 mokxampHoro pemosutopusi B PEJl OC 7.3 Mypom

MIPOBOJIUTCSI B CJICIYIOIIEM MOPSIJIKE:

1) B tepMuHaie BOWTH B PEXKHM CYIIEPITOIH30BATES, BBITOJHUB KOMAHIY:

sudo su

@®ann [lpaeka Bug Mowck TepmuHan Cnpaeka

[user@localhost ~]$ sudo su
[sudo] napons gna user:

[root@localhost user]#

Pucynok 3.1 — Bxoz B pexXuM Cyneproab30BaTens

2) Ecnu koManp1 sudo He CyIIecTBYET, TO YCTaHOBUTh KOMaHAOM:

yum install sudo -y

3) BeImotHUTE 0OHOBIICHHE CHCTEMBI;

HOHYCTI/IMO HCIIOJIb30BATh KOMAHAY':

dnf update -y

@awn [lpaeka Bug [owck TepmwuHan Cnpaeka

[root@localhost user]# dnf update -y

Red0S - Base 9.1 MB/s | 44 MB

Pucynok 3.2 — OOHOBIIeHHE crcTeMbl KoMaHa0i «dnfy

WNin xomanny:

yum update -y

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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©®an lpaeka Bwug Mowck TepmKHan Cnpaeka

[root@localhost user]# yum update -y

Red0S - Base 18 MB/s | 44 MB
Red0S - Updates 9.5 MB/s | 25 MB

Pucynoxk 3.3 — OOHOBIIEHHE CHCTEMBI KOMaHA0H «YUMm»

4) Coznate nanky localrepo B kopHEeBOM KaTajore:

mkdir /localrepo

®ain Mpaeka Bug Mowck TepmuHan [oMolle

[rootl@localhost user]# mkdir /localrepo

[root@localhost user]#

Pucynok 3.4 — Co3nganune kartanora «localrepo»

5) B co3nmanHy0 marnky CKOIMpOBaTh:

e xarajor <packages>;
e kaTajor <repodata>;
e ¢danmn kiwoua <RPM-GPG-KEY-Jatoba>

T ———— D

Hmst |Pazmep |Bpems npaBxw

spackages 4096 |Hoa 17 16:52
srepodata 4096 |Hoa 17 16:52
RPM-GPG-KEY-Jatoba 1774 |Hoa 17 16:52

Pucynok 3.5 — Ctpykrypa katanora «localrepo»
Ecnu nupekropus c¢ ailmaMu HaxoguTcss B KOPHEBOM JIMPEKTOPUM IOJIb30BATEN,
HEO0XO0MMO BBIIIOJIHUTh KOMAH]Y:

cp -R /home/<username>/X.XX.X-XXXX/repo/. /localrepo/

6) Y CTaHOBUTH OTKPBITHIN KIIFOU PENO3UTOPUS:

rpm --import /localrepo/RPM-GPG-KEY-Jatoba

@awn [MMpaeka Bwg Mowck TepmuHan [Momolls

[root@localhost redos73]# rpm --import /localrepo/RPM-GPG-KEY-Jatoba

[root@localhost Ped05?3]#|

Pucynok 3.6 — YcTaHOBKa OTKPBITOTO KJIH0Ya PEMO3UTOPUS
‘ Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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7) J1o0aBUTH ONMCaHUE JIOKAJIBbHOTO PENO3UTOPUS B CUCTEMY:

nano /etc/yum.repos.d/jatoba-<Bepcus>.repo

Mpaeka Bwua Mowck TepmudHan [omolls

. redos73]# nano /etc/yum.repos.d/jatoba-4.repo

st redos73]#

Pucynok 3.7 — JloGaBnenue nokanbHOTO peno3utopus B OC

8) BcraButh B (aitn ciemyroiee CoIepKUMOe U COXPAHUTD:

[Jatoba-4]

name=Jatoba 4 Official Repository
baseurl=file:///localrepo

enabled=1

gpgcheck=1
gpgkey=file:///localerepo/RPM-GPG-KEY-Jatoba

9) [IpouHIEKCHPOBATH OOHOBJIEHHOE COCTOSTHHE PEIIO3UTOPUS:

yum makecache

@awn [lMpaeka Bwa Mowck TepmunHan [Momollks

[root@localhost redos73]# yum makecache

Red0S - Base kB/s |
Red0S - Updates kB/s |

Jatoba 4 Official Repository MB/s |
CozpaH Kaw MeTafaHHbIX .
[root@localhost redos73]#

Pucynok 3.8 — Mnaekcanus peno3uTopust

10)  VYcranoButs CYB]] «Jatoba» nmpu momorm komaHIbI:

yum install jatobad-client jatobad-contrib jatoba4d-libs
jatobad-server

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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@awn [lMpaeka Bwa Mowck TepmndHan [Momolls

[root@localhost redos73]# yum install jatoba4-client jatoba4-contrib jatoba4-1lib
s jatoba4-server

locnepHAs NpoBepka OKOHYEHWA CPokKa AelcTBUA MeTafaHHbix: B:84:49 nazap, Ut 69 dee
2823 14:24:08.

33aBMCMMOCTI pas3pelieHsl .

YcTaHoeka:

jatobad-client (86 _ 5. jatoba-4
jatobad-contrib (86 _ .b. jatoba-4
jatobad-libs (86 _ 5. jatoba-4

jatobad-server (86 _ .b. jatoba-4
YcTaHoBka 3aBUCUMMOCTeld:
gis-activatorll (86 _ 1. jatoba-4

PeayneTaT TpaH3akuum
YcTanoeka b [lakeToB
06bwmin pazmep: 12 M

06tem w3smeHeHuin: 52 M
MpooonwuTe? [g/H]:|

Pucynok 3.9 — YcranoBka nakeToB

Heo6xonuMo moATBEpAUTH MPOJIOJKEHHE YCTAaHOBKH.

11)  YG6eauThes, 4TO OTCYTCTBYIOT OIIHOKH 3aBUCHMOCTEH:

for £ in $(LANG=C find /usr/jatoba-<mepcusa> -type f -exec file
{} \; | grep "ELF 64-bit LSB" | awk 'BEGIN {FS=":"} { print
S1}'" | sort); do echo $f; 1dd $f | grep "not found"; done

12)  TIlepeiitu B nupekropuro ucroiaHseMbix ¢aiinoB CYB/I:

cd /usr/jatoba-4/bin

@awn [lMpaeka Bwag Mowck Tepmudan  Tomolles

[root@localhost redos73]# cd [usr/jatoba-4/bin

[root@localhost bin]# |

Pucynok 3.10 — Komana nepexojia B kKaTajaor

13) HMuunumanusupoBath KaTayior gaHHeiX CYB/] mpu moMoriy KOMaH IblI:

./jatoba-setup initdb jatoba-4

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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@awn [lMpaeka Bwug Mowck TepmuHan [omolls
[root@localhost bin]# ./jatoba-setup initdb jatoba-4
Initializing database ... OK

[ root@localhost bin]# |

Pucynok 3.11 — Maunmanuzamus CYB/]

14)  J1o6aBUTH CEpBHUC B CIIMCOK aBTO3AITyCKa:

systemctl enable jatoba-4

@®ann Mpaeka Bug Mowck TepmuHan Momows
[root@localhost bin]# systemctl enable jatoba-4
Created symlink /etc/systemd/system/multi-user.target.wants/jatoba-4.service = /

usr/lib/systemd/system/jatoba-4.service.
[root@localhost bin]# |

Pucynok 3.12 — JloGaBnenue cepuca jatoba-4 a aBrozarpysky OC

15)  3amycTuTth CIIy)OYy:

systemctl start jatoba-4

@ain [MMpaeka Bwg Mowck TepmuHan [Momolle

[IHH+H1HL1th“+ bin]# systemctl start jatoba-4

Pucynok 3.13 — 3amyck ciy>x0sbI jatoba-4

16) IIpoBepuTh cTaTyC CITYXKOBI:

systemctl status jatoba-4

@®an Mpaeka Bug Mowck Tepmudan Momowes
® jatoba-4.service - Jatoba 4 database server
Loaded: loaded (/usr/lib/systemd/system/jatoba-4.service; enabled; vendor p
Active: active (running) since Thu 2823-82-89 15:36:47 MSK; 38s ago
Docs: https://www.gaz-is.ru/Jatoba/doc
Process: 3936 ExecStartPre=/usr/jatoba-4/bin/jatoba-check-db-dir ${PGDATA} (

Main PID: 3944 (postmaster)
Tasks: 9 (limit: 4633)
Memory: 18.4M
CPU: 7Bms
CGroup: /system.slice/jatoba-4.service

Pucynok 3.14 — IIpoBepka cTaTyca Ciryx’O0bl
17)  ABtopusoBaTbcs B «PSQl» oT mMeHM M ¢ TpaBamMH TOJB30BaTeNs «POStgres» u

YCTaHOBHTh Ui Hero maposb B CYB/I:
Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M: ‘
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sudo su - postgres

cd /usr/jatoba-4/bin/
psql

\password

@ain [MMpaeka Bwg Mowck TepmuHan [omolls
[root@localhost bin]# sudo su - postgres
[postgres@localhost ~]$ cd /usr/jatoba-4/bin/
[postgres@localhost bin]$ psql

psql (14.5)

Beegute "help", 4ToBb MONyunuTb cnpaeky.

postgres=# \password

BeeguTe HoBWIA Napone gna nonezoeaTtens "postgres":
MoeTopuTe ero:

postgres=#

Pucynok 3.15 — YcranoBka mapoiis uist monb3oBatenst CYB]] «postgresy»

18)  BsriiTu B mpodmiIb MOIH30BATENS OO0ty HAKATHEM COUYCTAHUS KIIABHIIL:

CTRL + D

19)  VYcraHOBUTH Maposib 1l CHCTEMHOTO moJib3oBarens OC «postgresy:

sudo passwd postgres

@ain Mpaeka Bwg Mowck TepmuHan [Momollks
[postgres@localhost bin]$ Beixop
[root@localhost bin]# sudo passwd postgres
lameHeHWe napons nonb3oBaTens postgres.
Hoeblit naponk:

HDBTDPMTE BBOL HOBOro ﬂap{)ﬂﬂ:
paSSWd: OaHHbIe ayTEHTL-1¢L-1KaLJ,L-'IL-1 }I’CHEI.UHO 0BHOBRNEH.I.
[root@localhost bin]# |

Pucynok 3.16 — Ycranoska naposst 1u1st nosnb3osarenst OC

Ha stom stane ycranoska CYB]] okoHueHa.

Yaanenue CYB/] «Jatoba» u3 nokansHoro peno3uropusi B PEJ[ OC 7.3 Mypom

VY nanenne CYB/]] «Jatoba» u3 nokansaoro penosuropusi B PEJI OC 7.3 Mypom npoBoauTcs

B CJIEAYIOIIEM TOPSIJIKE:

1) BeiBectu cimcok cimyx06 CYBJI «Jatobay:

Ne uzmenenus: ’ﬁHOAHHCLOTB.HMua: ’,HaTaBHeceHHﬁHBM:
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systemctl list-unit-files 'ja*'

®ain [MMpaeka Bwg Mowck TepmuHan [MomoLls

[root@localhost bin]# systemctl list-unit-files 'ja*'
UNIT FILE STATE  VENDOR PRESET
jatoba-4.service enabled di ec

1 unit files listed.
[root@localhost biﬁ]#‘

Pucynok 3.17 — Cincok ciryx0
Komanna chopmupoBana mo macke u3 nepBbiX OyKB Ha3BaHMM Ciy>k0. M3 moiaydeHHOro

CIIMCKA OYEBUAHO, UTO ycTaHoByeHa Toibko CYB/I.
[Tepedens cmyx0 ucnonbzyembix npu dkcruryataruu CYB/] npusenen B Tadime I1 3.1

Tabnuua I1 3.1 — [lepeuens cinyx6 ucnonszyembix CYBJ]

HaumeHoBaHHe KOMIIOHEHTA HaumeHoBaHue CJ1yKObI
(nemona)
CYB/] «Jatobay jatoba-4
[lenTpanu3oBanHblii coop 3amuceii coosiTuii B CYB/I. jalog_server
KomnonenTt «ja_Log» jalog_agent
VYnpasneHue pexxuMoM paboThl y3II0B Ki1acTepa jadog
KommnoneHt «jaDogy

2) Ynmanuth ciayx0y u3 aBro3zarpysku OC:

systemctl disable jatoba-4

@®ann Mpaeka Bwug Mowck TepmwuHan [Momows
[root@localhost bin]# systemctl disable jatoba-4
Removed /etc/systemd/system/multi-user.target.wants/jatoba-4.service.

[root@localhost biﬁ]#|

Pucynok 3.18 — Y nanenue ciyx0b1 «jatoba-4» 13 aBTO3arpy3Ku
Ecnu Obutn ycranosnensl komnonenTsl CYB/] npusenennsie B Tabnuie I1 3.1, To ciayk0b1

KOMHOHCHTOBYﬂaHHKHCHKOMaHﬂOﬁI

systemctl disable <umsa ciyxOwr>

3) IlpoBepuThb CTaTyc OTKIIOYEHHON M3 aBTO3arpy3KH CITy>KOBI:

‘N§H3MeHeHMﬂ: Iloamuce oTB. JIMNA: ‘,HaTaBHECCHHHHBMl
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systemctl status jatoba-4

®ain Mpaeka Bwg Mowck TepmuHan TMomolls

[root@localhost bin]# systemctl status jatoba-4
® jatoba-4.service - Jatoba 4 database server
Loaded: loaded (/usr/lib/systemd/system/jatoba-4.service; disabled; vendor
Active: active (running) since Thu 2823-82-89 15:36:47 MSK; 3 days ago
Docs: https://www.gaz-is.ru/Jatoba/doc

Main PID: 3944 (postmaster)
Tasks: 9 (limit: 4633)
Memory: 19.5M
CPU: 181ms
CGroup: /system.slice/jatoba-4.service

Pucynok 3.19 — IIpoBepka craryca CiryKObI

Cnyx0a momxHa uMeTh ctatyc «disabledy.
4) y):[aJ'H/ITI) BCC HCHYKHBIC IMAKCThI, ICPBOHAYAJIIBHO YCTAHOBJICHHBIC ITO 3aBUCUMOCTAM:
yum autoremove jatobad-*

HO}ITBCp)II/ITI) MMPOBCACHUE OICpall U B PE3YJIbTATC 6le€T BBIBCJICH CIIMCOK YJAJICHHBIX

IIAKETOB.
[Ipu ynaneHuu naketoB OynyT yJaJ€HbI BCE CBA3AHHBIE C HUMH CITY>KOBI.

5) BsiBectu criucok ciy:x6 CYB]] «Jatobay:
systemctl list-unit-files 'ja*'

®an lMpaeka Bug Mowck TepmuHan lMomows

[root@localhost bin]# systemctl list-unit-files 'ja*'
UNIT FILE STATE VENDOR PRESET

B unit files listed.
[root@localhost bin]# ‘

Pucynok 3.20 — Crircok cityk0 1Mo Macke «ja*»

Crnucok ciay0 10KEH ObITh MyCT.
6) IIpocMOTpeTh CIUCOK MOJIB30BATEICH:

B repmunane OC crnucok mojb30BaTeNieil BEIBOAUTCS KOMaH IO0M:

Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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cat /etc/passwd

@ain Mpaeka Bwg Mowck TepmuHan [lomolls
systemd-network:x:192:192:systemd Network Management:/:/sbin/nologin
user:x:16008:18008: user:/home/user:/bin/bash

tepdump:x:72:72:User for tepdump:/var/lib/tcpdump:/sbin/nologin
postgres:x:26:26:Jatoba Server:/var/lib/jatoba:/bin/bash
[root@localhost bin]#

Pucynok 3.21 — Cnricok nosibs3oBaTenei
B OC cnoucok mnonb3oBareneid BBIBOJUTCS C TMOMOIIBIO YTHWINTBL «MeHemxep

II0JIB30BATEIEN», OTKIFOYUB ITapaMeTp « CKpbITh CHCTEMHBIX II0JIB30BATEIEH U TPYIIIIBD).

MeHeaxep nonk3oBaTenei (0T cynepnonb3oBaTens) -~ B3

@aiin  lMNpaeka Cnpaeka

% ) B B c ?

Jobaeute nonezoeatena [Jobaewts rpynny  CeolcTBa Yaanute ObHoBUTE Cnpaeka
PUNLTP NOWCKA: post €a MPUMEHWNTE GUAETP

MonezoEateny | Mpynnel

postgres 26 postgres |atoba Server
postfix 89 postfix

Pucynok 3.22 — BeiBox ciiiicka mosb3oBaresiei B yTunute « MeHemKep moabp30BaTesein

7) Y panuth mosp3oBaTelIs «POStgres» KoMaHmom:

userdel postgres

@ain Mpaeka Bwug Mowck TepmuHan [lomolle

bin]# userdel postgres

st binl#

Pucynok 3.23 — VY naneHue moiabp30BaTeNs «postgresy
B OC ynamuth monb3oBaTeis «postgres» BO3MOXKHO uepe3 YTHIUTY «MeHemkep

HOHBBOB&TGHCﬁ)), HCIIOJIB3YS IIMKTOIpaMMy «Y n1anuTh.

8) Ynmamuts karanoru CYBJl komanaaMu:

rm -rf /usr/jatoba-4

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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rm -rf /var/lib/jatoba
@awn [lpaeka Bug Mowck TepmudHan [omollks

. bin]# rm -rf [usr/jatoba-4
. bin]# rm -rf /var/lib/jatoba

. binJ# |

Pucynok 3.24 — VY nanenue karanoros CYBJ]

9) Yiaanute Katauor pero3uTopusi:

rm -rf /localrepo

@awn [lpaeka Bwug Mowck TepmudHan [omolls

[root@localhost bin]# rm -rf /localrepo

@localhost binl#

Pucynok 3.25 — Y nanenue karanora peno3uTopus

10) ITpocmoTpeTh criucok penosuropues OC:

yum repolist

®ain Mpaeka Bwg Mowck TepmuHan TMomolls

[root@localhost bin]# yum repolist

MOeHTUOUKATOP pPeno3nTopus UMs pPeno3uTopus
base Red0S - Base

jatoba-4 Jatoba 4 Official Repository
updates Red0S - Updates
[root@localhost bin]# ‘

Pucynok 3.26 — Criucox perno3uTopueB

B BbIBeIcHHOM CITHCKE OY/eT IPUCYTCTBOBATh PEIO3UTOPHI «jatoba-4».

11) IIpocMOTpeTh OMHCaHKE JIOKATLHOTO perno3uTopus «jatoba-4» B OC:

cat /etc/yum.repos.d/jatoba-4.repo

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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@awn [lMpaeka Bwa Mowck TepmndHan [Momolls

[root@localhost etc]# cat /etc/yum.repos.d/jatoba-4.repo
[jatoba-4]

name=Jatoba 4 Official Repository
baseurl=file:///localrepo

enabled=1
gpgcheck=0
gpgkey=file:///localerepo/RPM-GPG-KEY-Jatoba

Pucynoxk 3.27 — BeiBoa onmcaHust JTIOKaIbHOTO PETIO3UTOPHS «jatoba-4»

12) VY panuth onucaHue JOKaJILHOTO perno3utopus «jatoba-4» B OC:

rm /etc/yum.repos.d/jatoba-4.repo

@awn [lMpaeka Bwug Mowck Tepmudan [oMolls

[rootlllocalhost etc]# rm /etc/yum.repos.d/jatoba-4.repo

rm: ynanuTe obbluHbili daiin ' /etc/yum.repos.d/jatoba-4.repo'? y

Pucynok 3.28 — Y nanenue n10kajabHOTO pENoO3UTOPUS

[TonrBepANTh KOMaHy yAQIECHUS.

13) IIpocmoTpeTh crucok penozuropues OC:

yum repolist

@ain [Mpaeka Bwg Mowck TepmuHan [omolles

[root@localhost etc]# yum repolist
NOeHTUdUKaTop PenosnTopus VMA peno3uTopus

base Red0S - Base
updates Red0S - Updates
[root@localhost etcl#

B cnucke penozutopue OC A0KEH OTCYTCTBOBATh peno3uUTOpuil «jatoba-4». Ha atom

miare ynainenue CYB/] 3akoH4€eHoO.

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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HPUJIOKEHUE 4

IIpumep ycranoBku n ynajaenuss CYB/L «Jatoba» u3 1okajbHOro peno3uropus A5 AJibT 9
Server

YcranoBka CYB/I «Jatoba» u3 okanbHOro penosuropust B Aiabst 9 Server

VYcranoBka CYBJ] «Jatoba» u3 oKaqbHOTO perno3utopus B AnbT 9 Server nmpoBOAUTCS B
CJIEIyIOLIEM MOPSAKE:

1) B repmunane MATE BoiiTH B pe:KUM CyIEpIIOIb30BaTEs, BBIMIOJHUB KOMaHTY:

sudo su

root@localhost: /root sl () (%
d®ain MNpaeka Bua Mouck TepmuHan MoMoOWb
[admin@localhost ~]% su - .

Password:
[root@localhost ~]# | “

Pucynok 4.1 — Bxo1 B pexXuM Cyneproiab30BaTest

2) BEITIOIHUTE OOHOBJICHHUE CHUCTCMBI, ITOCJICAOBATCIIbHO BBIITIOJIHASA KOMaH/bI:

apt—-get update
apt-get dist-upgrade
update-kernel
apt—-get clean

reboot

[Tocne o6HoBNeHUss OC ycraHoBHUTCA MakeT «sudo», yOeaUThCs B €0 YCTAHOBKE MOKHO

KOMAaHOU:

apt-get install sudo -y

root@localhost: /root w) () (%

®ain Mpaeka Bua Mouck TepmuHan MoMowb

[root@localhost ~]# apt-get install sudo -y

YTeHWe CMUCKOB NaKeToB... 3aBeplieHo

MocTpoeHWe NepeBa 3aBMCHMMOCTER... 3aBeplieHo

MocnegHaa Bepcua sudo yMe yCTaHOBNEHA.

B O6yneT oOHoBNMeHO, © HOBbIX YCTaHOBNeHo, @ nakeToe OyoeT yoaneHo u @ He GyneT obH
OBNEHD.

[root@localhost ~]# |

Pucynok 4.2 — IIpoBepka ycTaHOBKH nakeTa «sudo»

‘ Ne uzmenenus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:




174
643.72410666.00067-07 97 01

3) Y CcTaHOBUTH MAKET «NAno» KOMaHIOM:

apt-get install nano

rooti@localhost: /root w) (&) (%

®aiin MNpaBka Bupg Mouck TepmwuHan [MomoLb

[root@localhost ~]# apt-get install mano -
YTeHWe CNUCKOB NaKeTOoB... 3aBepleHo
MocTpoeHWe [OepeBa 3aBWCMMOCTER... 3aBepWeHo
Cnegywuwre HOBLIE nakeTtol OyOyT YCTaHOBNEHLI:

nano
@ O6yneT obHoBMeHO, 1 HOBbLIX yCTaHoBNeHo, O nakeTos OygeT yaaneHo u 0 He OygeT ofH
OBJIEHO.
HeobxoguMo nmony4nTb 521KB apxMBoOB.
Mocne pacnakoBKW noTpebyeTca AONONHMTENbHo 2184KB OMCKOBOro NMpoCTpPaHCTBa.
Monyyewo: 1 http://mirror.yandex.ru p9/branch/x86 64/classic nano 4.0-alt2:sisyp
hus+227153.1680.1.1@1555313630 [521kB]
MonyyeHo 521kB 3a Os (1967kB/s).
CoBepuwaeM M3MEHEHMA. ..

MoparoToBKa. . . R [100%]
OGHOBNEHWE / YCTAHOBKA. ..
1: nano-4.0-alt2 AR R [100%]

3aBeplieHo. &
[root@localhost ~]# |} “

Pucynok 4.3 — YcraHoBka nakera «nanoy

4) Coznate nanky localrepo B kopHEBOM KaTajore:

mkdir /localrepo

root@localhost: /root w) () (%

®ain Mpaska Bua Mowck TepMuHan [MoMoOLLb

[root@localhost ~]# mkdir /localrepo -
[root@localhost ~]# |}

Pucynok 4.4 — Co3nanue karanora «localrepo»

5) B co3gaHHy10 NanKy CKOMMPOBATH:

e xarayior <x86 64>
e ¢dann <RPM-GPG-KEY-Jatoba>

Ne uzmeneunus: Iloamuce oTB. JIMNA: ‘,HaTaBHeceHMﬂM3M:




175
643.72410666.00067-07 97 01

<— flocalrepo
N Mma
/

/x86 64
RPM-GPG-~Y-Jatoba

Pucynok 4.5 - Ctpykrypa karanora «localrepoy»

6) Y CTaHOBUTH OTKPBITHIN KIIFOU PENO3UTOPUSL:

rpm --import /localrepo/RPM-GPG-KEY-Jatoba

root@localhost: /home/admin vl (~) (%

@aiin NpaeBka Bwa Mowck TepmuHan MNomowb
[root@localhost admin]# rpm --import /localrepo/RPM-GPG-KEY-Jatoba -
[root@localhost admin]# |

Pucynoxk 4.6 — YcTraHOBKa OTKPBITOTO KJIIOUa PEMIO3UTOPHS

o Jlnst 6onee HoBbIx Bepcuii OC GNU/Linux, ocHoBaHHBIX Ha Debian (Astra Linux 1.8,
Debian 12, Ubuntu 24.04 u apyrux), peKOMeHIyeTcs 100aBISATh K04 PETO3UTOPHUs

CIIEIYIOIINM 00pa3OM.

CxonupoBaTh KJIHOY PErO3UTOPHUS:

cp /localrepo/DEB-GPG-KEY-Jatoba /etc/apt/keyrings/

JloGaBUTH OMHMCaHKe HOBOT'O PEMO3UTOPHS B CIIHCOK:

echo "deb [signed-by=/etc/apt/keyrings/DEB-GPG-KEY-
Jatoba] file:///localrepo stable non-free" >
/etc/apt/sources.list.d/jatoba-<ver>.list

3nech jatoba-<ver> - Bepcus ycranasiuBaemoii CYBJI «Jatobay.

3aTeM BBINOJIHHUTH 9) M3 JaHHOTI'O Imoapasacia.

7) Jl06aBUTH OMKMCAHKE JIOKATHHOTO PEMO3UTOPHSI B CUCTEMY:

nano /etc/apt/sources.list.d/jatoba-4.list

Ne uzmeneunus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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root@localhost: /home/admin w) (o) (%

®ain MNpaeka Bwa MMowck TepMuHan [MoMOLLb

[root@localhost admin]# nano fetc/apt/sources.list.d/jatoba-4.1list -
[root@localhost admin]#

Pucynok 4.7 — Jlo6aBnenue nokaabHOro peno3utopus B OC

8) BceraButh B daiin cinemyromiee conep>kKuMoe U COXPAHUTD:

rpm file:///localrepo x86 64 classic

root@localhost: /home/admin vl () (%

®ain Mpaeka Bwua Mowck TepMuHan [MoMoLb

GNU nano 4.8 Jetc/apt/sources.list.d/jatoba-4.1list
rpm file:///localrepo x86 64 classic | |

Pucynox 4.8 — Conepsxanue ¢aiina «jatoba-4.list»

9) [IpounekcupoBaThH OOHOBICHHOE COCTOSTHUE PETIO3UTOPHSL:

apt-get update

root@localhost: /home/admin vl () (¢

®ain Mpaeka Bupg Mouck TepmuHan MoMowb

[root@localhost admin]# apt-get update -
Monyyewo: 1 http://mirror.yandex.ru p9/branch/x86 64 release [1954B]
MonyyeHo: 2 http://mirror.yandex.ru p9/branch/x86 64-1586 release [1175B]
Monyyero: 3 http://mirror.yandex.ru p9/branch/noarch release [1545E]
MonyyeHo 4674B 3a 0s (54,2kB/s).

HaitpeHo http://mirror.yandex.ru p9/branch/x86 64/classic pkglist

Haipeno http://mirror.yandex.ru p9/branch/x86 64/classic release

HaitpeHo http://mirror.yandex.ru p9/branch/x86 64-1586/classic pkglist
Haitpeno http://mirror.yandex.ru p9/branch/x86 64-1i586/classic release
HaipeHo http://mirror.yandex.ru p3/branch/noarch/classic pkglist

Haipexo http://mirror.yandex.ru p3/branch/noarch/classic release

UTeHWe CNUCKOB NAKeToB... 3aBeplieHo

MoCTpoeHWe OepeBa 3aBMCHMMOCTEW... 3apBepleHo

[root@localhost admin]# |

Pucynok 4.9 — Unaekcanus peno3uTopus

10)  VYcranosuth CYB]] «Jatoba» npu momoriu KoMaH/Ibl:

apt-get install jatoba4d4-client jatobad-contrib jatobad4-libs
jatobad-server

Ne uzmeneunus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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rooti@localhost: /home/admin wl () (%

®aiin MNpaBka Bupg Mowuck TepmuHan [Momowb

[root@localhost admin]# apt-get install jatobad4-client jatoba4-contrib jatobad4-1 =
ibs jatobad-server
YTeHWe CMMCKOB NaKeTOoB... 3aBepleHo
MocTpoeHWe OepeBa 3aBWCMMOCTEW... 3aBepWeHo
Cnegywiue OONONHWMTENLHLIE MakeTsl OYOYT YCTaHOBNEHbI:
gis-activatorll glibc
Cnepywwue HOBLIE nakeTsl OYOyT YCTaHOBNEHbI:
gis-activatorll glibc jatoba4-client jatoba4-contrib jatoba4-libs
jatobad-server
@ oyneT obHosneHo, 6 HOBbLIX yCTaHoBneHo, @ nakeTos GygeT yaanewo w @ He OygeT oOH
OBJIEHO.
Heofxogumo nonyunTe 41,7kB/12,6MB apxuvBos.
Mocne pacnakoBKW NOTpebfyeTcA AONONHWTENbHO 52,9MB OWCKOBOro NMpoOCTpPaHCTBa.
Npoponxute? [Y/n] |}

Pucynoxk 4.10 — YcraHoBKa 1akeToB

[TonrBepauTe MPOAOIKEHUE YCTAHOBKH.

11)  YOeauThCsi, YTO OTCYTCTBYIOT ONIMOKM 3aBUCHMOCTEH:

for £ in $(LANG=C find /usr/jatoba-4 -type f -exec file {} \; |
grep "ELF 64-bit LSB" | awk 'BEGIN {FS=":"} { print S$1}' |
sort); do echo $f; 1dd S$f | grep "not found"; done

root@localhost: /home/admin wl (a) (%

®ain Mpaeka Bua Mouck TepmuHan MNoMoulb

[root@localhost admin]# for T in $(LANG=C find /usr/jatoba-4 -type f -exec file «
{} \; | grep "ELF 64-bit LSB" | awk 'BEGIN {FS=":"} { print $1}' | sort); do ech
o $f; ldd $f | grep "not found"; done

Jusr/jatoba-4/bin/clusterdb

fusr/jatoba-4/bin/createdb

Pucynok 4.11 — Koman1a mpoBEepKU OTCYTCTBHUS OITHOOK 3aBUCUMOCTEMN

12)  TIlepeiitu B nupekTopuio ucnoaHseMbix ¢aiiioB CYB/I:

cd /usr/jatoba-4/bin

root@localhost: fusr/jatoba-4/bin vl [a) (%

®ain Mpaeka Bua Mowck TepmuHan [MoMoLb

[root@localhost admin]# cd fusr/jatoba-4/bin -
[root@localhost bin]# |

Pucynok 4.12 — Komanaa repexojia B KaTajior

‘ Ne uzmeneunus: ’ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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13) HuunmanusupoBath karajor naHHeix CYBJl mpu momory KoMaH bl

./Jjatoba-setup initdb jatoba-4

root@localhost: /usr/jatoba-4/bin

®ain MNpaeka Bug Mouck TepmuHan MoMowb
[root@localhost bin]# ./jatoba-setup initdb jatoba-4 -
Initializing database ... OK

[root@localhost bin]# |
Pucynok 4.13 — Uaunmmanmzamnus CYB/]

14)  J1o6aBUTH CEpBUC B CIIMCOK aBTO3AITyCKa:

systemctl enable jatoba-4

root@localhost: /usr/jatoba-4/bin

®ain MNpaBka Bua Mouck TepmuHan [MoMollb
FY

[root@localhost bin]# systemctl enable jatoba-4
Created symlink Jetc/systemd/system/multi-user.target.wants/jatoba-4.service - /

etc/systemd/system/jatoba-4.service.
[root@localhost bin]# |}

Pucynok 4.14 — Jlo6aBnenue cepBuca jatoba-4 a aBrozarpysky OC

15)  3amyctuthb CIry)0Yy:

systemctl start jatoba-4

root@localhost: /usr/jatoba-4/bin

®ain MNpaeka Bua Mouck TepMmuHan MNoMollb
[root@localhost bin]# systemctl start jatoba-4 -
[root@localhost bin]# |

Pucynoxk 4.15 — 3amyck ciryx0sb1 jatoba-4

16) TIpoBepHTh CTATyC CITy>KOBI:

systemctl status jatoba-4

Ne uzmeneunus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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root@localhost: jusr/jatoba-4/bin vl (s (%

®ain MMpaBka Bwa Mowck TepMuHan [MoMoLLb

[root@localhost bin]# systemctl status jatoba-4 -
jatoba-4.service - Jatoba 4 database server
Loaded: loaded (/etc/systemd/system/jatoba-4.service; enabled; vendor prEEH
Active: since Tue 2823-82-14 13:43:87 MSK; 38s ago
Docs: https://www.gaz-is.ru/Jatoba/doc
Process: 9122 ExecStartPre=/usr/jatoba-4/bin/jatoba-check-db-dir ${PGDATA} H
Main PID: 9130 (postmaster)
Tasks: 9 (limit: 9489)
Memory: 17.8M
CGroup: /fsystem.slice/jatoba-4.service

Pucynoxk 4.16 — [IpoBepka craryca ciyx 05l
17)  ABrtopu3oBathCsi B psql OT MMEHH M C IpaBaMH I0JIb30BaTelss «POStgres» u

YCTaHOBUTSH 151 Hero napoib B CYB/I:

su -1 postgres

cd /usr/jatoba-4/bin/
psqgl

\password

root@localhost: /usr/jatoba-4/bin wllml (%

®ain MMpaBka Bua MMowck TepMuHan [MoMoLlb

[root@localhost bin]# su -1 postgres -
-bash-4.4% cd fusr/jatoba-4/bin/

-bash-4.4% psql

psql (14.5)

Beegute "help", 4ToOb NONYYMTb CMNpaBKY.

postgres=# \password

BeeguTe HOBLIA Mapons ONA nonb3oBaTena "postgres™:
MoOBTOpPUTE Ero:

postgres=# ||

Pucynok 4.17 — YcranoBka napouis juist nosnb3oBatenst CYB]] «postgresy»

18)  Boiitu B mpouIIb MOJIB30BATEISA OO0ty HAKATHEM COUCTAHUS KITABHUIIL:

CTRL + D

19)  VYcraHOBUTH Maposb I CHCTEMHOTO moJib3oBarens OC «postgresy:

passwd postgres

Ne uzmeneunus: Iloamuce oTB. JIMNA: ‘,HaTaBHeceHMﬂM3M:
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root@localhost: /usr/jatoba-4/bin

dain MNpaeka Bupa Mowuck TepmuHan MoMmowb

-bash-4.4% Buixop
[root@localhost bin]# passwd postgres
passwd: updating all authentication tokens for user postgres.

You can now choose the new password or passphrase.

A valid password should be a mix of upper and lower case letters,
digits, and other characters. You can use a password
that consists of 8 characters from at least 3 of these 4 classes, or

a password containing 7 characters from all the classes.

An upper case letter that begins the password and a

digit that ends it do not count towards the number of character
classes used.

A passphrase should be of at least 3 words, 11 to 46 characters
long, and contain enough different characters.

Alternatively, if no one else can see your terminal now, you can
pick this as your password: "Korea+fleet&Owing”.

Enter new password:

Weak password: not enough different characters or classes for this length.
Re-type new password:

passwd: all authentication tokens updated successfully.

[root@localhost bin]# |}

Pucynok 4.18 — YcranoBka napouis jyist nosnb3oBatenst OC

Ha stom stane ycranoska CYB][ okoHueHa.

Ynanenne CYB/l «Jatoba» u3 JIOKaJbHOT0 peno3uropusi B AjabT 9 Server

VYnanenue CYB]] «Jatoba» u3 nmokanpHOro pernozutopus B AiabT 9 Server mpoBoauTcs B

CIICOAYIOUICM ITOPAIKE:

1) BeiBectu criimcok ciyx0 CYB/] «Jatobax:

systemctl list-unit-files 'ja*'

Ne uzmeneunus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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root@localhost: /fusr/jatoba-4/bin v (a) (x
®ain Mpaeka Bua Mouck TepmuHan MNoMoLllb
[root@localhost bin]# systemctl list-unit-files 'ja*' -
UNIT FILE STATE VENDOR PRESET
jatoba-4.service disabled

1 unit files listed.
[root@localhost bin]# |

Pucynoxk 4.19 — Cnucok ciryx0
Komanna chopmupoBana 1mo Macke M3 MepBbIX OyKB Ha3zBaHWil Ciryx0. M3 moiry4eHHOTO

CIIMCKA OYEBUAHO, UTO ycTaHoBjeHa Tobko CYB/I.
[Tepedens cnyx0, ucronb3dyembix npu dkcruryarannu CYBJI, npusenen B tabmure 11 4.1.

Tabnuua I1 4.1 — [lepedens cnyx06 ucnonszyembix CYB/]

HaumeHnoBanme CJIy:K0ObI
HaumeHoBaHMEe KOMIIOHEHTA
(nemoHa)
CYB/] «Jatobax jatoba-4
IenTpanu3oBanHbIit cOop 3anuceii coobiTuii B CYB/I. jalog_server
KommoneHT «ja_Log» jalog_agent
VYnpaBieHre peKUMOM pabOThI Y3JI0B Ki1acTepa jadog
Kommnonent «jaDog»

2) Vnanuth ciayx0y u3 aBTozarpy3ku OC:

systemctl disable jatoba-4

root@localhost: /usr/jatoba-4/bin valx

®ain Mpaeka Bwua Mowck TepmuHan [MoMoLLb

[root@localhost bin]# systemctl disable jatoba-4 -
Removed /etc/systemd/system/multi-user.target.wants/jatoba-4.service.
[root@localhost bin]# |}

Pucynok 4.20 — Y nanenue cnyx0bl «jatoba-4» u3 aBTo3arpy3ku
Ecnu 6b1mn ycranosiensl komnoneHTsl CYB/], npuBenennsie B Tabnue I1 4.1, To ciay>k0b1

KOMITIOHCHTOB YJAJIAIOTCA KOMaHHOfII

systemctl disable <umsa ciyxOwb>

3) IIpoBepuTh cTaTyC OTKIOYCHHOMN U3 aBTO3arpy3KH CITYKOBbI:

‘ Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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systemctl status jatoba-4

root@localhost: /usr/jatoba-4/bin vl () (x

@aitn [lNpaBka Bwua Mowck TepmuHan [Nomollb

[root@localhost bin]# systemctl status jatoba-4 -
jatoba-4.service - Jatoba 4 database server
Loaded: loaded (/etc/systemd/system/jatoba-4.service; disabled; vendor prefg
Active: since Tue 2023-82-14 13:43:87 MSK; 18min ago

Pucynoxk 4.21 — [IpoBepka craryca iy Obl

Cayx0a nomkHa uMeTh cratyc «disabledy.

4) Ynanuth BCe HEHY)KHBIC TTAKETHI.

o YJIaJ'IeHI/Ie IIaKE€TOB KOMaHJaMMH:

apt-get remove jatobad-*

apt-get autoremove jatobad-*
MOXET MIPUBECTH K OITHOKE U HEKOPPEKTHOMY YIAICHHIO MTaKETOB.
JIns KOpPEKTHOTO yAaJeHUs MAKETOB PEKOMEHYETCS MCIIOJIb30BaTh MEHEKEP MAKETOB

«Synapticy.

Jlis 3amycka MeHeKepa MakeToB «Synapticy Heobxoaumo BbIOpaTth B MeHio OC
«Cucrema» — «Ilapametps» — «lIpoune» — «Menemxep nakeroB». [lepen cBonmM 3amyckom

[IpOorpaMma IONPOCUT BBECTH MApOJIb CyNEPIIOIb30BATE:

BeeguTe naponk
% Y1obbl BEINONHATL "synaptic”,
Heobxoawma gononHUTENLHaA WHGOPMaLUKA.
BeeguTe Napoiib CACTEMHOND agMWHUCTpaTopa root: |........| |
| oK || @ OTMEHUTD |

Pucynok 4.22 — Bon nmapoiist «rooty
Haxartp xnomky «IIpomcxoxaenue» (cm. puc. 4.23) u BBIOpaTh B CIIHUCKE PEIIO3UTOPHIA

«JlokanbHbrii/classiCy, KOTopeIit siBiIseTCs JToKaabHBIM peno3utopueM CYB/] «Jatobay.

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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Synaptic (oT cynepnonb3oBaTtens)

®ann Mpaska MakeT MNapameTpbl CrnpaBka

5
e b

NonyunThb cBepeHna OTMeTUTb Ans obHoBNEeHUA

Bce C Ha3BaHue nakeTa YcTaHoBneHHas B¢ lNMocne¢ °
mirror.yandex.ru/classic B gis-activatorll 1.1.2-3@1599697 1.1.2-{ |
[0 :jatoba4-1csupport 14.5.38
NokanbHbii/HenssecTHole | jatobad-client 4.5.3-1061@1672 4.5.3;
[ jatoba4-contrib 4.5.3-1061@1672 4.5.3-
[ :jatoba4-docs 4.5.3
[J jatoba4-ja_csum 4.5.3
[0 jatoba4-ja_fireball 4.5.31y

>

>

NakeTbl He BbibpaHbi.
Pa3pensl

CocTtofiHUue

MNpoucxoxaeHue

| ®unbTpsl Nob30BaTeNs |

" Pe3ynbTaThl NOMCKA ]

30 nakeToB B cnucke, 1771 ycraHosneHo, 0 ¢ owmnbkamu. 0 ans ycraHosku/obHosneHus, 0 an

Pucynoxk 4.23 — Jlokanesnbiii peno3utopuit CYB]] «Jatoba» B MmeHemkepe makeToB «Synaptic»
B crmcke makeToB OTOOpaXaroTCs TMAKEThl, HAXOASIIUECS B JIOKAILHOM PEMO3UTOPUN

CVYB/ «Jatobay. [TakeTbl MOTYT UMETh CTATYyCHI, IpeicTaBiIeHHbIe B Tabnuie 11 4.2.

Tabnuma I1 4.2 — CtaTychl TakeTOB B PEMIO3UTOPUN

IIuxkTorpamma Craryc nakera Bua nakera
= MaKeT, YyCTAHOBJICHHBIN B CUCTEME B gis-activatorll
O MaKeT, OCTYIHBIH I yCTaHOBKH [ jatoba4-lcsupport
NAaKeT HA3HAYEH IS yCTAHOBKHU €]  jatoba4-1csupport
] MaKeT, OTMEUCHHBIH IS yJalCHHS = _

‘ Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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ITakeTsr co CTaTyCOM «YCTAHOBJICHHBIC B CHCTCMC» JOJI’KHBI OBITH TIOMEYEHBI JJIA

yIaJeHus, Yepe3 KOHTEKCTHOe MeHI0 min Kiasuieit «Deletey.

Synaptic (oT cynepnons3oBaTens) wl () (X
@®ann Mpaeka MakeT MMapameTpbl CrpaBka

& il

MNonyywTh cBeAeHWA OTMETHTb ANA 0BHOBNEHWA [10Ue-0TE CBOWMCTBA

Bce C  Ha3BaHWe nakeTa YcTaHoBneHHas B¢ Mocne *

mirror.yandex.ru/classic ' ' 11599697 1.1.2 |

: CHATb OTMETKY ;
NokanbHsli/classic S iy 4.5.3
g | & OTmeTuTs Ans ycTakHoBK

NokanbHblil/Hen3BecTHble 3 P } 1672 4.5.3
m OTMETUTb /19 NOBTOPHON YCTAHOBKM

) 1672 4.5.3-
: OTMETWUTEL ANA ODHOBNEHWA 54‘5‘3.
- [ OTMeTUTbL ANA yaaneHus 453
|:| B OTmMeTuTE ANg NonHOro yaaneHns 54‘5‘3. )
- ) : q@; CeBOWCTEA [ >

Litoria Activator tool :
Pazgensi

MNporpaMMHbIA KoMmnnekc «Gis Activator» npeaHasHayeH
ONA NOAKMIYEHWS K CUCTeMe

CocTosHMe

:
| |

|l e—— ]| e ames rioBnera 000
| " |
| |

OCHOBHBIM Ha3HadeHweMm MK «Gis Activator» asnAeTcA

QUNBTPEI NONB30BATEN
P BO3MOXMHOCTE BCTPaWBaHWA B

Pe3ynbTaThbl NOWCKE paznuyHoe MO ana CAHXPOHW3aUKWKA ero ¢ CepBMCcoM

v

30 nakeToe B cnucke, 1771 yctaHoeneHo, 0 c owmnbkamun. 0 gna ycraHoeku/obHoeneHuns, 0 an

Pucynok 4.24 — KOHTEKCTHOE MEHIO
[Tocne MapKUpPOBKH TAKETOB JJIsl YAaJCHUS HakaTh KHOMKY «IIpuMeHuTh». MeHemkep
MakeToB «Synapticy» BBIBEIET OKHO TIOJATBEPXKICHUS YAAJICHHS TAKETOB, B KOTOPOM HEOOXO0JIUMO

MOATBEPAUTH ACHCTBUE, HAXKaB Ha KHOMIKY «[IpuMeHUTHY.

Ne uzmeneunus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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Synaptic (oT cynepnons3oBaTens)
®aiin Mpaeka MakeT MNapameTpbl CNpagka

k&ﬁ CeopgkKa (OoT cynepnones3oBaTena)

D T C BHecTH cnegyloliue usMeHeHna?

Bce
mimnyandex‘r TEM, KakK OHHM ﬁ‘j‘rﬂw BEINONHEHLI.

£ 1
MNpoBepLTE CNWMCOK M3MEHEHWIA Nepen an B¢ MNocn

i P P4

14.5.3

NokaneHbli/clas gis-activatorll 6ynet ynanéx  4.5.3

NOKaNbHbIA/HeH jatobad-client bynet ynanéx '

jatobad4-contrib byneT ynanéx --II

jatobad-libs 6ynet ynanéx 453

jatobad-server bynet yoanésd F ' .
toba

(— Ceonka hared

5 NakeTos byneT yaaneHo

52,9 MB 6yneT ocsofoxaeHo to install this
CocTosk 0 B HeoBXooMMO NONYYNTh

4

|

|

I nat need to
|

|

Paznes

Mpouncxo | TonbKO 3arpy3vThb (DailNbl NaKkeToB

OUNBTPBI MO & MNpoeepaTk NOANWCKA MaKETOB

PesynbTarsl | @ OTMEHUTB | | </ MpAMEHNTE |

30 nakeTos B c"dﬁ{)ﬂ”e““ﬂ' 5 an

Pucynok 4.25 — [loaTBepikieHNe yAaICHHS TaKTOB

[Toce yaneHus makeToB B perno3uTopun «JIokampHbI/classic» Bce MaKeThl CMEHSIT CTaTyC
Ha «IaKeT IOCTYIHBIN K ycTaHOBKe». Ha 1anHOM 11are pabota ¢ MeHeKepoM MaKkeToB «Synaptic»

3aKOHYCHAa.

5) Beisectu criucok ciyx0 CYB]] «Jatoba» komanmoit B repmunaie MATE:
systemctl list-unit-files 'ja*'

Cnucok ciay»0, BBIBEIEHHBIX MO MackKe, JOJKEH ObITh MYCT, T.K. Mpoleaypa yaaleHus

IMMaKCTOB YAAIACT U CBA3AHHBIC C HUMHA CJ'IY)K6BI.

Ne uzmeneunus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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root@localhost: /usr/jatoba-4/bin wl () (%

®ain Mpaeka Bua Mouck TepmuHan MoMolwb

[root@localhost bin]# systemctl list-unit-files 'ja#*'
UNTT FILE STATE VEMNDOR PRESET

B unit files listed.
[root@localhost bin]# |

Pucynok 4.26 — Criucok ciryx0 1mo Macke «ja*»

6) IIpocMOTpeTh CIHCOK PEMO3UTOPHEB:

apt-repo list

root@localhost: /usr/jatoba-4/bin vl () (3

®ain MMpaBka Bwua Mowck TepmuHan [MoMoLb

[root@localhost bin]# apt-repo list
rpm file:///localrepo x86 64 classic rpm [p9] http://mirror.yandex.ru/altlinux

p9/branch/x86 64 classic
rpm [p9] http://mirror.yandex.ru/altlinux p9/branch/x86 64-1586 classic
rpm [p9] http://mirror.yandex.ru/altlinux p9/branch/noarch classic

[root@localhost bin]# |

Pucynok 4.27 — Criucok JIOKabHBIX PETIO3UTOPHEB

B crincke nokanbHBIX PEIO3UTOPUEB JOJI’KHA ITPUCYTCTBATH 3AIIMCh.

rpm file:///localrepo x86 64 classic

7) Yaanuth OnucaHue JOKATbHOTO PEIIO3UTOPHSL:

rm /etc/apt/sources.list.d/Jjatoba-4.1list

root@localhost: fusr/jatoba-4/bin vl () (%

®ain MNpaeka Bua Mouck TepmuHan MoMoulb
[root@localhost bin]# rm /etc/apt/sources.list.d/jatoba-4.1list

r: yoanuTe oObyHbIA dain ' fetc/apt/sources.list.d/jatoba-4.1ist'? y
[root@localhost bin]# |}

Pucynox 4.28 — Y nanenue onucanus pemo3uTopus

[ToaTBepauTE IPOBEACHHUE OMEPALIUH.

8) IIpocMOTpeTh CUCOK PErO3UTOPHUCE:

‘ Ne uzmeneunus: Iloamuce oTB. JIMNA: ‘,HaTaBHeceHMﬂM3M:
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apt-repo list

root@localhost: /usr/jatoba-4/bin

®ain Mpaeka Bupg Mouck TepmuHan MoMolwb

[root@localhost bin]# apt-repo list
rpm [p9] http://mirror.yandex.ru/altlinux p9/branch/x86 64 classic

rpm [p9] http://mirror.yandex.ru/altlinux p9/branch/x86 64-1586 classic
rpm [p9] http://mirror.yandex.ru/altlinux p9/branch/noarch classic

[root@localhost bin]# |

Pucynok 4.29 — Criucok JIOKalbHBIX PETMO3UTOPHUEB MOCTE YIAICHUS

B crnincke nokanbHBIX PCIO3UTOPHUECB NOJIDKHA OTCYTCTBOBATD 3AIIUCh!:

rpm file:///localrepo x86 64 classic

UTto 03Ha"aeT KoppeTHOE yaalieHue onrucanue JokanbHoro penosutopus CYB]] «Jatobay.

9) IIpocMOTpeTh CHKMCOK MOJIb30BATEICH KOMaHI0M:

cat /etc/passwd

root@localhost: /usr/jatoba-4/bin

®ain MNpaBka Bwa TMowck TepMuHan [MoMoLlb

[root@localhost bin]# cat /etc/passwd
root:x:0:0:5ystem Administrator:/root:/bin/bash

bip:x:1:1:bin:/:/dev/null

Pucynoxk 4.30 — Crniricok mosnp30BaTenei

Ecnu B cniucke nonws3oBaresnein OC npuCyTCTBYET CTPOKa!
postgres:x:46:46:PostgreSQL Server:/var/lib/jatoba:/bin/bash

CJIeJIOBATENbHO, TPeOyeTCsl yAAIUTh MOJIb30BATENs «POStgres.

10) Ypanute monp30BaTens «postgres) KOMaH IOM:

userdel postgres

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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root@localhost: /fusr/jatoba-4/bin w) (a) (%

®ain MNpaBka Bua Mowck TepmuHan [MoMollb

[root@localhost bin]# userdel postgres -
[root@localhost bin]# |}

Pucynok 4.31 — VY naneHue moiabp30BaTeNs «postgresy
[Ipu nmoBTOpHOM ITpOCMOTpE crucKa nojb3oBateneit OC, cTpoka 0 moJIb30BaTENE «postgres»

A0JIDKHA OTCYTCTBOBATD.

11) VY panuts xkatanoru CYBJ] komangamu:

rm -rf /usr/jatoba-4
rm -rf /var/lib/jatoba

root@localhost: /usr/jatoba-4/bin wl (~) (%

®ain MNpaBka Bua Mowck TepMuHan [MoMoLWb

[root@localhost bin]# rm -rf /Jusr/jatoba-4 -
[root@localhost bin]# rm -rf /var/lib/jatoba
[root@localhost bin]# |}

Pucynok 4.32 — VY nanenue kataioroB CYBJ]

12) VY panuth KaTajor perno3uTopusi:

rm -rf /localrepo

root@localhost: /usr/jatoba-4/bin v (a) (X

®ann MpaBka Bua MMouck TepmuHan [loMolb

[root@localhost bin]# rm -rf /localrepo B
[root@localhost bin]# |

Pucynok 4.33 — VY najeHue kaTajiora perno3uTopus

Ha stom mare ynanenne CYB/] 3akoHu€HO.

Ne uzmeneunus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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HPUJIIO’KEHHUE 5

IIpumep ycranoBku u ynajuenus CYB/I «Jatoba» u3 jiokanbHoro penozuropus s OC
Astra Linux 1.6 Special Edition Cmonenck (x86-64) B 3I1C

Yceranoska OC Astra Linux 1.6 Special Edition Cmosienck (X86-64)

[Ipu ycranoBke OC Ha stane «Bpibop mporpamMmHoro obecriedeHus» HE BBHIOMPAThH

yctanoBky CYB]] Bxopsuieit B cocTaB JUCTpUOyTHBA.

DI'IEDE[LI,HOHHE[FI CUcTEMa
CneuuansHOro HaaHa4yaeH e

Penuz «CmoneHck»

*
( ASTRALINUX

Bubop nporpaMMHoro ofecnedyeHus

B [aHHBIA MOMEHT YCTAHOBNEHa TONbKO OCHOBa CMCTEMbL Mcxopa W3 BaWMx I'IOTpEﬁHUCTEﬁ, MOKETE BblﬁpaTb oMH W Bonee W3
FOTOBBIX HE&IODUB NporpaMCMHoro obecneyeHns.

BufiepuTe ycTaHaBNHEAEMOE MPOrpaMMHoe obecneyenue:

BazoBble cpefcTEa

Fafounidi cton Fly

MpunokeHna gnA paboTel € CEHCOPHLIM KPaHOM
Cpepctea paboTel B ceTH

OpncHLle cpepcTea

[ cven

CpeOcTBa yOaneHHoro focTyna SSH

[] 3auvwerHeid WEE cepeep
[} CpepcTea BupTyanuzsauuu
CpepcTea MynbTUMepMa

Cnpaeka MpofonKUTE |

Pucynok 5.1 — Oran «Bpi6op nmporpamMmmHoro odecneueHus»

Ha cnenytomem stane «Jlonmomautensueie HacTpoiku OCy», yCTaHOBUTH (har ajist ONIuu

«BKJIIOUUTB PEXXUM 3aMKHYTOM MPOIPAMMHON CPEIIbD».

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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DI'IEpaLLHOHHaﬂ CUCTEMa
CNeyMansHoOro HasHa4vyeH1Ma

Penuz «CmoneHcks»

*
( ASTRALINUX

[onoAHKUTeNbHbE HACTpoiikK OC

Bbl MOMETE HacTpoWTe napaMeTpbl BesonacHocTW OC M OTKMWYWTE ABTOMAaTWYECKYKW HAcTpoKy ceTW. MaHpaTHbIA KOHTpOMb
LenocTHOCTA npouecco OC No yMOMYaHWW BKMWYEH M nocne HacTpodkW OC afMMHMCTPaTopoM HeobXoQuMD BKIMHYWTG
MAHOATHEIA KOHTpONE UenocTHocTH ©C ¥ pewuM 3MNC ONA ynpaeneHdwa MK MoryT MCnonb30BaTeCA nporpaMuel fly-admin-sme,
astra-mic-control, set-fs-ilev, unset-fs-ilev.

HononHuTensHee HacTpodku OC

B

BKMHOUMTE PEXWM 33MKHYTOW NpOrpaMMHOA cpegel

3anpeTWTE ycoTaHoBky BWTa MCMOMHEHWA

Mcnonk3oBaTe No yMondaHuw Appo Hardened

3anpeTWTb BLBOJ MEHK 3arpysqdka

BKNHUKTE OUWCTKY Pa3fenoB cTpaHWdHoro ofMeHa

BknwuuTe ouucTKy oceobokpaemex obnacTeid gnAa EXT-paspenos
BinwuuTe BnokupoBKy KOHCOMM

BknwuuTe BnokupoBKY WHTEPNpeTaTOpOB

BkNiUMTE MEXCETEBOH 3kpaH ufw

BKNWYWUTE CHCTEMHBI2 orpaHWdeHus ulimits

OTKNWYMTE BO3IMOKHOCTL TpaccWUpoBKW plrace

OTENKYMTE SETOMaTUHECKYR HaCTpOﬁK}' CeTH

oDooooopoooooo

YcTaHoBUTE 32-BUTHEIA 3arpysunk

l Cnpaeka MpofonsnTE |

Pucynok 5.2 — Oramn «/lonomauTtenbabie HacTpoiiku OCy

YcranoBka CYBJl «Jatoba» u3 nokanbHoro pemosuropusi B OC Astra Linux 1.6
Special Edition Cmosenck (x86-64)

YcranoBka CYB/I «Jatoba» u3 nokansHoro pernosutopus aias OC Astra Linux 1.6 Special

Edition Cmosenck (x86-64) mpoBOAUTCS B CIICAYIONIEM HOPSIIKE:

1) B tepMuHasie BOUTH B PEXKHM CYIIEPIIOIB30BATEIS, BBITOJHHB KOMAHY:

sudo su

2) Ecnu xomanel sudo He cyliecTByeT — YyCTaHOBHTD:

su -1
apt-get install sudo -y

3) BrImoaHuTh 0OHOBICHUE CHCTEMBI:

sudo apt update && sudo apt upgrade -y

Ne uzmenenus: Iloamuce oTB. JIMNA: ’,HaTaBHeceHMﬁM3M:
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sudo apt -s dist-upgrade
sudo apt dist-upgrade

- admin1: bash — Tepmunan Fly

®aiin  Mpaeka Hacrpoiltka Cnpaeka

obHoBnerno B, yctanoBneno B HoBoix nakeToB, gne yganerus otmedeHo B naketoB, u B nakeTtoB He obroBned
o.

adminiBastra:~3 |

Pucynok 5.3 — OGHOBIIEHHE CUCTEMBI

4) Cosznate manky localrepo B KOpHEBOM KaTajore:

mkdir /localrepo

5) B co3naHHy10 nanky CKOIMMpPOBATh:

e kaTajior <pool>
e kaTajor <dist>
e ¢dann <DEB-GPG-KEY-Jatoba>

/localrepo

Pucynok 5.4 — Ctpykrypa katanora «localrepo»

6) Y CTaHOBUTB OTKPBITHIN KIIXOUY PENIO3UTOPUSL:

apt-key add /localrepo/DEB-GPG-KEY-Jatoba

> -: bash — Tepmunan Fly - O x

®aiin  Mpaeka HacTpoiika Chpaeka

a B H Cl Is o

rootEastra: /homesadminléd apt-key add /localreposDEB-GPG-KEY-Jatoba
Ok

root@astra: /home/adminlé [J

Pucynok 5.5 — YcTaHOBKa OTKPBITOrO KJH04a peno3uTOpus

Ne uzmenenus: ‘ﬁHonHHCLOTB.HMua: ’,HaTaBHeceHMﬁHBM:




192
643.72410666.00067-07 97 01

o Jlns 6onee HoBbIX Bepeuit OC GNU/Linux, ocHoBaHHBIX Ha Debian (Astra Linux 1.8,
Debian 12, Ubuntu 24.04 u npyrux), peKOMEHIyeTCsl JOOABISIThH KIIOY PETO3UTOPHUS

CJIETYIOIITIM 00pa3oM.
CKOIUPOBATh KJIIOY PEIIO3UTOPHS:
cp /localrepo/DEB-GPG-KEY-Jatoba /etc/apt/keyrings/

JloGaBUTH OMMCaHNE HOBOT'O PEMO3UTOPHS B CIIHCOK:

echo "deb [signed-by=/etc/apt/keyrings/DEB-GPG-KEY-
Jatoba] file:///localrepo stable non-free" >
/etc/apt/sources.list.d/jatoba-<ver>.list

3nech jatoba-<ver> - Bepcus ycranasiuBaemoit CYBJ]I «Jatobay.

3aTeM BBITIOTHUTH 9) U3 TaHHOTO MojIpa3ena.

7) JloGaBUTH OMMCaHUE JIOKATLHOTO PEMO3UTOPHUS B CUCTEMY:

nano /etc/apt/sources.list.d/jatoba-4.1ist

8) BceraButs B daiin cneayroiiee coiep>kMMOE U COXPAHUTD:

deb file:///localrepo stable non-free

> =:nano — TepmuHan Fly

®aiin TlMpaeka Hacrpoiika Cnpaeka

- & 8 Q s v

GMU nano 2.7 .4 latn: /fetc/apt/sources.list.d/jatoba-4. 1ist HameHeH

file:///1localrepo stable non-free]]

Pucynoxk 5.6 — Conepxanue daiina «jatoba-4.listy»

9) [TpounnekcupoBaTh OOHOBICHHOE COCTOSTHUE PETIO3ZUTOPHSL:

apt-get update

Ne uzmenenus: Iloamuce oTB. JIMNA: ’,HaTaBHeceHMﬁHBM:
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> -: bash — TepmuHan Fly

®aiin  Mpaeka HacTpoika Cnpaeka

B 8 Qs v

ome jdmlﬂiﬁ I

PucyHok 5.7 — Unaekcanust peno3uTopust

10)  VYcranoButs CYB/] «Jatoba» nmpu momoru komMaH 61 ¥ IOATBEPIUTH BBHITIOJHCHHE:

apt—-get install jatobad-client jatobad-contrib jatobad-1libs
jatobad-server

>-| -1 apt-get — TepmuHan Fly

®aiin  Mpaeka HacTpoika Cnpaeka

B 8 Q s v

omesadminly apt-get install jatobad-client jatobad-contrib jatobad-libs jatoba

NocTpoeHUE
HTEHUE UHD
Cneguuuue :
ino 3 c D CO ' D . ||i|’|||r libcoinutil
coinor-1i  fonts—-pt libaribhb % E ' ' w3 libdns
l 1|:||:]|'|||rr||—' -ing-common libgnom = 1r||:]H libisc! i ccocldd libiscocfol

libluw libmicrodn ' ; ilityclient libgsanel

' ffice-style-gal libstartup-notificationd gslider unoconv

jﬂ ap+ au+ﬂrp

libevent-pthreads-2.H-5

ja*ﬂhﬂﬂ—guﬂtrih jatobad-libs

naketol, gnd yganedus oTHedeHo B nakeToB, u B naketoB He o

UB0B .
nwpuuuu 0 3 Toro guckoBoro npoctpaHcThba BospacTET Ha SH,5 MB.

ute? [A/ml i

Pucynok 5.8 — YcranoBka makeToB

Ne uzmenenus: ’ﬁHOﬂHHCLOTB.HMua: ’,HaTaBHeceHHﬂHBM:
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11)  Ycranosuth gononaurenbHbiii naker CYBJ] «Jatoba» mis OC Astra Linux Special

Edition 1.6 CmoseHCK MpH MOMOIIM KOMaH/ bl ¥ MIOATBEPAUTD BhIMOJHEHHUE:!

apt-get install jatobad-astra-digsig-key

».| -: apt-get — TepmuHan Fly

®aiin  Mpaeka HacTpoilka Crpaeka

- i 8 Q s ¥

root floc |# apt- DH+ install jatobad-astra-digsig-key
QTEHU

inor- 1 b |:|ll coin
o fonts-pt libaribb i llhhlﬂdu-
i yringl libisc!
]lhmlut dn liboac ilityclient libgsanel
sty : ibstartup-notificationd gslider unocony
-  apt auto
Y JONaNHUTENBHbBIE M

ycTaHobneHs:
ad-; dlu ig-k
2 HoBbix , . gns aK B, u B naketob He o

PI/ICYHOK 5.9 — YcranoBka JOITOJIHHUTCIIBHOI'O ITaKCTAa

YcTraHOBKa JIOMOTHUTENBHOTO TTakeTa copmupyeT daiin «gazis_pub.key» B xaranore:

/usr/jatoba-4/share

& /usr/jatoba-4/share e
.u HuA HrA

P

fcontrib

/doc :
/extension 0 -ESO nT sample

/ jadog sglr ample

/locale snowball_create.sql

/timezone

/timezonesets system_co~aints.sql
/tsearch_data system_fu~tions.sqgl
system_views.sql
1nfnrmat1~chema sql
jatoba- 11

Pucynok 5.10 — Pacnonosxenue ¢aiina «gazis pub.key»

12)  Y06eauThes, 4TO OTCYTCTBYIOT OIIHOKH 3aBUCHMOCTEH:

‘N§H3MeHeHMﬂ: Iloamuce oTB. JIMNA: ‘,HaTaBHECGHHHHBMl
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for £ in $(LANG=C find /usr/jatoba-4 -type f -exec file {} \; |
grep "ELF 64-bit LSB" | awk 'BEGIN {FS=":"} { print S$1}' |
sort); do echo $f; 1dd $f | grep "not found"; done

13) CkommpoBath (aiin «gazis pub.key»us karamora /usr/jatoba-4/share B karamor
[etc/digsig/keys.

/etc/digsig/keys B

;u Hua
/..
/ legacy

gazis_pub. key

Pucynok 5.11 — Conepxxanue kataiora /etc/digsig/keys

14)  WmmopTupoBath B CHCTEMY OTKPBITHIH KITF0Y «Jazis_pub.key» komannamu:

cd /etc/digsig/keys/
gpg --import /etc/digsig/keys/gazis pub.key

>~ -:bash — TepmwuHan Fly

®aiin  MMpaeka HacTpoika Cnpaeka

hza Q Is ~

rootld alrepol cd /etc/digsig/keus:

rootl@astr fdigsi s# gpg ——import fetc/digsigfkeus/gazis_pub.key
gpg: C H KaTanar gnupg’

gpg: H wut c - * gnupg/pubring.
gpg J.gnupg .gpg: aHa Tabnuua gobepusd

opg i 1E: "lazunnoprcepBuc” (key for sign
ing! :

gpg: ;

gpg: uMnopTupoBado: 1

gpq: THO goBepeHHb o4ell HE HalgeHo

root@ S/etoc/digsig

Pucynok 5.12 — UMIopT OTKPBITOTO KJTFOYa

15)  Bemomauts nepexon B pexxuM 3I1C ¢ ucronp3oBaHneM TepMUHATIA!

- Hactpouts koHpurypamnnonssiii paiin «digsig_initramfs.conf:

sudo mcedit /etc/digsig/digsig initramfs.conf

>~ -: bash — TepmwuHan Fly

®aiin  Mpaeka HacTpoika Cnpaeka

hza Q Is ~

rootBastra: /etc/digsigskeysH sudo mcedit Jetc/digsio/digsig_initramfs.conf [J

Pucynok 5.13 — Komanna penaktupoBanus KOHGUTYpAITMOHHOTO (haiia

Ne uzmenenus: ‘ﬁHOAHHCLOTB.HMua: ‘,HaTaBHECCHHHHBMl
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B xondurypanmonnom aiine «digsig_initramfs.conf» 10mKHBI OBITH yCTaHOBIIEHBI

napameTphbl:

DIGSIG_ELF MODE=1

DIGSIG XATTR MODE=0

DIGSIG IGNORE XATTR KEYS=0
DIGSIG IGNORE_GOST2021=0

>~ -:sudo mcedit — Tepmunan Fly

®aiin  Mpaeka HacTpoika Cnpaeka

B 8 Q s v

Pucynok 5.14 — Kondurypaunonnsrii ¢aiin «digsig_initramfs.conf

- [TpumenuTs Tekyme HacTpoiku «digsig initramfs.conf)» komanmoii:

sudo update-initramfs -u -k all

> =: bash — TepmuHan Fly

®aiin Mpaeka Hactpoika Cnpaeka

-~ & H Q s v

cfetc/digsigs sudo update-initramfs
update-initramf g t/initrd. img-4
update-initramf Ling initrd.img-4

initrd.img-4.
ot/initrd. img-4.15..

Pucynok 5.15 — IIpumenenue tekymmx HacTpoek «digsig initramfs.conf

- [Tepezanyctute OC komaHIOM:

sudo reboot

Ne uzmenenus: Iloamuce oTB. JIMNA: ’,HaTaBHeceHMﬁHBM:
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>~ -:bash — TepmuHan Fly

®aiin  MMpaeka Hactpoika CnpaBeka

- 2 H Q s ~

root@astra: /etc/digsigskeyst sudo reboot]

Pucynok 5.16 — ITepesarpyska OC

Takum o6pazom Oynet BritoueH pexxum 311C.

- [Tocne mepezamycka OC mpoepsTe, uro ELF mode — Bkmouen, a XATTR mode —

OTKJIFOUCH, BBIITIOJIHUB KOMAH/bI.

cat /sys/digsig/elf mode
cat /sys/digsig/xattr mode

> =: bash — Tepmunan Fly

®aiin  Mpaeka Hacrtpoika Cnpaeka

- 2 B Q [ >

root@astra: /homesadminl# cat fsys/digsig/elf_mode
1
root@astra: shomesadminl# cat ssys/digsig/xattr_mode
H
root@astra: /home/adminit ]

Pucynok 5.17 — IlpoBepka napameTpoB

16) Ilepeiitu B nupekroputo ucromaHseMbix ¢aiinoB CYB/I:

cd /usr/jatoba-4/bin

>~ -: bash — TepmunHan Fly

@ain  MMpaeka HacTpoidka Cnpaeka

- & 8 Q@ s >

jatoba-4d/bin

Pucynok 5.18 — [Iepexon B katasor

17)  WuunmanusupoBath katajior gaHHbeIXx CYBJ] mpu momorm KoMaH/Ibl:

./jatoba-setup initdb jatoba-4

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘,HaTaBHECGHHHHBMl
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>~ -1 bash — TepmuHan Fly - 0O x

®aiin  Mpaeka HacTpoika Chpaeka

-zé le v

root@astra: /usr/ jatoba-d/bin# ./ jatob tup initdb jatoba-d
Initializing database ... OK

root@astra: /usr/ jatoba-d/sbind []

Pucynok 5.19 — Mnunmanuzauus CYB/]

18)  Jlo06aBUTH CEpBHUC B CIIMCOK aBTO3AITyCKa:

systemctl enable jatoba-4

>~ -: bash — TepmunHan Fly
@ain  MMpaeka HacTpoidka Cripaeka
B & E Q Is ~
[ ' ‘ ' ctl enable jatoha-d
m/smulti-user. target.wants/ jatoba-4d. service = /etc/

Pucynok 5.20 — Jlo6aBnenue ceppuca jatoba-4 B aBro3arpysky OC

19)  BamycTuTth CIIyx)OYy:

systemctl start jatoba-4

>~ -: bash — Tepmunan Fly

®aiin  MNpaeka Hactpoidka Cnpaeka

_EE le 4

rootd =B jatoba-d/bin# systemctl start jatoba-d

root[ a=F jatoba-d/bin# I

Pucynok 5.21 — 3amyck ciy>xO0sbl jatoba-4

20) TIpoBepuTh CTATyC CIYXKOBI:

systemctl status jatoba-4

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘,HaTaBHECCHHHHBMl




199
643.72410666.00067-07 97 01

> -:systemctl — TepmwuHan Fly

®aiin  MNpaeka Hacrpoilka Cnpaeka

- 2 8 Q s v

vendor preset: enabled)
go

ted,

Pucynok 5.22 — [IpoBepka craryca ciyxObI jatoba-4

21)  YcTaHOBHTH MapoJib I CHCTEMHOTO moJib3oBarens OC «postgresy:

sudo passwd postgres

> =: bash — Tepmunan Fly

®aiin  Mpaeka Hactpoika Cnpaeka

[ ] a E Q Is ~
root -a: /home/sadminl¥ sudo passwd postgres
HoBul napone

NoBtopuTte BBog woBoro napons
d: napone ycnewdo ob
‘home/adminlé |

Pucynok 5.23 — YcranoBka naposst 1uist mosb3oBatens OC

22)  ABtopm3oBaThCs B psql, U 3TOTO HaXaTh COYETAHHE KIIABHIIL:

CTRL + D

3aTeM BOWTH B psql:

Su - postgres
psql

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘,HaTaBHECGHHHHBMl
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> -: psql — TepmuHan Fly - 0O x

®aiin  MNpaeka Hactpoilka Cnpaeka

ha E q Is -

udo su
dminl# su - postgres

=gl

BBegute "help”, 4Tobs nonuquTe crnpabky.

postores=#

Pucynok 5.24 — Bxox B CYB/]

23)  YcraHoBuTH Maposib s nonb3oBatenss CYBJ] «postgresy:

\password

> -1 psql — TepmuHan Fly

®aiin  Mpaeka HacTpoika Cnpaeka

-zé le v

postgres=#
Enter new password for user "postgres

Enter it again:
postgres

Pucynok 5.25 — YcranoBka mapouis juist nosis3oBatenst CYB]]

Ha stom stane ycranoBka CYB/l okoHY€eHa.
Yananenue CYB/] «Jatoba» u3 nokanasHoro peno3utopusi B OC
HeiictBus Boinonusiembie s ynanenuss CYB]] «Jatoba» U3 J0KaabHOTO peno3uTopus

AdHaJIOTHUYHbI ﬂeﬁCTBHHM, OIIMCaHHBIM B HpI/IHO)KeHI/II/I 2 HaCcTOAIICTO JOKYMCHTA.

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘,HaTaBHECCHHHHBMl
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HPUJIIO’KEHHUE 6

YcranoBka CYB/l «Jatoba» u3 jiokanbHoro penosduropusi B OC OCHOBA 2.0

[Tepen HayaIOM yCTaHOBKH JIOJDKEH OBITH CKOMUPOBAH JUCTpUOYTHB B KaTaior /localrepo.

[Ipu ycTaHOBKe OTKPBITOrO KJIto4a perno3utopus Tpedyercs oTkimounts pexum 311C nubo

obecnieunTh paboTy yTuauThl apt-key B ycnoBusix 3I1C.

YcranoBka CYB/] «Jatoba» u3 nokansnoro pernosutopus B OC OCHOBA 2.0 BeimosnasieTcs

CJICAYIOIUMH IIaraMu:

1) [IpoBeputs cratyc BKIroueHHOro pexxuma 3I1C:

ls -al /etc/ima/policy

EF user@omyx: ~ — O x

-al Jetc/ima/policy
pot root 14 aer 18 2020 fetc/ima/policy -»> policy.d/empty

Pucynok 6.1 — Komanga nposepku craryca 311C

BriBo nMeeT nBa 3HAUEHUS:

o /etc/ima/policy -> policy.d/empty — BeIKiTFOUEH (10 YMOIJTYaHHIO);
o /etc/ima/policy -> policy.d/appraise — BkiroueH.
2) BrimoaHuTh 00HOBICHUE CUCTEMBI:

apt—-get update -y & apt-get upgrade -y

EF root@onyx: /localrepo — O >

B0
el

W ¥ Donbwe He Tpef

pytt

Pucynok 6.2 — Komanmga oOHOBICHUS CUCTEMBI

Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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3) Jlo6aBuTh peno3utopuii jatoba ¢ otkioueHHbIM pexumoM 311C:

apt-key add /localrepo/DEB-GPG-KEY-Jatoba

cey add /localrepo/DEB-GPG-KEY-Jatoba

Pucynok 6.3 — Komanga no6asienust peno3utopus

4) JloGaBUTH OMMCaHUE JIOKATLHOTO PEMO3UTOPHS B CUCTEMY:

nano /etc/apt/sources.list.d/jatoba-<ver>.1list

5) BceraButs B daiin cnemyroiiee coiep>kKuMoe U COXPAHHUTD:
EF root@omyx: fhome/user — O >
GNU nano 3.2 Jetc/apt/sources. Tist.d/jatoba-5. Tist MaMeHEH |a

Pucynok 6.4 — Conepxanue (aiina jatoba-<ver>.list

6) [IpounaekcupoBaTh OOHOBICHHOE COCTOSIHUE PEIIO3UTOPHS:

apt—-get update

E# root@onyx: /home/user — O >

Pucynoxk 6.5 — Komana nHIeKCHPOBaHUS PEIO3UTOPHS

7) B OC Bximounts pexxum 311C komangamu:

sudo rm /etc/ima/policy
sudo 1ln -s /etc/ima/policy.d/appraise /etc/ima/policy

Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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8) [TpumenuTh OOHOBJICHHBIE HACTPOIKU U Tiepe3arpy3uth OC:

sudo update-initramfs -u -k all
sudo reboot

# sudo rm
¢ o 1n

ating
ing
¢ sudo reboot]

Pucynok 6.6 — Komanap! Bkimrouenus pexuma 3I1C

9) YcranoButh maket osnova-digsig-key:

apt install jatobab-osnova-digsig-key

‘@ root@onyx: fhome/user — O

word:
SMP PREEMPT_DYMNAMIC

8:34 2024 from 10.116. 1(

.. TOTOBO
{ ABTOMATHYECKK W Donkle He Tpe

th fi pytt

dHOBMNEHbI :

ineHo 1 HOBbIX MAKETOE, AMA YAANEHWA oTmedeHo O

Pucynoxk 6.7 — Komanna yctaHoBkH makera osnova-digsig-key

10) IIpumeHHUTH OOHOBJICHHBIC HACTPOMKHU:

update-initramfs -u -k all

NaKkeTo

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘,HaTaBHECGHHHHBMl
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iy runt@nnyx /home/user - O =

/user# update-initramfs -u -k all
: Generating /boot/initrd. 1ng—n 6. 27 -0-amdad

Generating ,bmmt,1n1rrd img-5.15.0-2. 9-amdé4

) fﬁﬁer# [ |

Pucynoxk 6.8 — Komana npuMeHeHHsI HACTPOEK

11) TIlepesarpy3uTh CUCTEMY:
reboot

12) TIlocie aBTOpU3aIIUU BOWTH B PEKHUM CYINEPIIOIb30BATEIs, BHIIIOJHUB KOMAHTY:
sudo su

13) IIposepuTth cratyc pexxuma 3I1C:
ls -al /etc/ima/policy

B BeIBOIe KOMaH 161 peskuM 3I1C 10/mKeH OBITH BKIIOYCH, T.€. UMETh 3HAUCHHE «appraisex:

/etc/ima/policy -> policy.d/appraise

@ ro Dt@u:un}-x: /home/user — O et

Jhome/user# 1s -al /etc/ima/ Cy
¢ 1 root root 26 okT 18 14:49 Jetc/ima/policy -= /e a/policy.d/appr

c: /home/user# |J

Pucynok 6.9 — BeiBog craryca 3I1C

14)  VYcraHoBuTh maket osnova-digsig-key:

apt install jatoba<ver>-osnova-digsig-key

£ root@omyx: fhome/user — O *

ser# apt install jatob: ova-digsig-k
STOB.. TOTOBOD

C Ml II.1 HOEOR

et python3-idna

ar
—six py thon3-ur11ib32

eHo 0 HIIEI:I! nakeToe, ANA YA4NeHHA OTMe4dyeHO 0 naketo

Pucynoxk 6.10 — Komanaa ycranoBku naketa osnova-digsig-key

Ne uzmenenus: ‘ﬁHOAHHCLOTB.HMua: ‘,HaTaBHECCHHHHBMl
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15)  J1o0aBUTH IMyOIHYHBIIN KITIOY:

cp /usr/jatoba-<ver>/share/gaz-is.der /etc/ima/certs

‘@' ro Dt@nn}-x: J/home/user — O >

Pucynok 6.11 — Komanma konupoBaHusl MyOJIUIHOTO KITFOYa

16) OOHOBWTH JaHHbBIEC:

update-initramfs -u -k all

iy ru:n:ut@u:un}-x fhome/user — O x

e/user# updﬂ'-—- initramfs -u -k all
: /boot/initrd. img-6. 6. 27 -0-amd&4
/boot /initrd. i mg-5.15.0-2. 9-amdé&4

[ Nj]

(]

—'in'itr‘an
hllll'-'-'ll-

'L

Pucynok 6.12 — Koman1a mpuMeHEHHUST HACTPOEK

17)  Tlepe3arpy3uth CHCTEMY:
reboot

18)  Tlocie aBTOpHU3AIMU BONTH B PEXKHUM CYIIEPIIOIb30BATEIS, BHIIIOJIHUB KOMAHIY:
sudo su

19)  VYcranosuts CYB/] Jatoba mpu moMoryu KOMaH/IbI:

apt—-get install jatoba<ver>-client jatoba<ver>-contrib
jatoba<ver>-1libs jatoba<ver>-server

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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EF root@omyc: /home/user — O >

. sudo su

OTCA:
3 t python3-idna
ython3-url1ib3

AHOBMEHD < bIX yAaneHwa oTmeudeHo 0 nakeTo
EHO.

Oro AUCKOBOMO NpOCTPAHCTEA BO3pacTET Ha 40,3 MB

LD?:l file: /Tocalr 1 le/ "ee amd64 jatoba5-1ibs amd64 5.8.1-55087 [346
<B

file:/Tocalr e,/ ~ge amde4 jatobaS-client amdé4 5.8.1-55087 [3
Pucynok 6.13 — Komanna ycranoBku ocHoBHbIX naketoB CYB]] «Jatoba»

20)  YOenuThCs, YTO OTCYTCTBYIOT OIIMOKH 3aBUCUMOCTEH:

for £ in $(LANG=C find /usr/jatoba-<ver> -type f -exec file {}
\; | grep "ELF 64-bit LSB" | awk 'BEGIN {FS=":"} { print S$1}' |

14

sort); do echo $f; 1dd $f | grep "not found"; done

£ root@onyx: fhome/user — O et

Pucynok 6.14 — Komanaa npoBepKku 3aBUCUMOCTEMN

21) Ilepeiitu B qupekroputo ucnonHsembix ¢aitnos CYB/I:

cd /usr/jatoba-<ver>/bin

22)  HuumnmanusuposaTh Kataigor gaHHex CYBJI mpu moMomu KOMaHIbL:

./jatoba-setup initdb jatoba-<Bepcusa>

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘,HaTaBHECGHHHHBMl
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EF root@omyc: fust/jatoba-5/bin - O =
root@ "home /user# cd '
root@or L j: 3
Initi: g C 5e ...

Pucynok 6.15 — Komanna nannmanuzanuu CYB/]

23) BeiBecTu mpaBa Ha TUPEKTOPHUIO TAHHBIX:

stat /var/lib/jatoba/
stat /var/lib/jatoba/<Bepcua>
stat /var/lib/jatoba/<Bepcus>/data

JB: 4096 KaTanor

3

Gid: { 113/postgres)

oba-5/bin#

Pucynok 6.16 — Komana BeIBofIa 1paB JocTyna

B BBIBOJIE KOMaH]T TOJ>KHBI OTPA3UTCS TPaBa Ha JOCTYII:
) Uid: postgres;
o Gid: postgres.

24)  J1006aBHUTH CEPBHC B CIIHCOK aBTO3AITyCKa:

systemctl enable jatoba-<ver>

25)  3amycTuTh CIyKOYy:

systemctl start jatoba-<ver>

26)  IIpoBepuTh CTATYC CIAYXKOBI:

systemctl status jatoba-<ver>

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘,HaTaBHECCHHHHBMl
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vendor p

Pucynok 6.17 — 3amyck ciry»05bI jatoba-<ver> u nmpoBepka ee craryca

27)  IIpoBepuTh HANWYKE TOIMKUCH B UCIIOIHIEMBIX (paiiiax:

evmctl show /usr/jatoba-<ver>/bin/initdb

£ root@onyx: /usr/jatoba-5/bin — O x

eyvmct]1 show Jusr/jatoba-5/bin/initdb

Pucynok 6.18 — BeiBo moanucy B UCTIONTHAEMBIX (aiinax

o [Ipu ycranoske croponnero 110, nanpumep Kpunrollpo, kotopoe tpedyetcs s
pabotel HekoTopbix KoMnoHeHT CYB/l, anmuancTpaTopy HEOOXOAUMO 00ECTIEUUTh

paborocnocobHocTh 3TOro [10 B yenoBusx 3I1C (10kHO OBITH TOAMUCAHO).

Ne uzmenenus: Iloamuce oTB. JIMNA: ‘,HaTaBHECCHHHHBMl
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HPUJIIOKEHHUE 7

IIpumep ycranoBku Bed-cepBepa (IIS) na OC Windows 10
[Tepen ycranoBkoi BeG-cepepa (11S) ma OC Windows 10 HeoOXOIHMMO BBIIOIHUTH

NeICTBUS 1O MpeABAPUTEIBLHOM HACTpoiiKe KoMIboTepa. [ yuero Heo6xoauMo:

— 3aaTb KOPPCKTHOC UM KOMIIBIOTCPA,

@ NmMs koMmnbroTepa HE JOJDKHO BKJIKOYATh CUMBOJI HMKHEIO NOJYEPKHUBAHUSA « », B
npotuBHOM cityyae OC BbIAacCT OIIKOKY.
—  HaCTPOUTH CETEBOE OKPYIKECHUE;
—  ycranoButbh oOoHOBIEeHUs1 OC.
Jlsisl yCTaHOBKM poJin BeO-cepBepa HEOOX0AUMO MPOJEIIaTh CIEAYIOLUE arHu:

1) Tlepeiitu B «Ilanens ynpasienus» — «I[Iporpammby — «IIporpaMMbl 1 KOMITOHEHTBI»

— «Bxurouenue wim otkirodeHre kommonentoB Windowsy (Pucynok 7.1).

[El Mporpamme! 1 KoMAoHEHTE! - O *

< “ “I" [ » Nawens ynpasnenua > Boe 3NEMEHTEI NaHENW ynpaeneHua > [porpammel M KOMMGHEHTE! v O Mowci: Mporpammel 1 Komno... @

Mamens ynpaenexna —

AOMALLHAR CTPaHILA Ynanenwe nnam usmeHeHwe nporpamMmel

Jna yaanenna nporpammel BeiBepute ee B cnucke u wienkinte "Yaanuts", "smennte" wnn "BoccranosuTe",
MpocmoTp ycTaHoBAEHHbIX

0BHOBNEHWA

!; Brntouenmne nam oTknrodeHne

komnonenTos Windows YnopagounTe ¥ = o 0
Wmas - Wsparens Yeranosne.,  Pasmep Bepcua
& Microsoft OneDrive Microsoft Corporation 01.03.2023 169 MB  21.220.1024.0005
]’EMlcrosof‘tVlsualCH 2015-2019 Redistributable (x64) ... Microsoft Corporation 01.03.2023 22,1 MB  14.28.29913.0
]’EMlcrosof‘tVlsualCH 2015-2019 Redistributable (x86) ... Microsoft Corporation 01.03.2023 198 MB  14.28.29913.0

Pucynok 7.1 — BkimtoueHue win OTKJIIOUeHue koMroHeHToB Windows

2) B otkpeiBoiemcst okHe «Kommnonentsr Windowsy BeiOpath pa3aen «Brenpsemoe Beo-

sapo ciayx0 1Sy (pucynok 7.2).

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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Komnonentel Windows — O >
BrnroueHwe naw oTKNHUEHWE KOMMNOHEHTOR 0
Windows

Ytobbl BRKNMIYMTE KOMMNOHEHT, YETaHOBUTE ero guaxok. Yrobel
OTKAHHUTE KOMOOHEHT, CHUMKTE ero gnaxok. 3aTeHeHHBIA dnaxok
03HAYEET, 4TO KOMMOHEHT BKNHOYEH YaCTHYHO.

[/ | .MET Framework 3.5 (sinrouaer MET 2.0 u 3.0 h
[m] | .MET Framework 4.6 Advanced Services
0 | Hyper-v

Internet Explorer 11
| SMMP-npoTokon

[ | Windows ldentity Foundation 3.5
Windows PowerShell 2.0

[ | Bcrooennan 3arovaka g
£ >

O

Pucynok 7.2 — Paznen «Buenpsiemoe Be6-s1po ciryx6 11S»
3) B pasmene «Windows PowerShell 2.0» octaBuTh BbIOpaHHBIC KOMIIOHEHTBI I10

YMOJIYaHUIO (PUCYHOK 7.3).

Komnonente Windows — a >
BrnroueHWe MAK OTKNHOYEHWE KOMNOHEHTOB 0
Windows

YroBel BKNHIYMTE KOMMNOHEHT, YCTAHOBWTE ero dnaxok, Ytobel
OTKAHYUTE KOMOOHEHT, CHUMKTE ero dulaxok. 3aTEHEHHbIR dnaxkok
03HAYEET, 4TC KOMIMOHEHT BKHIYEH Ya3CTHYHO.

-
BHueapaemoe seB-aapo cny=xb 115
[1 | Bcrpoenwas zarpyzka
] BeTpoeHHbIi Bxog
[ | BeTpoeHHbii mogyne sanycka ofonouku
] Knuent Telnet
] Knuent TFTP
KnuenT paGounx nanok

KomnoHenTel gna paBoTel © MynsTUMEINE v
£ >

OtmeHa

Pucynok 7.3 — Paznen « Windows PowerShell 2.0

4) B okne «Kommonentsr Windowsy Beiopats pasznen «Ciyx0s1 11S» (pucyHok 7.4).

Ne uzmeneunus: Iloamuce oTB. JIMNA:

‘ Jlata BHECEHHUS U3M:
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[El Komnonentsr Windows — O x
BknroueHwe waK oTKAKOYEHWE KOMNOHEHTOR o
Windows

YroGel BENHIYNTE KOMIMOHEHT, YCTAHOBWTE ero dnaxok. YTobel
OTKMHIYWTE KOMMOHEHT, CHAMWTE Ero GAaxok. 3aTEHEHHBIA gnakok
03HAYEET, YTO KOMMOHEHT BEHYEH YaCcTHYHO.

= @ | Chywbe IS ~
] | FTP-cepeep
= W | Chywbel MuTepHeTa
[m] bBesonacHocTs
=
[m] OBwwme dyHkumm HTTP
@]  Mpoeepka paBoTocnocoBHOCTI W AMArHOCTVKE
W] | OyHELMKM NOBBILIEHNA BLICTROASHCTENA
=R CpeacTea ynpaenedua seb-caftom ™

O

Pucynok 7.4 — Paznen «Ciyx0b1 11S»

[TapameTpsl, ycTanaBiauBaembie pasneie «Ciryx0b1 11S», mpuBenenst B Tadmuie I1. I1.7.1.

Tabauma I[1.7.1 — Tpebyembie mapameTpsl B pazaeine «Ciyx0sl 1Sy

N OcHOBHBIE TapaMeTPbI CeBs13aHHBII apamMeTp
| pazaena «Cuy:x6b1 IIS»

1 be3onacHocth

11 ‘ @unpTpanus 3anpocoB

2 KoMmnoHeHTHI pa3padoTky NPUI0KEHU

2.1 ‘ Nunnmanuzanus npuiioxeHuin

3 O6mue pynxuuu HTTP

3.1 JIOKyMEHT MO yMOJTYaHUIO

3.2 0O0630p kaTanora

3.3 [TpocmoTp karasora

3.4 Ommbku HTTP

3.5 Cratuueckoe coaepKuMoe

4 IIpoBepka pa6oTocnoco0HOCTH M IMATHOCTHKA

4.1 ‘ Benenue xypnaia HTTP

5 DOyHKIUM NOBbILICHUS ObICTPOACHCTBHS

5.1 ‘ Cixatue CTaTUYECKOTO COAEPKUMOTO

6 CpencrBa ynpaBJjieHus Be6-caiiTom

6.1 ‘ Koncons ynpasnenus [IS

5) B oxne «Kommonentsr Windowsy mnpoBepuTh HACTPOSHHBIC MapamMeTpbl W Hayarhb

YCTaHOBKY BeO-cepBepa, HaxkaB KHOTIKY «OK».

‘ Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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6) B oxne «Kommnonentsr Windowsy mokaszaH pe3ysbTaT YCTaHOBKH KoMIioHeHTa. [Tocne

YCIICIIHOM yCTaHOBKH HaXaTh «3aKPhITh» (PHUCYHOK 7.5).

KormnonenTel Windows

Windows npumennna Tpebyemble 3MEHEHUA.

Pucynok 7.5 — Oxonuanue ycranoBku BeO-cepsepa 1S
Jliis mpoBepku ycTaHoBKH BeO-cepBepa (I1S) HeoOxoammo B BeO-Opaysepe mepeiTH 1o

ceouike http://localhost.

Ha pucynke 7.6 mokasana crpaHuIia ¢ KOppeKTHON yCTaHOBKOM BeO-cepBepa.

e & hitp://localhost/ P~ ¢ || @IS Windows X o vr 6 @

== Windows

Internet Information Services

Welcome Bienvenue Tervetuloa

&3z# Benvenuto &

L & ‘.‘ Bienvenido Hos geldiniz | o'~xan oona Welkom

Bem-vindo ‘ ' J
Kohwg :
Vitejte OploaTe ate  Udvdzoljik

:i La e B30

Pucynok 7.6 — TectoBas ctpanuna Be6-cepsepa (IIS)

Ne u3menenus: Iloamuce oTB. JIMNA: ‘ Jlata BHECEHHUS U3M:
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HPUJIIO’KEHHUE 8

YcranoBka cayx0s1 JDS.PasDoctor

Crpoxa noakioyeHus K ciay:kednoit b1 JDS

Jljist KOppeKTHOM paboThl ciyKObl el TpeOyeTcst nojkioueHue K ciayxedoHon b/ «JDS».
Crpoka mnoakiroueHusi Haxoautcs B (aiine «appsettings.json» U omnpenensercss KIHYoM

«ConnectionStrings:DefaultConnection».
YcranoBka B OC Windows

st yctaHOBKH Ciay)O0bl Windows pEeKOMEHIYeTCsl HCIONb30BATh YTUIIHTY «SC.EXEe».

Crnenyer 3amyckaTh CIy>K0y noJ1 yueTHoi 3anuckio «NetworkServicey.
[Tpumep BBI30BaA «SC.€X€» AJI YCTAHOBKH CITYKOBI C ITapaMeTpaMH:
—  umMsa cyx0b1 «JDS.Doctory;
—  aBTOMAaTUYECKHUH 3aIlyCK;
—  yuerHas 3anuch «Network Servicey;

—  otoOpaxaemoe ums «JDS Doctory.

sc.exe create JDS.Doctor start= auto binpath= C:\Full\Path\To\J
DS.PasDoctor.exe obj= "NT AUTHORITY\NetworkService" DisplayName
= "JDS Doctor"

BTOpaH KOMaHJla YCTAaHABJINBACT OIIMCAHUC JIA CJ'IY)K6I>I.

sc.exe description JDS.Doctor "Crnyxfa IJjig [NOMCKa UM UCIPaBJIeHUA
npobJjeM C NIPOU3BOOUTEJIBHOCTBIO M Oe3zonacHocTeri CYBI. IInga ynpasJe
HUA CJIayx0oM mucnoyab3ymurTe pas3zmes Jatoba Data Safe 'llpousBoOuTEJIBH
ocTb - llpobJsieMel U pemeHMsa'."

®daitbl skypHaaos B OC Windows

[To ymomuanuto ciyx0a coxpanseT xypHaibl B manke C:\ProgramData\JDS\logs. Hukakux

JEUCTBUM MO CO3/IaHMIO TIANKHU WJIM Ha3HAYEHHUIO TPaB J0CTYyIa HE TpeOyeTcs.
¥YcranoBka B OC Linux

Jns mpumepa wucnonsdyercas Ubuntu 23.04. B apyrux auctpuOyTuBax mpouesypa

YCTAaHOBKH MOJKCT OTJIMYATBCA.

‘ Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:
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—  cO3I1aTh MOJIL30BATEIs, IOl KOTOPHIM OyeT paboTaTh Ciryxko0a:

sudo useradd -s /usr/sbin/nologin jds

—  co3JaTh NanKy AJs )KypHaIoB (JIOrOB), HA3HAYUTh €l BiiajieNblla U Mpasa:

sudo mkdir /var/log/jds
sudo chown jds:jds /var/log/jds
sudo chmod 744 /var/log/jds

B HexoTophlx AMCTpUOYTHMBAaX NpHU CO3JaHUU ToJb3oBarensi «jds» rpymma «jds» He

CO31aETCS.
JJist mpocMOTpa TPYIIbI 0 YMOTYAHHIO CIIYKUT KOMaH a «groups jds».

—  co3math cepBuc-aiin /etc/systemd/system/jds-doctor.service co caemyronmm

COACPKUMBIM:

[Unit]
Description=JATOBA DATA SAFE Doctor

[Service]
WorkingDirectory=/opt/jds-doctor
ExecStart=/opt/jds-doctor/JDS.PasDoctor
Restart=always

RestartSec=10
Syslogldentifier=jds-doctor

User=jds

[Install]
WantedBy=multi-user.target

—  pa3peuuTh U 3aIyCTUTh CEPBHUC:

sudo systemctl daemon-reload
sudo systemctl enable jds-doctor
sudo systemctl start jds-doctor

®aiiapl xKypHaIoB B Linux

ITo ymomuanuio cimysx0a coxpaHsier KypHaibl (Joru) B namnke /var/log/jds/. [1anka qomkHa
OBITh TIPEBAPUTENHHO CO37aHa, JOJKEH OBbITh M3MEHEH BIIaJIeJel] U Ha3HAuYeHBI mpaBa (CM.

CEeKIINIO «YCcTaHOBKa B Linuxy»).

‘ Ne uzmenenus: ‘ Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M: ‘
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MNEPEYEHb COKPAIIIEHUIA

Data Definition Language — s3bIK ONMHUCaHUs TaHHBIX

Data Manipulation Language — si3bIk MaHHITYJTUPOBAHUS TaHHBIMH
Structured Query Language — s13bIK CTPYKTYpHUPOBAHHBIX 3aIPOCOB
baza manHBIX

OnepaTuBHOE 3aIIOMUHAIOIIEE YCTPOMCTBO

OmnepanvonHas cucrema

CucremMa ynpaBiieHus: 6a3aMu JaHHBIX

DNEeKTPOHHO-BBIYUCIUTENIbHAS MAllIMHA

3amkHyTas mporpammHas cpepa B OC Astra Linux Special Edition 1.6
CMOJIEHCK — 3TO MEXaHHM3M AaBTOPU3ALMM HAa OCHOBAHUM KOHTPOJIS
1EJI0CTHOCTH (ailyioB ¢ ucrnosnb3zoBaHueM nposepku DI, peanuzoBaHHbII
B Moayite siapa OC disgsig_verif

Ne uzmenenus:

IToanuce OTB. aHIIA: ’ Jlata BHECEHHUS U3M:
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Jluct peructpanun U3MEHEHUI

Homepa nuctos (cTpanmir) Bcero Bxomsimmii
JINCTOB HOMCp
Nsm (cTpanmir) Howmep conposoauTe | [logmucs | [lara
‘| ©I3MCHE | 3aMCHE AHHYJIHP JTOKYMEHTa
HOBBIX B JBHOTO
HHBIX | HHBIX OBaHHBIX
JIOKYMEHTE JIOKYMEHTa U

naTa

Ne uzmenenus: Iloamuce oTB. JIMNA: ’ Jlata BHECEHHUS U3M:




